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THANKS!!

04/20/2010 11:20 AM Subject RE: Employee Concem

No problem;

Subject: Re: Employee Concern

I'm on travel. Can I get back to you next Monday? I have the mformatlon in my office.
Thank you!

Sent: 04

Subject: Employ'e; Concern

4/29/2010





Official Use Only

Observation: I question the date of the incident. The date the document was found was

December of 2008. The actual date the document was.not safeguarded, or more
clearly, control was lost, is undetermined, but probably May of 2007.

Observation: 'We have implemented new policies and procedures as they pertain to
cleanout procedures to afford better oversight and control

Official Use Only
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-

Sent:
To:
Subject: RE: Employee Concem

Attachments: 5639-3.pdf; Incident Response doc

The personnel | chose for the survey were my direct reports as well as a few others that | had some
oversight on their projects. | feel it is important to survey the personnel who actually work on classified
projects and assume the associated risks.

In N&HS, there were only 2 departments before the re-org that performed 90+% of the classified work.
Those departments were mine as well as |l ' believe | gave you names of some of
personne| but not all of them.

As far as the security investigation, here is the approximate timeline:

March/April 2007 (approx):. Classified document was missed during file cleanout and went to excess
inside a folder. Control was lost at this time, therefore this is actually the date of the incident.

AP

- May 29 2007 (appro ) begins work at INL as a BEA employee

: December 2008: Classified document was found unsecured in a file folder by an INL employee.
Inves'agatlon began.

March 4 - 16, 2009: Four of my employees were directed to sign form 5639.3 as person responsible for
incident, even though they were not.

March 4 16, 2009: | notified senior management | had serious concemns about this verbally and in writing
on the form. I notified management that this was tantamount to forcmg a confession, dlsregarded due
process, and was intimidating— i.e. an illegal act. '

**March 19, 2009: Investigation was CLOSED

Apnl 16, 2009 (approx): | was investigated for the mmdent even though [ was not an employee at the time
of the mcudent | believe this was retaliatory, intimidation, and harassment for raising my employees'

concerns. The true manager was never investigated.

July 1, 2009: | signed the DOE form and provided my statement. Once the investigator reallzed 1 was not
even an employee at the time the document was lost, he failed to mvestlgate the actual manager at the
time of the incident, which was . Based on this, it is reasonable to conclude that
the intent of the investigation was to intimidate or harass me,

Finally, | have discovered that BEA isn't even using the correct form for conducting
mvestlgations The form numbers correspond, however they changed the official form to their
own version. | don't believe they have the authority to do that. | have attached the official form that

. I received from a DOE investigator in my 708 case. Please compare it to what BEA is using
locally. They are not the same, particularly Section Il.

Here is a copy of the actual form that we are supposed to be using. 1 hope this helps.

 4/29/2010
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From:

Sent: Wednesday, March 31, 2010 10:56 AM
o
Subject: As Requested ' '
Attachments: MCP-310.pdf; DOE O 4751.pdf

Here is the info you requested (from our records):

Fdreign Travel:

12/19/06-1/9/07 India Personal
9/25/08-10/3/08 India Personal
9/26/09-10/1/09 India Official Business
12/10/09-12/27/09 India Personal

DOE Order 475.1, Atch 2, 3.b. (17) (a) & (b)
MCP 310, para 4.12.1 |
(See attached file: MCP-310.pdf)(See attachied ﬁle: DOQOE 0 4751.pdf)

33172010
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ednesda ctober :

From:
Sent
To

Sui)ject: .

!!: !!II!’!! !!! !!!l - Response for Congressional Question on Disciplinary Action

Importance: ' - High

Thank You for the information. Ido net intend for this information to be part of the congressional brieifng, if
one comes about. I will keep it as a "hip pocket" just in case those members of the committee ask about
disciplinary actions. ‘

Office of Security Technology and Assistance
Health, Safety and Security '

"Right is right, even if everyone is against it; and wrong is wromng, even
if everyone is for it."”

William Penn

Wednesday, October 07, 2009 9:09 AM ‘ : ' X
W . x£
. ., 7
- Response for Congressional Question on Disciplinary Action )(

8

Attached is the response provided by INL National and Homeland Security Directorate to me for your
Congressional Inquiry from | llJ. Please note the table is Official Use Only.

<< File: Security Incident Management Actions.docx >>

U. S. Deiartment of Energy - Idaho Operations







!Ue!nes!a !c!o!er!! !!!! !!! !H )

!!!:-!ues!on .

1 spoke with- this morning in reference to your question below. I misunderstood the request.
is the one inquiring about the disciplinary actions in anticipation of a briefing he has been asked to give

to

I apologize for any misunderstandings I may have caused..

Security Incident & Management Team
Office of Security Assistance (HS-81)
<4
-—---Original Message-----
From:
Sent: Tuesday, October 06, 2009 2:43 PM
To:
Cc:
Subject: FW: Question

Please see the below response.

Security Incident & Management Team
Office of Security Assistance (HS-81)
(301)903-2483

. =--—--Qriginal Message-----

" From:
Sent: Tuesday, October 06, 2009 12: 45 PM
To:

Ce:

Subject: RE: Question

I, Gocrey and Commerce Committee

From:
Sent: Tuesday, October 06, 2009 12:04 PM

To: _ B
Cc:

Subject: RE: Question






Good Morning |}

Sending on behalf of | N -~ I I s ot of the office today sick. Thought I

might be able to get the answer through you.

See e-mail below from |l Requesting that the contractor asked him where specifically the request
came from in Congress, the specific committee or staffer etc. if you know who it was and they asked if the
request was in writing, ‘

Thanks for any help you can give me.

Have a great day.

Office of the Director
Office of Security Technology
and Assistance (HS-80)

O:iginal Message---—--

"From:
Sent: Monday, October 05, 2009 3:47 PM
To:
Ce: (NE-1D); I (-ID)
Subject: RE: Question -

Our contractor is gathering the information. The contractor asked me where specifically the request came from

in Congress, the specific committee or staffer etc. if you know who it was and they asked if the request was in
writing. -

Thank you

----;Original Message----- .
From:

Sent: Friday, October 02, 2009 1:09 PM
- To:
Cec: ' _

Subject: Question

Per our telephone conversation - Has any additional disciplinary actions been taken since Inquiry Report? You
stated that you would check with the contractor and get back to us in approx. 2-3 days. I checked with-
and he said that 2-3 days is OK with him. If this changes I will let you know.

Security Incident & Management Team
Office of Security Assistance (HS-81)






7 June 2010

€
Pocatello, ID 83204

To:
Office of Hearings and Appeals
~To: ' Ms oy
OE-ID Operations Office
1955 Fremont Avenue
Idaho Falls, ID 83415

SUBJ: SUPPLEMENTAL 10CFR708 COMPLAINT TO CASE NUMBER TBI-0098

Dear SN -

Regrettably, there has been a chain of events that have resulted in continued retaliation
and hostility in the workplace that I need to bring to your attention and ask that this
information be accepted and included in my 10 CFR 708 complaint.

As you are aware, I have been performing the duties and responsibilities of a
Relationship Manager for the U.S. Special Operations Command since I was hired in
May of 2007. This was indicated in my Position Description and announced in M notes
when I was hired.

After senior management removed me from my Department Manager / Line Management
position because I raised employee and security concerns, they told me I was to focus on
relationship management and bringing in new work.

In March of 2010, there were two high ranking DoD General Officers that visited the

INL. On the 19™ of March, from U.S.
STRATCOM visited; and on the 24" of March, also from U.S.
STRATCOM visited the INL.

- hosted these visits.

History will show that participation in these VIP visits are Timited to personnel that are
requested to attend by the INL host. The exception is an “all hands” meet and greet at the
very end of the visit that is open to all interested personnel. ‘

These meetings were held in the “Reach-back” area of University Boulevard 2, which is
the area that I work in, with my office located within the briefing area.

[ of I





It is noteworthy that each and every strategist, including my manager,

was allowed to attend these VIP visits. The only strategist that was not allowed to
participate was me. Add to that the embarrassment of walking by my peers when I
needed to use the bathroom facilities or go to eat lunch and I believe you can sense the
hostility of being ostracized in these instances. '

T brought this concern up to ||l 204 find his response laughable. Again, I
want to emphasize that it is absolutely against protocol to invite oneself to such a high
level VIP visit. It is simply NOT permitted here as suggested in reply to
my concern. The common theme throughout my complaint is that no matter how wrong
BEA senior management is, or how grievous their actions, to include the total disregard
for such basic rights such as due process, they always find a way to validate their
hostility, harassment and retaliation.

Sadly, I could have made a significant contribution to the discussions and left a positive
impact on these potential clients. ] have managed several Information Operations, cyber,
SCADA and related projects at the INL for SOCOM and the Defense Threat Reduction
Agency (DTRA). STRATCOM and SOCOM are strategic partners and share common
goals. I’m well versed in applying intelligence and information operations in kinetic and
non-kinetic environments. Furthermore, I have long standing relationships with other flag
and general officers that share a common strategic mission with those at STRATCOM.

The bottom line—this is simply more retaliation, hostility, abuse of authority and
intimidation for filing my 10 CFR 708 complaint. Based on the above as well as the
actions taken by BEA in my previous complaint, I am concerned that they are trying to
force me to quit or be so ineffective that I no longer have a job. It’s a sad day in America
when you stand up and do the right thing only to see your career opportunities ended.

BTWE 2010

2 of \\





. To I
O/SICIMD/CCOV/INE "

‘ cC
03/31/2010 12:16 PM '

bce

subject. Re: D

Itis not my job to invite myself to VIP visits nor is it in good form. Furthermore, history in N&HS will show
thatﬂ does not allow personnel to attend these visits just because they are “interested.” Your
comment suggests that anyone who was interested in this visit could simply attend and that is completely
false. The ONLY "open" forum with LTG Lord was at 1600 in EROB and | was in attendance.

The facts remain unchanged. | was excluded from this visit despite the positive contribution | could have
made and my management is responsible for that outcome, not me. You and senior leadership are
treating me differently than other strategists. If you wanted me to aitend, you as my manager should have
asked me to. You did not discuss this visit with me at all and you are fully aware of my background and
career history as isF. You are also aware of the cyber projects | have had oversight on as well
as the mission sets of my former command and how they relate to STRATCOM.

My professional reputation takes another hit because my exclusion was duly noted by others in
attendance and it was embarrassing to be shut out in my office when the meeting was conducted right
outside my door. One manager asked my why | wasn't there and when | told him that | wasn't invited, his
comment was "that needs to change.” Your explanation does not alleviate the hostility and oppression |
feel on a daily basis. Your comment about "producing a productive environment for your and our success"
is laughable. Actions speak louder than words and if your comment had any merit, | would have been
invited to attend in the first place. Perhaps | will be abie to use this as an example during the Inclusion
Strategy Team meetings that | volunteered to be a part of. If my memory serves me correctly, INL came up
significantly short on the Gallup survey for inclusion and | can certainly understand why.

There is probably little sense in asking HR to look into this. It's obviously retribution for filing a 708

- complaint as well as other concerns with DOE-ID that BEA didn't adequately address. | am very thankful
however, that DOE-ID and others have taken positive steps to look into my concerns and | believe the
results will be very enlightening. )

Thanks for your reply,

Jdaho Nationd Laboratory oy L o
e

3 of (|





/CCO1/INEELYUS@INEL

- [
03/31/2010 08:06 AM
subject N

_Thanks for the reminder of the request for information. The e-mail shut down over the weekend delayed
me catching up on e-mail from last week.

Regarding the visit by _ | was not aware that there were invites distributed. Participants in the
briefings were present as part of their role in providing presentations. Even though | cannot speak for
everyone present during various presentation, | expect that others chose to participate based on their

level of interest. | also was present based on my interest, and to provide oversight on security for the
foreign visitor. ' :

Th” visiting and that[Jjwas the POC was distributed in the N&HS visitor logs sent out
by - I reviewed two of these that | had archived, and found this visit listed on the logs
distnibuted on 2/24 and 3/10. There also was an iNotes describing the upcoming visit and | think there
was an announcement regarding the Lab-wide presentation by

With this much advanced notification and if there was the potential of significant contributions based on
past relationships with the visitor organization, | would have liked to see any of the relationship managers,
including you, offer the information prior this type of visit.

Additionally, | consider myself part of the N&HS Leadership and | am not doing "everything possible" to
make you quit. | believe that my actions and decisions have been focused on developing a productive
environment for your and our success.

Mark D
” To “Mark D Siciliano/S f'lMd/CCOHINEEL/US@INEL

cc
- 03/30/2010 10:29 AM
Subject Re:

Memorandum for the Record—

My employee concern was not address nor replied to as of this date.

Y of 11





,—.’ Mark Siciliano, Department Manager, Special Programs

Idaho Nationd Laborébry

We hosted i today and the following strategists played a role or were present:

| find it unfortunate that | was not invited to participate, despite the close relationship between SOCOM,
JSOC and command and mission. | believe | can accurately say that | am the only ground
force commander at INL who has actually relied on the fusion of cyber capabilities and feeds to
accomplish mission success in combat. Similar to [ cxperience on the air component side.

[ find it oppressive and hostile that | was excluded from this event and | request an explanation as to why |
am being treated differently than other strategists, minimized, and not included. Noteworthy that you
scheduled this in my workspace and still didn't invite me. It appears to me that the leadership in N&HS is
doing everything possible to make me quit. | look forward to your response and | would like to know who
owns the decision to keep me out of this. Finally, i and | have mutual Flag and General officer
friends-- it would have been a positive contribution and opportunity.

Regards,

cc to File

S of 1]





Visit to INL
Thursday-Friday, March 18-19, 2010

Objective: Review INL Capabilities Relevant to STRATCOM

|
Host: Final ‘
Meeting Coordinator:

- March 16, 201 0

& OF /]





Visit to INL
Thursday-Friday, March 18-19, 2010

Thursday, March 18, 2010

AeroMark at Idaho Falls Airport

5:45 p.m. Pick up ||} o<'iver to Hitton Garden Inn............cooooeevereeneneee.. I
6:30 p.m. Pick up || for Dinner — Rutabaga’s Restaurant....................... ]

Friday, March 19, 2010

Hilton Garden Inn, 700 Lindsay Blvd., Idaho Falls

7:30 am. Pick up group and drive to UB-2 —badge in ..........c.cceeuerevercrierennneas ]

Travel to University Bivd. Building-2, 655 University Blvd., Idaho Falls — CR#245
- 745am. Badgein.......cccooeceevriiiicccnnnn. S SRR UB-2 Guard Desk

8:00 a.m. Welcome/Greetings................. s oot I

Conirol Systems and Cyber Space

Control Systems Cyber EmMergency RESPONSE .............ceremeumerereresemmsesmneeseesnes ]
CONrol SYSEMS TESHNG ......cccuemrimrererecanirieesensessnesseeseeesencaessesesessessaccnenens I
Smart Grid and Related Vulnerabilities.................. ettt e

9:00 a.m. Infrastructure Modeling & Simulation for Mission Operations & Support

FO RANGE....vvcvverseveseseesssassssessesssmsssessessssnsssssssssssmssessses oo S B

Electronic Warfare Real-time Mission Operations & Situational Awareness ........ [l
Cyber Wind Tunnel ' . '

9:45 a.m. Break

= 7.0‘,./





Thursday-Friday, March 18-19, 2010

Friday, March 19, 2010 (cont.)

10:00 a.m. Wireless Communication Vulnerabilities & Developrhents

National Wireless Test Bed & support to DoD/Intel Agencies ............cceueeerenecnn. e
Support to Idaho Bureau of Homeland Security

10:30 a.m. WMD Technologies
Explosives-Trace Detection to Full Scale Evaluation
Chemicals & Nuclear — Active, Passive & Field Scale Evaluations
Nuclear Forensics '

. 11:15 a.m. Close-out Discussions (Working Lunch)

- 12:00 p.m. Transport Group to AeroMark at Idaho Falls Airport

12:30 p.m. Departure from AeroMark

& oF 1/





| isit to INL
Tuesday - Thursday, March 23-25, 2010

Viéiting Team

SAFIXC

24" Air Force

Host:
Meéting Coordinator;






Visit to INL

Tuesday - Thursday, March 23-25, 2010

Tuesday, March 23, 2010
ldaho Falls Airport
2:42 pm.  Pick up |l and Arriving Party; deliver to AmeriTel.......................... S

Wednesday, March 24, 2010

07:30

08:00

08:15
08:45
09:15
09:45

10:00

10:15
10:45
11:15
11:45
12:30

‘Badge in

AmeriTel Inn, 645 Lindsay Blvd., Idaho Falls, (208) 523-1400

Pick up group and drive t0 IWB — badge iN.............cccuemeereressrersesennerssrene. ]

Intemation_al Way Office Building, 1690 International Way, Idaho Falls, Idaho
Welcome/Introductions
Control Systems and Cyber Space
Control Systems Cyber Emergency Response
National SCADA Test Bed/Training
Smart Grid and Related Vulnerabilities
‘Scenario Demonstration of Response

Break and Travel to University Blvd. Building-2, 655 University Blvd., Idaho Falls — CR#230
AR RS e R E RS RR oA eSS ettt reerene UB-2 Guard Desk
Modeling & Simulation for Mission Operations & Support
Infrastructure Modeling
Cyber Wind Tunnel
Real-time Mission Operations & Situational Awareness**
Information Operations RANGE™™ ...ttt estsses e sreeses e
Working lunch and briefings - UB-2 CR#250
Wireless Communications
National Wireless Test & Evaluation
Future Evolution in Communications






‘Tuesday - Thursday, March 23-25, 2010

Travel to Engineering Research Office BIdg., 2525 Fremont Ave., Idaho Falls

3:30 BAAGE IN ...ttt reeeneeererrranans EROB Guard Desk
EROB Conference Room #159 v

4:00 Presentation, “Air Force Challenges of the 21% Century” ............ccoceevevveveeerecvvereenerrenene I
Travel back to AmeriTel Inn .

5:30 Travel BacK 10 HOE ........oovvvuveeeceeeeceie st enss s sss s s s nessn ] B
AmeriTel Inn

6:15 Pick up group for Working DINNEr ..........c.ccoeeveeesioneeeecersscnannnes ereeteseiesesraea st eaerraseesnareas L]
Travel to Rutabaga’s Restaurant, 415 River Parkway, Idaho Falls

6:30 WOTKING DINNET :...oovveeeecereeenssssescsssesssssrssmesssessssssseraesassssesseiessesnssnesssesessssasssenees Rutabaga’s Restaurant
Return to AmeriTel Inn

8:30 Return group to Hotel..........ccoeucvemcuecncrennns eetteereessesees st es st et s e anaebeae Rt erasreresareeeerenaranreran] ]

Thursday, March 25, 2010

AmeriTel Inn

6:45a.m. Transport Group to 1daho Falls AIMPOIL...........ccruremeereneemmcrersrraecerercceeerenseseseccsenrssssnssanacs s

s / —






Sent: uesday, October 06, ;

Subject: w: Response to Congressional request for information regarding security incident -
attachment is QUO
~ Attachments: Security Incident Management Actions.doex . .

Attached you will find the requested information from National and Homeland Security. Please note the
cautionary language ind email. Thanks for your patience.

Bl
10/06/2009 04:34 PM |

SubjectResponse to Congressional request for information
regarding security incident - attachment is OUQ

- Attachment is Official Use Only

Il - the attached document is provided for Safeguards and Security to respond to the Congressional request
for information regarding the security incident as we discussed. The document lists the disciplinary actions
taken since the date of the inquiry report. Please note that this information, when combined with the inquiry
report itself, constitutes personnel information and should be protected accordingly. The attachment is marked
Official Use Only.

National & Homeland Security Directorate
Idaho National Laboratory

(See attached file: Security Incident Management Actions.docx)
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Sent: uesday, October 06, :

To: N |
Subject: w. Response to Congressional request for information regarding security incident -
attachment is OUO
~ Attachments: Security Incident Management Actions.doex . .

Attached you will find the requested information from National and Homeland Security. Please note the
cautionary language ini email. Thanks for your patience.

| RCe—— -
10/06/2009 04:34 PM '

SubjectResponse to Congressional request for information
regarding security incident - attachment is OUO

 Attachment is Official Use Only

- - the attached document is provided for Safeguards and Security to respond to the Congressional request
for information regarding the security incident as we discussed. The document lists the disciplinary actions
taken since the date of the inquiry report. Please note that this information, when combined with the inquiry
report itself, constitutes personnel information and should be protected accordingly. The attachment is marked
Official Use Only.

National & Homeland Security Directorate
Idaho National Laboratory

(See attached file: Security Incident Management Actions. docx)
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From: m

Sent: ursday, June 04, 2009 1:48 PM
To:

Cc:

Subject: ncident of Security Concern Repo!

This morning I received the classified (S/RD) BEA Inquii'y Report for the IMI 1. It is ready for me to send to
HQ HSS. A copy of the report is available over here at IAB if you would like to review it. The report itself is
36 pages and with all of the attachments it is 261 pages total. .

I am on travel next week-but will leave a copy w1th— if you would like to review it.

Thank you

U. S. Department of Energy - Idaho Operations





Sent: ursda a \ :

To: ]
Subject: : : atus

. resular distribution is fine. Thanks for checking on this for me.

From;
Sent: Thursday, May 28, 2009 1:39 PM
To:
Subject: IMI Status

I confirmed with the Contractor that the Inquiry Report for the IMI you asked about is completed. They are
chasing review and signature for the transmittal letter from their management for the report DOE-ID. Upon our
receipt and review we will put a cover memo on it to _ and send it via classified mail channels.
Please let me know if enforcement needs a different than normal distribution on this one.

Thanks

U. S. Department of Energy - Idaho Operations






Official Use Only

1 July 2009
From: Mr. Mark D. Siciliano

T
vie:

SUBJ: REPORT OF SECURITY DISCREPANCY

1. In response to your request for information dated 16 April, 2009, I offer the following
facts and observations;

Fact: The specific date that files were moved out of SAF to excess property is either not
known or not specified.

Fact: The names of the individuals that moved these items to excess property are either
unknown or not specified.

~Fact:  The INL employee initially responsible for the document retired in May, 2007.
Fact: I was hired at the INL as the SOCOM Relationship Manager in June, 2007.
Fact: Ihad no managerial oversight role over D620 when I was hired.

Fact: 1 was asked to accept an “acting” department manager position in
August/September of 2007.

Fact: 1have no knowledge of this incident because I was not an employee when the
cleanout and subsequent transfer of materials to excess property took place.

Fact: On the date that the material was transferred to excess property I was on Active
Duty and subject to the Uniform Code of Military Justice, Federal, State and local laws,
but not INL or DOE policies or procedures.

Fact: Ihave been identified in Block 2 of DOE Form 5630.13 as “the person
respon51ble for this incident,” and in Block 5 I am requested to s1gn the form as the
“individual responsible for the incident.”

Observation: I believe the DOE form implies guilt and is not in alignment with the
most rudimentary rights of due process. It is offensive, arbitrary and capricious to say the
least and it needs to be revised. My sense is that everyone knows this, but I have no
visibility if anyone is working on a revision.

Official Use Only
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Observation: I question the date of the incident. The date the document was found was

. December of 2008. The actual date the document was not safeguarded, or more

clearly, control was lost, is undetermined, but probably May of 2007.

Observation: We have implemented new policies and procedures as they pertain to
cleanout procedures to afford better oversight and control.

Official Use Only
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‘Qgtlvre, Janme E

me.‘ Mark D Sicillano [Mark.Sici lxanc@ml gov}
‘Sent:  ‘Thursday, February 04, 2010 3:07 PM
Yo ‘Ogilvie, Janice E k
Bubject" RE Copy of DOEF 5639 3 (Preservation of Evidence)

Jan,

1 hidve mediation scheduled on the 24th. If not resolved | intend to request we move forward with my 708.
Please let me know who | need fo talk to in your personnel security side so | can touch base with them.
Thanks!

Maik

ms‘cﬂmmmepamtﬂmw@ Special Pragrems
Hational & Hometand Security Directorats
‘idabo Hationisl Laboratory
P.0, Box 1625, M5-3520, Idsho Falle, 1D.33415-3620
01 208-526-4464, C: 208-360-9367, STE: 20R-525-4964
‘Email. M&mﬁam@n&w
zicilirndiZidalio.doe shw.gov, 10 idsionii@dve Je. gy
iPiease l:allhmait if atime critical meg sert to SIPRNET)

“Ogilvie, Janice E" <ogilvije@id.doe.gov> To ~jciliano, Mark Dasid® <mark siciliano@inl.gov>

OZARIZONT 1254 FM Subject RE: Copy of DOE F 56393 (Preservation of Evidence)

Mark;
If you do not-believe that BEA is investigating y@w security issues I can work with the DOE-ID security
staff to investigate them. Just let me know.

& progress on mediating your 708 complaint?

Are you and BEA maki

Jan

From: Mark D Siciliano [mailto:Mark.Siciliano@inl.gov]
Sent: Thursday, February 04, 2010 11:08 AM
To: Ogilvie, Janice E

2/5/2010
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‘Subject: Fw: Copy of DOE F 5639.3 (Preservation of Evidence).
Dear Janice; '
' ,‘I am a little concerned about the preservauon of av:adence as it pertains to my complaint. The document

“that T was looking for yesterday was not m ﬂle: binder that it shounld have been in with the rest of the
; seaumty mmdsnts inN&HS.

iIfz;; ;also.nmed«aqu Ihe'< potential deletion of emails, etc.

R

: fmtéf;;

Ts there any’
‘initiated?

I Tﬁéﬁen‘:tf received cbhﬁrmaﬁbn that anyane on the BEA side is investigating what I asked them to look

ing DOE can do to make sure that evidence is preserved and an investigation has been

Mark

Mark 3l “namrmmnwismaiﬁogrm
'ﬁat“’mnal & Hometand Seur’ﬁymmde

idabo Hational Laboratory

P.O.Bor 4625, M5-3520; fﬂm Faliz, 1D 83915:3520

e WG 208:360-4367, 375 PRS0
Emaﬂ: Ms’mrmm

vy, 1T iskamddicee dngne
t;mease cafimmﬂﬂ’ af"ma u*“mai meg serk to SIPRRET)

wes Porwarded by Mark D Siciliano/SICIMD/CCOI/INEEL/US on 02/04/2010 10:51 AM -

‘Mark D '

SmﬂmﬁoiSICIMDfCCOIIB‘TEEL/US

029‘03;’2010 10:48 AM To

Copy of DOE F 5639.3

Subject.

2/5/2010
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Baakgrbm:de As you are aware, after
- clean out the file cabinets that contained
sometime in Apr/May of 2007 when I believe

retired, members of Special Programs were tasked to
s documents, mcludmg classified ones. This occurred
was in charge of SP (not 100% sure)

‘Subsequently, in December of 2008, a classified document was found at the site and reported, An
official mvesngafcmn ensued and it was deemed to be an IMI-2.

During iy tenure as department manager, and bafme, during and after this investigation, I remarked to
you and senior management in N&HS that our employees were concerned abonut filling out a foit that
‘indicated: "signature of individual responszbla for incident" before an investigation was completed, or
- when they were deemed NOT responsible for the incident. No action was taken and I was for the most
,par!: t@ld. to-shut up. Thisi 1:; eampletely mﬂ: of synch with our employee handbook:

rs they also cmmncnted on is] 'leasure” with my comments.
tmn ﬁf ’fhf.& mvesﬂgatmn concluded that tﬁere was insufficient evidence to warrant 1ssumg an

Several weeks to months after this investigation, I was required to fill out the same form for the same
iricident. To be-clear, 1 WAS NOT EVEN AN EMPLOYEE when this document was moved out of
SAF. I was a Navy Commander on active duty, When I provided my staternent, as. required, yeu met
with me and told me I 'was being defensive.

iscuss this because I am curious, to say the least, why I was required
3 vint I iodicated thathg is riot permitted to discuss it with me.
Which ,gwen the clrsumstances [ fully understand.

Today I went to EROB 1o review the binder because I want to confirm the Spéclﬁc date in which I'was
‘required to fill out that form and compare it to tha date the mvesﬁgaﬁen was closed and the dates on
_ FeVeryene»elsezs; statements:

The forms and statemﬁﬂts\ﬁem the four other employees are there, however MINE IS NOT.

I imu W yo have a copy ef fhzs form (BOE F 5639.3) and my statement. I want a copy of it for my
: s to meand | believe as an employee [ have 4 right to that document. As you
W ne of the reasons you indicated that[JJJJf considered me "unfit” o be a department
mamger and itis pertmentm my retaliation complaint.

BREAK

Dear I

Please confirm that BEA is .dbing an investigation into this matter to include:

Why was 1 required to complete this form?

20542010
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| th made tke decision 1o ) fill it out and what was the motivation?
‘Note: I'have tremendous and consider hifm one of our best and most thotough

mvesﬁgatm L have ahsolmety o Teason to believe be did this on his own aceord.

’Whywas it done after the investigation was closed?

Why wasn't B | I < uired to fill one out since they were the actual
managers and BEA EMPLOYEES at the time the docunient was missing?

Why is this documentation MISSING from the N&HS binder that is kept with | NN =t
Lreviewed this morning?

‘Who i conducting this investigation?

Finally, there was an investigation recently completed (Il box in SAF) whete I was interviewed
as well as several of my former empmyee § r knowledge, no one was required to fill out this
changed our procedure to better preseive the

; ue: procéss and assuage m;r employees’ concems‘? Ifso, 1 appiaud the penple who
‘ made fhe mod:ﬁaanons

Tregre to bmngthcseﬂmgs asivmﬁlﬁmuehratherbe domgmywb 1 am concerned that there is no
wpy ‘of the form I filled out to mclude my response in the N&HS security incident binder, I look
farw'ard to.your respoﬁsea

Regar ds,
‘Mark Sicilianio

(See attached file: Incident Response.doc)

Maesk Siciliano, Bq:aima'tmn@er, Spemd?mgm

Hational & Homeland Security Divector:

‘Idaho Nationat! tahoratony

PO Box 1625, ’,asza,idmo%,msmm
36&436?’, 5?:?' e T

: ngm aﬁ&%mﬁtifaﬁm uﬁwmmmmmm

2/5/2010






Page 1 of 1

Ogilvie, Janice E

From:  Mark D Siciliano [Mark.Siciliano@inl.gov]
Sent:  Monday, January 25, 2010 11:41 AM
T I
~Cc:  Siciliario, Mark David
Subject: Request for information and documentation

Tii order to give the mediator the complete background on my case, I would like copies of the following
items:

All émail exchanges from the{iINER - S i i1 with N from DOE-
ID. Specifically, [N B ‘ L '

A copy of m mid-year review that is in
from“,about my email exchange with
this incident and did so in front of]

rossession which containg Vyritten comments
. As you know, [Jienied any knowledge of

- All'emails from
concerning my performance and/or assignment under the reorganization.

I left you a brief message and I had the opportunity to meet with today. I expressed
my concern_about* being assigned as the Laboratory representative and I believe he is going
to think about other solutions. I suggested someone in the LMT more senior to . I think this in line
with what I mentioned to you. I also mentioned to — that I would have no problem
working with [ in the future.

‘Thanks! _
VR

Mark -

Mark Siciliano, Departinent Manager, Special Programs
National & Homheland Secirity Directocate
Idaho Hational Laboratory )
P.O. Box 1625, MS-3520,- idﬂjO'FalE?.,,ID $3415-3520
02 208-526-4454, C: 208-360-4367, STE: 209-526-9462
Emnail: Mark.Sicillano@inl.oov o
SIPR: sicilimdi@idaho.doe.sigov.poy, i0: idsicmasfidos fo.gov
(Please callleriail it atime o Kicalmsgsent to SIPRHET)

1/26/2010
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Ogilvie, Janice E

From: Mark.Siciliano@inl.gov
Sent:  Friday, January 22, 2010 10:48 AM

T
. Ce: — Siciliano, Mark David

Subject: Re: Mediation Dates

Dear-

Thanks for all your help thus far and I'm looking forward to this process. I do want to mention that I am

concerned about being the individual representing BEA as he is an individual that I listed in my
complaint as retaliating against me. indicated it shouldn't be an issue, but my preference would be
to work with someone in the LMT above i Not a show stopper, but I'm shooting for a win-win and I'm
apprehensive when I have to deal with someone that I've identified in my 10CFR708 complaint. I do want to
mention that I would not have a problem working under [JjJj in the future. I understand this is not my call,
but I want my concern noted. I'm confident that the mediator will do a fine job.

Thank you.

Very Respectfully,

----- Original Message =----

From:
Sent: 01/22/2010 09:53 AM MST
To:

- Ce: Mark Siciliano; Katherine Moriarty
Subject: Mediation Dates

Mark Siciliano (who has been on travel - and, I believe, still is) just called, indicating that he hasn't heard
anything regarding next steps for the mediation. I indicated that I believed that we had engaged

and that we were in the process of trying to nail down a date for the mediation. [ expressed a preference
for 2/17 or 2/18. Please work mthb regarding the acceptability of either of
~ these dates. '

Also, when I askcd- about whether he had a preference for location of the mediation, he indicated "no". .
So, I assume you'll establish a location for this mediation in the way you normally do -- which, I assume will
be some where here within EROB.

Same comment with regard to time; my only comment is given the fact that [ il} is coming in from

- Washington, D.C. and given her rather substantial daily fee, the start time of this mediation should be first
thing in the morning, in order to maximize our use o

o0
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Ogilvie, Janice E

Fom:

Sent: Tuesday, January 05, 2010 2:26 PM

To: Ogilvie, Janice E; || NN
Cc: Siciliano, Mark David '
Subject: Fw: Pursuit of ADR Process

Attachments: SCAN5665_000.pdf
Tan S

I'm resending this due to the error message (with regard to you two) that I received the first time I sent
it. ' v . _

----- Forwarded byUEL/US on 01/05/2010 02:25 PM ——n-
* ToMark D Siciliano/SICIMD/CCO1/INEEL/US
o ccTanice E Ogilvie"

<OGILVIJE@ID.DOE.GOV/O=,

01/05/2010 02:24 PM L :
SubjectRe: Pursuit of ADR Processtd _
Great, thanks, - I expect to have to you tomorrow the names of at least 2 and probably 2 people
who I believe could do a very good job as the mediator in this case.

Jan, since. has agreed to put the 708 case on hold for now while we pursue attempts to resolve this

through oup ADR _proCess under our Employment Handbook, I assume you will agree that our time to
" respond t peomplaint is also on hold. Would you agree? : :

“ Mark D Siciliano/SICIMD/CCO1/INEEL/US | J

_' ~ “Janice E Ogilvie"

e <OGILVIJE@ID.DOE.GOV>
1/05/20 : : =
U1/652010 1118 AM ) ccMark D Siciliano/SICIMD/CCO01/INEEL/US
SubjectRe: Pursuit of ADR Processt)

Dear I

I agree to use this process for a limited amount of time and not to interfere in any way with rriy ability to
pursue my 10CFR708 complaint. I am entering this process in good faith and look forward to a positive
and speedy result. S

Aside from the 10CFR708, T am still concerned about |l suitability to hold a TS/SCI

clearance while in a position of national trust. A fundamental tenant of holding such a high level
clearance is based on honesty, integrity and trust. As you have seen in my complaint, it concerns me that

1/5/2010
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appears to be lacking in these areas. It is not my position to judge his suitability, but it does
concern me and I believe I have an obligation to report. This is nothing personnel agajnsth '

and hopefully whoever investigates this will be able to assuage my concern.

To that end, where do I find the 10CFR710 information required to raise this concern to the appropriate
federal authority? Thank you both for your assistance. I truly appreciate it.

V/R

. Mark Siciliang, Departmert Manafer, Special Programs
Hational & Homefand Secirity Direciorate:
Idaho Hational Laboratory
P.0. Box 1625, MS-3520, 1daho Falls, ID- 83415-3520
B 0: 208-526-4464, C: 208-360-4367, ST 254-325-448
I93ho Hatisnd Liborstery Emal: Maric.Siciliano@inl.goy
SIPR: sicilimd@idahio.doe.egov.dou, i siermdfidoe.c.gov
{Please calliemail if a time critical rheg sent to SIPRHET)

h -~ Siciliano/SICIMD/CCO1/INEEL/US@INEL

v : . ‘ec"Janice E Ogilvie”
01/05/2010 10:29 AM <OGILVIJE@ID.DOE.GOV>
’ . SubjectPursuit of ADR Process

N
I'm writing to document our conversation (largely for the benefit of Jan) of earlier this morning
regarding the option and, arguably, requirement (note the mandatory language on p. 55 of the enclosed
description of BEA's ADR program found in our Employee Handbook; as I'indicated on the telephone,
_however, while one local judge, in an employment case filed several years agreed that the ADR process
is a mandatory prerequisite to pursuing the employee's state law employment claim against the
company, the Office of Hearings and Appeals concluded that BEA's ADR procedure for a non-
bargaining unit employee does not require dismissal of a 708 case pending exhaustion of this mediation

requirement. I believe that decision is flawed; but we did not appeal) of attempting to resolve your issues
through mediation. :

As I indicated on the telephone, mediation is 4 means of resolving a matter if both sides agree with the
proposed resolution; in other words, if either party does riot agree with what the mediator recommends
or what the other party offers during the mediation, that party can reject those solutions; and you may
still pursue your Part 708 complaint. Also, the costs associated with pursuing mediation through the
ADR process are borne by BEA -- i.e. the cost of the mediator is paid by BEA and your time spent in
the ADR process is chargeable to BEA.,

Since this ADR process is OUTSIDE the 708 process, if you still agree that it is worth pursuing the
ADR process, you will need to contact Jan Ogilvie (by separate e:mail or simply replying to this e:mail),
indicating that you would like to put the Part 708 case on hold while we pursue the ADR process. Since
there are a number of deadlines associated with a 708 complaint (the first deadline being BEA's

1/5/2010
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obligation to respond to your complaint within 10 days), if you still agree with aﬁemptlng to resolve
your concerns through the ADR process, please advise Jan Ogilvie and myself as soon as possible that
you would like to put the 708 case on hold so that we can focus on jointly agreeing on a mediator and
then scheduling that mediator to come to Idaho Falls to conduct the mediation.

Please contact me if you have any questions. Also, _ in HR manages the ADR process; and if
after reading the attached, you still have any questions, you're welcome to call her, too.

(See attached fife: SCAN5665_00.0. pdf)

5595 North Fremont Ava. « PO, jdako Falls, ID B3415-3809

CONHDEWALHY NOIGE:
This wﬁﬂm%r%m%ﬂmmwwhmmsmwm&@e Enerrynﬂm HCand are mranded solety foruse ol the

ramed recient ol recipionts, This emad may sorgin privieged aliomeyitient communzations of werk pmm iy disseminaon of this e-mat by anyone
uhermznm intencied reciplent &5 sirictly probibited.
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Ogllwe, Janice E

From: Mark D Siciliano [Mark Slcalaano@lnl gov]
Sent: Tuesday, January 05, 2010 11:19 AM
To: i vic, Janice E
Cc: Siciliano, Mark David
Subject: Re: Pursuit of ADR Process

Importance: High
At’tachment_s:, SCANS5665_000.pdf

Dear [JJjjjjj and Janice,

I agree to use this process for a limited amount of time and not to interfere in any way with my ability to
pursue my 10CFR708 complaint. 1 am entering this process in good faith and look forward to a positive
and speedy result.

Aside from the 10CFR708, I am still concerned about ||l s svitability to hold a TS/SCI
clearance while in a position of national trust. A fundamental tenant of holding such a high level
clearance is based on honesty, integrity and trust. As you have seen in my complaint, it concerns me that

appears to be lacking in these areas. It is not my position to judge his suitability, but it does
concern me and I believe [ have an obligation to report. This is nothing personnel againsth
and hopefully whoever investigates this will be able to assuage my concern.

To that end, where do I find the 10CFR710 information required to raise this concern to the appropriate
federal authority? Thank you both for your assistance. I truly appreciate it.

V/R

Mark Smlllam, Bepatmert ‘Manager, Special Programs
Hational & Homeland Searity Directorde
{daho National| Labocatocy
P.0. Box 1625, MS-3520, Idaho Falls, 10 $3415-3520
f & L4 208-5254454, C2 208-360-4367, 5TE: 208.528. 4484
ldsto Nationd Laboratory il Mark Sicileno@inlgow
’ SIPR: gicilimd@idaho.doe.sgov.goy, IC: idsiomaifidoe.ic.goe
{Please callformail if 9time critical msg sent 1o SIPRNET)

ToMark D
Siciliano/SICIMD/CCO1/INEEL/US@INEL

, . cc"Janice E Ogilvie"
01/05/2010 10:29 AM <OGILVIIE@ID.DOE.GOV>
' SubjectPursuit of ADR Process
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I'm writing to document our conversation (largely for the benefit of Jan) of earlier this morning
regarding the option and, arguably, requirement (note the mandatory language on p. 55 of the enclosed
description of BEA's ADR program found in our Employee Handbook; as I indicated on the telephone,
however, while one local judge, in an employment case filed several years agreed that the ADR process
is a mandatory prerequisite to pursuing the employee's state law employment claim against the
company, the Office of Hearings and Appeals concluded that BEA's ADR procedure for a non-
bargaining unit employee does not require dismissal of a 708 case pending exhaustion of this mediation
requirement. I believe that decision is flawed; but we did not appeal) of attempting to resolve your issues
through mediation. ‘

As Iindicated on the telephone, mediation is a means of resolving a matter if both sides agree with the
proposed resolution; in other words, if either party does not agree with what the mediator recommends
or what the other party offers during the mediation, that party can reject those solutions; and you may
still pursue your Part 708 complaint. Also, the costs associated with pursuing mediation through the
ADR process are borne by BEA -- i.e. the cost of the mediator is paid by BEA. and your time spent in
the ADR process is chargeable to BEA. :

Since this ADR process is OUTSIDE the 708 process, if you still agree that it is worth pursuing the
ADR process, you will need to contact Jan Ogilvie (by separate e:mail or simply replying to this e:mail),
indicating that you would like to put the Part 708 case on hold while we pursue the ADR process. Since
there are a number of deadlines associated with a 708 complaint (the first deadline being BEA's
obligation to respond to your complaint within 10 days), if you still agree with attempting to resolve
your concerns through the ADR process, please advise Jan Ogilvie and myself as soon as possible that
you would like to put the 708 case on hold so that we can focus on jointly agreeing on a mediator and
then scheduling that mediator to come to Idaho Falls to conduct the mediation.

Please contact me if you have any questions. Also,_ in HR manages the ADR process; and if
after reading the attached, you still have any questions, you're welcome to call her, too. .

(See attached file: SCAN5665_000.pdf)

",

2525 Notth Framont Ave, daho Falls, 1D 83415-3899

CONFIDENTIALITY NOTICE:

mmwmmmWMﬂamamwwmmmmaﬂmwwfwu@dw

ramed reciohent of recipients. This e-mal may contain peivieged attormeyieet commusications o work product: Any disserninaion of Sis emal by amycre
than e teniod rackient s S dnd
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Alternative Dispute Resolution

It disputes arise between an employee and BEA, the Alternative Dispute Resolution (ADR)

program is available to all non-represented employees. Contact the Alternative Dispute
Resolution Coordinator at 208—526—0085 '

Represented employees have an alternative dispute resolution process, known as the grievance .
process, under the terms of their -Collective Bargammg Agreements. Please contact Labor-

- Relations for assmtance with ﬂns process.

The philosophical emphasis of ADR is to encourage people to talk to each other early. The

expectation is that when disputes can be understood and discussed by parties, acceptable
solutions can be found.

Alternative Dispute Resolution Process: The three steps in the Alternative Dispute Resolution
(ADR) process are:

1. Management Appeal. Managers are to assist employees in using existing programs and
resources to resolve disputes.

2. Mediation (or assisted negotiation). ‘A process in which an employee and his/her manager
’ are assisted by an objective thlrd-party mediator in discussing a problem and finding a
mutually agreeable solution.

3. Peer Review Panel. A voluntary process in which a panel of fellow BEA employees

listens to both sides of a dispute between an employee and a manager and renders a

decision. The panel consists of (two) appropriately trained management employees and
(three) non-management employees chosen jointly by both parties from a pool of
volunteers.

The Peer Review Panel reviews disputes related to any of the following:

- Discharge

- Disciplinary actions

- Working conditions

- Inequitable/biased distribution of work

- Application of leave procedures

- Health, safety, and security issues.

-Form 412.09 (Rev. 10)
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Jdaho National Laboratory
' Identifier: HBK-25001
EMPLOYEE HANDBOOK Revision: 0
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The following disputes are excluded from the Peer Review Panel process:
- Job postings

- Promotions and demotions

- Layoffs.

- Rates of pay ‘

- Annial Performance Reviews (APR)

- Benefits issues.

Employees must use the ADR program through Step 2 (Mediation) as the exclusive method for
resolving work-related disputes before resorting to litigation, including the filing of
administrative complaints with enforcement agencies. If a dispute has not been resolved through
Steps 1 or 2, the employee has the choice of pursuing Step 3 (Peer Review Panel) or other
avenues, including formal litigation. If the employee chooses to pursue the Peer Review Panel
‘process, the decision of the Peer Review Panel is final and binding for both the employee and
BEA.

Alternative Dispute Resolution (ADR) is an alternative to litigation or the filing of administrative
complaints with enforcement agencies. The program does not apply to benefits issues because a
separate claim appeal process is provided for those issues in accordance with the Employee
Retirement Income Security Act and Department of Labor Regulations.

See the Emplo}ee Management Appeal Program and Procedure, Alternative Dispute Resolution
Program or Employee Assistance sections for more detailed procedures on these programs.

Refer to the Alternative Dispute Resolution section or LWP-25401, “Altemative Dispute
Resolution,” for more information.

Management Appeal Program and Procedure

An employee who has a concern regarding any aspect of working conditions at BEA is
encouraged to have such concerns addressed. Perceived unsatisfactory working conditions or
other situations affecting an ernployee’s working conditions are considered cause for expressing
concern. In accordance with BEA’s open door policy, the following avenues are available to-
employees who have a concemn;

. An employee should immediately notify his/her immediate manager of any work-related
concerns. The manager must then discuss these concerns with the employee, conduct an
investigation, and inform the employee of any findings and/or conclusions. Higher levels
of management should participate in the investigation as appropriate, depending on the
seriousness and complexity of the problem(s). ‘
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Ogilvie, Janice E

Fom:

Sent: Tuesday, January 05, 2010 10:30 AM
To: Siciliano, Mark David

Ce: Ogilvie, Janice E

Subject: Pursuit of ADR Process

Attachments: SCANS665_000.pdf

Mark,

I'm writing to document our conversation (largely for the benefit of Jan) of earlier this morning
regarding the option and, arguably, requirement (note the mandatory language on p. 55 of the enclosed
description of BEA's ADR program found in our Employee Handbook; as I indicated on the telephone,
however, while one local judge, in an employment case filed several years agreed that the ADR process
is a ' mandatory prerequisite to pursuing the employee's state law employment claim against the
company, the Office of Hearings and Appeals concluded that BEA's ADR procedure for a non-
bargaining unit employee does not require dismissal of a 708 case pending exhaustion of this mediation

requirement. I believe that decision is flawed; but we d1d not appeal) of attempting to resolve your issues
through mediation.

AsTindicated on the telephone mediation is a means of resolving a matter if both sides agree with the
proposed resolution; in other words, if either party does not agree with what the mediator recommends
or what the other party offers during the mediation, that party can reject those solutions; and you may
still pursue your Part 708 complaint. Also, the costs associated with pursuing mediation through the
ADR process are borne by BEA - i.e. the cost of the mediator is paid by BEA and your time spent in
the ADR process is chargeable to BEA.

" Since this ADR process is OUTSIDE the 708 process, if you still agree that it is worth pursuing the
ADR process, you will need to contact Jan Ogilvie (by separate e:mail or simply replying to this e:mail),
indicating that you would like to put the Part 708 case on hold while we pursue the ADR process. Since
there are a number of deadlines associated with a 708 complaint (the first deadline being BEA's
obligation to respond to your complaint within 10 days), if you still agree with attempting to resolve
your concerns through the ADR process, please advise Jan Ogilvie and myself as soon as possible that
you would like to put the 708 case on hold so that we can focus on jointly agreeing on a mediator and
then scheduling that mediator to come to Idaho Falls to conduct the mediation.

Please contact me if you have any questions. Also, _ in HR manages the ADR process; and if
after reading the attached, you still have any questions, you're welcome to call her, too.

(See attached file: SCAN5665_000.pdy)

1/5/2010
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2525 Narth Fremont Ave. - Ildaho Falls ID 83415-3899
E-mail: '

This e-anel s sovy ettaclnents containinionmation from the Office of Gensed Counsel for Batielie Energy ARanos, 1L and draintended solely forusa of the
remed recipient or recipends, This e-malf may contain peivleged attomeyidiient communicabions o work prociict, Any disseminalion of this e-mal by amyene
oher than the inbended) reciplont 5 stricsly profiibited.
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Ogilvie, Janice E

From: Ogilvie, Janice E

Sent: Tuesday, January 05, 2010 12:50 PM
To: Siciliano, Mark David

Subject: 10 CFR 710 ‘

http://ecfr.gpoaccess.gov/cgi/t/text/text-idx ?c=ecfr&sid=4bbef8697118¢867f9e64a26a96adab0&rgn=div5
&view=text&node=10:4.0.2.5.5&idno=10

Mark: ‘
Above is the link to the 10 CFR 710. Would you like me to work on the issue with DOE-ID security?
Please keep me posted on the outcome of the mediation.

Jan





Ogilvie, Janice E
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From:

Sent:  Tuesday, June 22, 2010 10:44 AM

To: Ogilvie, Janice E

SubJect: RE: Case No. TB1-0098

Janh —1-will dorisider this in pen&ing investigation, -

P — - i e A AW AN A kA o Pk

From- ognlvue@td.doe gov [maxlw*cgﬂvuje@m doe. gov]
Sent: Tuesday, June 22,2010 9:17 AM
TQ:*

Subject: FW: Case No. TBI-0098

l Elleye this'goes to me. Please let me know if there is anything that  need to-do.

Jan

From: Siciliario, Mark David
Sent: Monday, Junie 21, 2010 4:08 PM

To: Oqilvie, Janice E
(o~ Siciliano,; Mark David
Subj w: Lase No. 18l

Dear Janice,

Please submit the following statement in regards to BEA's response to my additional complaint:

In a'meeting held on or about 1 April, 2010 inm

the matter of me being ostracized or “shut out” from these visits was discussed.

All members that were in attcndancc-m the
affirmed that T-was in fact "shut.out” of these events, 1.e. punisnment for my

affirmed that it was wrong to do that.

I believe this admission-is rather importavit-and should be included in my rebuttal. T look
forward to testifying under oath and as'a member with a TS/SCI clearance, I'am fully aware that
mistepresentation of the truth under oath is-grounds for loss of clearance; I also affirm that I am
subject to polygxaph tests, as are-other members that hold a TS/SCT clearance,

Additionally, ‘the other strateglsts that were niot in‘atténdance have their focus elsewhere, mainly
on nonproliferafion and in the case OH he does niof have a clearance and discussions
were classified. All the DOD and Inte igence ommunity-strategists were there, with the

_ exceptionrof me,

Finally, please note that they did not provide any information concerning Vice Admiral

visit. 1 believe most/all of the DOD and IC strategists were in attendance during that
visitas well: 1 am the only retired Naval Officer on the N&HS strategy team yet I wasniot asked
to be & part of this visit.

! That visit occurred before I brought employce concemns to
seniormanagement about how was conducting investigations with totdl disregard for due
process and forcing employees to admit guilt before investigations are complete.

Inshort=- I was a "valuable asset" durmgw visit even though I did not present,
and now apparently | am riot. THat isa S| change in how I am being treated. Keep
in mind that BEA insists that théy reorganized N&HS to separate strategy from ops so we could
better focus on program development. Yet, despite their suggestion "that they are doing
everything possible to set me up for-success” their actions clearly indicate otherwise.

Again, it is absolutely against established protocol to invite oneself to such a high-level visit.
BEA suggests that I could have attended if I wanted to. This "change in protocol” was never
disseminated, but is a basis of their rebuttal.

Remedy Retaliation is against the law and against BEA's own pohcy, i.e . "will not be tolerated”
per our employee handbook. If proven at a hearing, then removal of those in the position of
anthority until they can be rehabilitated is warrarited to avoid future incidents.

“Thanks Janice!

Best Regards,
Mark

(Seeattached file: VADMIJEEER ¥isit to 1L (03192010) Agenda Final docx)

6/23/2010
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v Thuesday, Aprit 1. 2010
Bt ppm .

B 0400PM
~ 52151

v Fiidey; April 2.2010° .

70830 AM o~ T0.00AM T Sitateay Group Mesiing

! TR T Location: EROB =248
Chair]

Week 13

Mark Siciliano
National & Homeland Security Directorate
P.0. Box 1625, K5 3520 ¢ fdahe Fals. D 83415
0 208,526.4464 (STE}y+ C: 208.360.4367 ¢ F: 208.526.9981
| Eqvail: mark sicitanomintozoy

- ) N SIPR:
Kiaho National Laboratory. Ic:

= Forwarded by Mark D Siciliano/SICIMD/CTOIANEEL/US on 06/21/2010:02:26 PM -

" S—
J/INEEL/US Tciian ! :
o

06/21/2010 11:18 AM SubjectFw: Case No. TBI-0098

: Mark: The following documents were filed with [l todzy- related to the Amended Complaint filed on June 8, 2010, with Jan
Ogilvie, DOE-ID. Thank you SN

-

MNEEUUS on 0672172010 11166 AM wwine

6/23/2010
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|

SubjectCase. No. TBE0098
06/21/2010 10:50 AM ’

Dear : Attached forfiling in the above matter is BEA's Response to Complainant's Supplemental Complaint, together with Attachments 1 through
3. Hard copy by mail will follow: :
(See attached file: Response to Suppl e wplaint.pdf)(See attached file: Attachment 3.pdf)(See atiached file: Attachment 1.pdf}(See attached file:
Attachment 2.pdf)

6/23/2010






Department of Energy
Washington, DC 20585

| | NOV- - 9 2010
CERTIFIED MAIL - -
RETURN RECEIPT REQUESTED
AND ELECTRONIC MAIL

Idaho Falis, ID 83405

Battelle Energy Alhance LLC

. 2525 North Fremont Ave.
Idaho Falls, ID 83415

Seattle, WA 98104

Re:  Case No. TBH-0098
. Case No. TBZ-0098

I
Enclosed is a copy of my DCCISIOH issued in connection with the Wmsﬂeblower complaint
filed by ‘M ) against Battelle Energy Alliance, LLC (Battelle), under the

: Department 0 Energy E Contractor Employee Protection Program and its governing
regulations set forth at 10 C.E.R. Part 708 (Part 708 Complaint). As the enclosed
Decision indicates, I have determined that Battelle’s Motion to Dismiss, Case No. TBZ-
0098, should be granted, and that Mr. Siciliano’s Part 708 Complaint, Case No. TBH-
0098, should be dismissed. . .

o
B

Either party may appeal tlns Initial Agency Decision by fihng a notice of appeal with the
Director of the Office of Hearings and Appeals by the 15 day after receipt of this





Decision. If iou have any iuestions about this letter, please contact me at ||

Sincerely, -

-0098
Office of Hearings and Appeals

Enclosure

cc:

Idaho Operations Office
1955 Freemont Ave.
Idaho Falls, ID 83415






Department of Energy

N 6VIngton DC 20585

DEPARTMENT OF ENERGY
- OFFICE OF HEARINGS AND APPEALS

Motion to Dismiss
" Initial Agency Decision

Names of Petitioners: Mar i
Battelle Energy Alliance LLC

Dates of Filings: March 15, 2010
. August 16, 2010
Case Numbers: TBH-0098
' TBZ-0098

This Decision will consider a Motion to Dlsmlss filed by Battelle Energy Alliance LLC
(Battelle), the Management and Operatmg Contractor for the Department of Energy s (DOE)

o against Battelle under the DOE’s Contractor Employee Protection Program
egulations set forth at 10 C.F.R. Part 708. The Office of Hearings and Appeals
iano’s Part 708 Complaint proceeding, Case
No. TBH-0098, and Battelle’s Motion to Dismiss, Case No. TBZ-0098. For the reasons set forth
below, I have determined that Battelle’s Motion should be granted and that' Mr liano’

~ Complaint of Retahatlon should be dismissed.

I.  Background
A. The DOE Contractor Employee Protection Program

The DOE’s Contractor Employee Protection Program was established to safeguard “public and
employee health and safety; ensur[e] compliance with applicable laws, rules, and regulations;
and prevent fraud, mismanagement, waste and abuse” at DOE’s government-owned, contractor-
operated facilities.” 57 Fed. Reg. 7533 (March 3, 1992). Its primary purpose is to encourage
contractor employees to disclose information which, they believe exhibits unsafe, illegal,
fraudulent, or wasteful practices and to protect those “whistleblowers” from consequential
reprisals by their employets. :

The regulations governing the DOE’s Contractor Employee Protection Program are set forth at
- Title 10, Part 708 of the Code of Federal Regulations. The regulations provide, in pertinent part,
that a DOE contractor may not discharge or otherwise discriminate against any employee
because that employee has disclosed, to a DOE official or to a DOE contractor, information that
the employee reasonably believes reveals a substantial violation of a law, rule, or regulation; a
substantxal and specific danger to employees or to the public health or safety; or, fraud, gross

@ Printed with soy ink on recycled paper -
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mismanagement, gross waste of funds, or abuse of authority. See 10 C.F. R § 708.5(a)(1)-(3).
Available relief includes reinstatement, back pay, transfer preference, and such other relief as
. may be appropriate. Id. at § 708.36. :

Employees of DOE contractors who believe they have been discriminated against in violation of
_ the Part 708 regulations may file a whistleblower complaint with the DOE and are entitled to an
~ investigation by an investigator from the Office of Hearings and Appeals (OHA), an 1ndependent

fact-finding and a hearing by an OHA Hearing Officer, and an opportunity for review of the

Hearing Officer’s Initial Agency Decision by the OHA Director. 10 C.F.R: §§ 708.21, 708.32.

B. Procedural History

o filed his Part 708 Complaint on December 11, 2009, at the DOE’s Idaho
Operations Office. In his Complaint, Mr ano alleged that, during 2008 and 2009, he made
a number of protected disclosures and, as ult of his so doing, Battelle ‘engaged in a series of
retaliatory actions against him, -including reassigning him to a new position in December 2009.

Battelle filed its response to the Part 708 Complaint on March 4, 2010, contesting that M.

Si had made any disclosure protected under Part 708, and arguing that Mr. ‘Siciliano’s
reas51gmnent was not retaliatory for a number of reasons, including that the reass1gmnent did not
. result in a materially adverse change in his employment conditions. The Employee Concerns
. Manager of the Idaho Operations Office transmitted the Complaint to OHA for an investigation,
- followed by a hearing when informal resolution of the Complaint proved unsuccessful.

_On March 16, 2010, the OHA Director appointed an Invesugator (OHA Investigator) who
conducted an investigation into the allegahons contained i ciliane’s Complaint. During
the course of the mvestlgatlon, i complaint, alleging that
Battelle had engaged in further retaliation by excludlng him from a March 2010 meeting
involving his area of expertise. The OHA Investigator advised the parties that she would
consolidate the supplemental complaint filing with her investigation of the December 2009
Complaint. On June 30, 2010, the OHA Investigator issued the Report of Investigation (ROI) in
this case. In the ROI, the OHA Investigator concluded that of the ten alleged protected
disclosures, only one was arguably a protected disclosure under Part 708." With regard to that
one disclosure, the OHA Investigator found that  Siciliano cannot demonstrate, by a
preponderance of the evidence, that this protected disclosure was a contributing factor to the
decision to reassign him. Moreover, the OHA Investigator found that even could
meet his ev1dent1ary burden in this case, it is likely that Batelle would be abl ate by
clear and convincing evidence that it would have reassigned M. § iciliano absent any proven
protected disclosure.

' The OHA Investigator found that eight of the ten disclosures were not, on their face, protected disclosures. She
also found that with respect to a ninth disclosure, ciliano had not demonstrated, by a preponderance of the

evidence, that ke reasonably believed that Baitel ing its employees to admit responsibility on a security
form for actions that they did not commit. ‘ -
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- Immediately after the ROI was issued, the OHA Director appointed me the Hearing Officer in
- this case, On July 14, 2010; I sent a letter to the parties and asked them to submit briefs
addressmg the following issues:

(1) Whether they agree with the Inves’agator s assessment that eight’ of the ten alleged .
* disclosures made by Mr. o are not protected under 10 CFR Part 708;

(2) Whether there is any ev to support a finding that ) had a “reasonable”
belief that Battelle was requiring its employees to admit responsibility on DOE Form 5639.3
- for security infractions that they did not commit;-

(3) Whether there is any evidence to support a finding tha
a Batelle senior manager (i.e. that the senior manager had
requlrement was a contributing factor to an act of retaliation;

’s December 2009 reassignment constituted an act of retaliation for

art 708;

0’s allegations regarding
t met a security reporting

submitted his brief on these issues on August 4, 2010; Battelle tendered its brief on
August 15, 2010. 1 subsequently requested additional information from M ko on the
issue of remedies in this case. 6 filed a “Statement of Reque ” on
- September 24, 2010, and supplemented that filing, sua sponte, on October 14, 2010.

C. Factual Overview

Battelle hired Mz Si ano in May 2007 to work as a Relatlonshlp Manager supporting the U.S.
Special Operations Command (SOCOM) in INL’s National and Homeland Security D1rectorate
(the Directorate) under . In August 2007 Mr.

. One year later in August 200 accepted a permanent
position as Manager for the Special Materials and Processes Department with collateral duties as
the Relationship Manager for the SOCOM

In December 2008, the Directorate discovered a classified docu.ment that had been mlsplaced at
some earlier date.. An inquiry ensued and several members of iliano’s department and he
were questioned about their knowledge of, and possible involvement with, the misplaced
document. Eventually, several o 10’s employees and he were required to complete

2 Those elght purported disclosures are: (1) the “suggestions” provided by Mu 0 during 2008 and 2009 to
“improve his [division’s] security posture,” including a February 2009 memorandum to his leadership; (2) Mr.
i0’s. statement in June 2009 to a DOE official that a DOE security requrrement was overly restnctlve (3) the
statements” draﬁed b;

Manager 3 (6) ciliatio’s ob c”ﬁoxi’  November 2009 to Battélle’s decision to divest itself from certain
work; (7) belief that Battelle management perceived him not to care about securlty, and (8) Mr
i Sicilianio’s disability. Each disclosure set forth above will be referred to in this Decisi
numeric designation given in this footnote. In addition, Disclosure Number 9 will refer to:
that a senior manager had not met a security reporting requirement, and Disclosure Number 10 will refer to Mr
10’s communications concerning the security incident report at issue in his Complaint. .
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Part II 6f DOE Form 5639. 3, entltled “Notification of Security I (hereinafter referred to
as DOE Form 5639.3 or the relevant security form).> One of] s disclosures concerns -
his view that Battelle was requiring .its employees to admit responsibility by completing the
security incident reporting form in question. The record contains the relevant security forms for
‘and four of his employees. Box 2 on each of the relevant security forms is entitled,
Name and title of person responsible for incident.” Battelle Security had typed the names, titles,

social security numbers and organization code for Mr. Siciliano and his four employees in Box 2
* when it presented DOE Form 5639.3 to each of them. Box 3 had pre-typed the clearance number

- for each of the five persons in question.

] ’s employees denied involvement with the security incident in question and

fused to 51gn ‘the box requesting the signature of the responsible individual. In addition, Mr,
: , as the supervisor for each of the four, completed Box 7 which asked for the corrective
or disciplinary action flowing from the security incident by noting the following: (1) there was
no objective proof indicating the employee was responsible; (2) that he had counseled the
employee regarding their option to file grievances through Employee Concerns and HR; and (3)
some employees had used the term “witch hunt” in connection with their having to complete Part
IX of the relevant secunty form. mo signed each of the relevant security forms in his
capacity as supervisor on March 4, 2009, March 5, 2009 March 20, 2009 and March 20, 2009
respectively. ,

Regarding his own DOE Form 5639.3 prepared a memorandum on July 1, 2009, in
which he denied knowledge of the security incident and pointed out that the incident had
occurred prior to his becoming a Battelle employee. He also complained that he is identified on
that form as “the person responsible for this incider;t and was being asked to sign the form as the
person responsible for the incident.” iano also stated that he believed the DOE form

“implies guilt and is not in alignment with the most rudimentary roots of due process.” He added
that “it is offensive, arbitrary and capricious to say the least and it needs to be revised. .

was aware of Mr. Siciliano’s objection to Battelle’s use of

DOE Form 5639.3 and had heard from the Director of Battelle’s Safeguards and Security Office

that Mr. Siciliano was telling his employees to go to Human Resources concerning the forms.
reported to the OHA Investigator that he had met with_ about the matter.

s immediate supervisor, _ completed Part II of
first crossed out the words, “responsible for the
wing three points which -are

On July 1, 2009,
DOE Form 5639.3
incident” in two places on the form Next, he rel
. important to this Decision: (1) he had discussed with > that the form is used as)pan

- of the investigation process and does not establish culp he opined that Mr. Sicilia
recommendation. that the form needs to be revised to more accurately establish culpablhty and
' ine when an infraction should be issued was a good one; and (3) he stated that Mr
had no clear role in the security incident.

INL sllghtly modlf ed DOE Form 5639.3 for its own use. The only difference between the DOE security form and
INL’s version of the security form is a negligible one, i.e. the INL form includes a box for the employee s clearance
number. :





‘alleges in his Complaint that Battelle’s senior management perceived him as not
_caring ‘about security requirements, and Battelle viewed some of interactions with
others, particularly DOE, as lacking a degree of professionalism. ' s August 2009
mid-year performanCC evaluation reflects the latter viewpoint. ’

In June 2009, the Directorate’ s senior management began discussions regarding a re rganization .
in the Directorate. i ﬁ i

2009 about the reorgamza’uon and that he would not be assigning'Mr. to a department
. manager position in the upcoming reorganization. On October 1, 2009, . ed an
equity concern with the Battelle Diversity Officer, arguing that he should eina h1g.her pay band
and that he should be placed in a department manager position in the reorganization. Soon
thereafter, on October 12, 2009, Mr. Siciliano reported to- several managers that had
allegedly failed to follow security reporting requirements. In November 2009, Mr. Sie;
. complained to upper management aboutﬁ decision to discontinue domg a partlcular
~ kind of work. In December 2009, the Directorate announced the reorganization. The
reorganization eliminated two divisions, .includin; division which included the
department headed by i ed to a relationship manager
position, with collateral duties. The functi epartment were moved to an
existing department in another division. tained his relationship manager position
and salary, but was placed in a higher pay. ' ~

II. The Legal Standard

As noted above, the regulations set forth at 10 C.F.R. Part 708 .provide an administrative
mechanism for resolving whistleblower complaints filed by employees of DOE contractors. The
regulations specifically describe the respective burdens imposed on the Complainant and the
contractor with regard to their allegations and defenses, and prescribe the criteria for reviewing
and analyzing the allegations and defenses advanced.

A.  The Complainant’s Burden

It is the burden of the Complainant under Part 708 to establish, by a preponderance of the
evidence, that he or she made a protected disclosure, participated in a proceeding, or refused to
participate as described in 10 C.F.R. 708.5, and that such act was a contributing factor to a
‘retaliatory action. 10 C.F.R. § 708.29. The term “preponderance of the evidence” means proof
sufficient to persuade the finder of fact that a proposition is more likely true than not when
weighed against the evidence opposed to it. See Joshua, Lucero, Case No. TBH-0039 (2007)
citing Hopkins v. Price Waterhouse, 737 F. Supp. 1202, 1206 (D.D.C. 1990). If Mr. Siciliano
“meets this threshold showing with regard to any of his alleged protected disclosures, he must
next prove that at least ope of his disclosures was a contributing factor to his reassignment or
other act of retaliation. One way a complainant can meet this evidentiary burden is to provide
evidence that “the official taking the action has actual or constructive knowledge of the
disclosure and acted within such a period of time that a reasonable person could conclude that
. the disclosure was a factor in a personnel action.” See David Moses, Case No. TBH-0066 (2008)
Ronald Sorri, Case No. LWA—OOOI (1993)






B. The Contractor’s Burden

If the Complamant satisfies his evidentiary burden, the burden then shifts to the Contractor to
show, by clear and convincing evidence, that it would have taken the same action absent any
protected disclosures. "Clear and convincing evidence” requires a degree of persuasion higher
than preponderance of the evidence, but less than “beyond a reasonable doubt.” See Casey von
Bargen, Case No. TBH-0034 (2007). OHA Hearing Officers have relied on the Federal Circuit
for guidance in evaluating whether the contractor has met its evidentiary burden in a Part 708
case. See David Moses, Case No. TBH-0066 (2008), Dennis Patterson, Case No. TBH-0047
(2008).  Specifically, the Federal Circuit, in cases interpreting the federal Whistleblower
Protection Act (WPA), upon which Part 708 is modeled, examines: (1) the strength of the
[employer’s] reason for the personnel action excluding the whistleblowing, (2) the strength of
any motive to retaliate for the whistleblowing, and (3) any evidence of similar action against
-s1m11ar1y situated employees .” See Kalil v. Dept. of Agriculture, 479 F.3d 821, 824 (Fed. Cir.

2007). : '

HI. Analysis.

A. Disclosures Number?2,3,4,7 and 8 |
concedes in his August 4, 2010 Brief that five of his ten disclosures set forth in his
Complamt do not fall within the definition of “protected -disclosure” under 10 C.F.R. § 708.5.

Siciliano Brief at 14. Those five disclosures are Disclosures Number 2, 3, 4, 7 - and 8.
Accordingly, I will dismiss those five disclosures from this proceeding. - ‘

B. Disclosure Number 1

Regarding Disclosure Number 1, i.e., his suggestions in 2008 and 2009 to improve the security

- posture of his division, Mr. Siciliano now argues that the : stions were actually disclosures
of information that revealed a threat to the public safety. o Brief at 13. He argues further
in his Brief that Battelle’s failure to embrace his suggestior amounted to ¢ ‘gross misconduct.”
Id at 14.

As an initial matter, fano has not prov1ded any information that would allow me to
* conclude that he communicated information to his management which revealed a substantial and
specific danger to employees or to public health and safety (emphasis added) for purposes of
10 C.F.R. § 708.5(a)(2). In making this finding, I have reviewed an e-mail dated February 17,

2009, from Mr. Siciliano to a number of persons entitled, “security thoughts” which he appended
to his Complaint as pages 8-11. The four-page e-mail lists a number of topics but is preceded by
the introductory paragraph which states as follows:

Thank you for volunteering to be our moderator for next week’s security working
Group. While it’s fresh in my mind, T wanted to send you a few of my thoughts.
Some of these suggestions may be out of my sphere of influence, but I’m hopeful that
They will stimulate dialogue and other ideas from my colleagues.





There is nothing in the four-page e-mail that even remotely relates to a safety concern let alone a
disclosure of a “substantial and spec1ﬁc danger to employees or to public health or safety.”
Hence, the “suggestions” do not rise to the level of a protected disclosure under 10 C.F.R.
§ 708.5 (a)(2).

’s contention that Battelle management’s failure to embrace his suggestlons
gross mlsmanagemen “gross misconduct,” I find no support for this position in
the documentary evidence in the case. There is nothing in the commumcanons between Mr.

gross mismanagement.” Rather, in its Brief, Battelle accurately characterizes N
suggestions as “brainstorming” in preparation for a meeting. See Battelle Brief at 18 Gross
mismanagement “does not include decisions that are merely debatable, nor does it mean action
or inaction which constitutes simple negligence or wrongdoing. There must be an element of
blatancy, [It] means a management action or inaction that creates a substantial risk of significant
adverse impact on the agency’s ability to accomplish its mission.” See Embree v. Dept. of
Treasury, 70 M.S.P.R. 79 (1996) A careful reading of the e-mail in questxon shows that Mr.
isted “pros” and “cons” relating to his suggestions. The manner in whichM 0.
communicated his suggestions indicates that the matters under discussion ‘were “debatable
addition, there is nothing in the e-mail or elsewhere i cord indicating that
ever stated that Battelle’s failure to implement suggestions would create a
substantial risk of significant adverse impact on IN ility to accomplish its mission.* Hence,
I find that there is no factual basis for: ’s contention that Battelle’s failure to
consider his security suggestions constltutes ‘gross rmsmanagemen or “gross misconduct”
under 10 C.F.R. § 708.5(a)(3). '

In the end, I must find that iliano did not make a protected disclosure for purposesi of Part
708 when he made suggestions to improve the secunty posture of h1s department. Accordingly, I
will dismiss Disclosure Number 1.

C. Disclosure Number 5

challenges the OHA Investigator’s finding that the equity concern he raised
'(D1sclosure Number 5) with Battelle’s Diversity group does not rise to the level of a protected
disclosure under Part 708. In his Brief, claims that Battelle fraudulently induced
him to take a position at a particular grade based upon assertions that others managers were
being paid at the same level. Brief at 11. He claims that Battelle arbitrarily assigned pay grades
'to persons essentially performing the same work. Id. According to Mr. | , this action
‘constitutes an abuse of authority. Id. '

aims that Battelle’s senior leadership recently was required to brief Congress on some
security matters ow believes would not have been necessary had Battelle taken his suggestions.
There is absolutely nothmg in the record that links/) suggestions or “security thoughts™ about policy
matters to whatever inquiries Congress may have made recently to Battelle.
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An-abuse of authority occurs when there is an arbitrary or capricious exercise of power by a
federal official or employee that adversely affects the rights of any person or that results in
personal gain or advantage to himself or to other preferred persons. Jessup V. Dept. of Homeland .
Security, Docket No. AT-1221-07-0049-W-1 (September 17, 2007); Wheeler v. Dept. of
Veterans Affairs, 88 M.S.P.R. 236 (2001); Frank Isbell, Case No. VWA-0034 (1999).

In its Brief, Battelle states that it performed a job audit and compensatlon review with regard to
oncerns. On December 22, 2009, a representative of Battelle’s Diversity group-
ano for two hours and reviewed 1ts findings which included that Mr. Siciliano
was properly classified as a “Manager 3,” that . 0 was the highest paid person
occupying the “Manager 3” category, and the one person reviewed who occupied a Manager 4 -
posmon had been hired as a “strategic hire” and possessed aPh.D. Battelle Brief at 7.

First, there is no information in the record to support Mr. Sicilia ‘,o;s position that he reasonably
 believed that Battelle management had abused its authonty in not hiring him at a Manager 4
level, or that they had fraudulently induced him to take the position that was classified as a
‘Manager 3 position. Second, even i Hano had presented such evidence, the record would
not support a finding that any such dlsclosure in th' gard could be construed as a contributing
factor to the reorganization that resulted in M. Siciliano informed Mr.
no.in August 2009 about the reorgamzatlon and that he would not be as31gnmg Mr.
to a department manager position in the upcoming reorganization. |
his equity concern complaining about his job classification on October 1, 2009, after he learned
of the unpendmg reorganization. The senior managers at Battelle who made the decision to
reorganize and eliminate two d1v1510ns including the one in whic 10 worked, could
- not have had any actual tive knowledge of a disclosure that was made after they had
decided and informed o that the reorganization would occur. For all the foregoing .
reasons, I will dismiss Disclosure Number 5 from further consideration.

D. Disclosure Number 6

L also challenges the finding in the ROI that the concerns he voiced to upper-level
management about Battelle’s decision to divest itself from certain work did not constitute a
protected disclosure. He argues that Battelle’s action constituted “gross mismanagement”
because it caused the loss of millions of dollars of future work for INL and adversely impacted
the mission of the organization. Siciliano Brief at 12. He also contends thati abused

* his authority in deciding not to continue doing a particular kind of work due to thé security risks
inherent in that kind of work because wanted to avoid risks to further his personal

 career. Id, at 13. - '

Mere differences of opinion between an employee and his supervisors as-to the proper approach
to-a particular problem or the most appropriate course of action do not rise to the level of gross
mismanagement. See White v. Dept of the Air Force, 391 F.3d 1377 (Fed. Cir. 2004). Moreover,
the Deputy Secretary of Energy in Mehta v. Universities Ass’n, 24 DOE 1 87,514 (1995) held
that: - ,
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Equating a partlcular type of disagreement to “mlsmanagement” as contemplated ‘
by the “whistleblower” regulations demands a careful balancing lest the term encompass
all disagreements between a contractor and its employees . . .[t]here must be some
assessment as to whether the nature of the disagreement ev1dences the type of disclosure
of mismanagement that the regulation was designed to protect; at the same time grantmg
appropriate deference to traditional management prerogatlves needed to conduct an
organization through teamwork.

Id. at 89,065.° OHA has followed the Deputy Secretary’s holding in other cases. See Ronny J.
Escamilla, Case No. VWA-0012 (1997).5

Deciding what kind of work to undertake and makmg risk assessments are mherently managerial
functions. For this reason, I find tha d1sagreernent with management’s decision
to decline doing work that had associated secunty risks do not rise to the level of a protected
dlsclosure in that it does not reveal “gross mismanagement.”’

abused his authority in refusing to continue
doing a particular kind, of work, I find, based on the record, that N ciliano did not
communicate his concerns in this regard in a way that a disinterested person would have
construed his comments as claiming that i had abused his authority. Mr. Sic ~
clearly disagreed with decision, but his statements belie any suggestion that he ever
) revealed his belief that had abused his authority. By way of example, I note that Mr.

' y provided an update to his boss on November 4, 2009, about the loss of work in which

he stated that the “client was very disappointed with our decision” to stop the work, but that he
’s p051t10n and

fully understood the situation and would work with the group to explain Batte
improve the group’s reputation. This verblage does not support M
protected disclosure.

- For all the above reasons, I will disiniss Disclosure Number 6.

" E. Disclosure Number 9

ontends that the OHA Investigator erred in ﬁndmg that his allegations regarding a
er at Battelle were not a contributing factor to his reassignment. I find no merit to

gument.

As noted in Section I. C. above, Battelle management informed } o in August 2009
that the Duectorq'te in which he worked would be reorganized and that he would not be retaining
his Manager position in the newly reorganized Directorate. Two months after he léarned of the
reorganization and that he would not be assigned to a management posmon (on October 12,

Sk is noteworthy that the Mehta case was decided under an earlier version of the Part 708 regulations, one that
allowed disclosures of mere mismanagement, as opposed to. gross mismanagement, to proceed under Parfc 708.

6 Decisions issued by the Office of Hearings and Appeals (OHA) are available on the OHA website located
at http://www.oha.dge.gov. The text of a cited decision may be accessed by entered the case number of the
decision in the searcT engine located at. http://www.cha.doe.gov/search.htm.
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reported his concerns about - to several managers Battelle
s October 12,
2009 disclosure when they told him in: August 2009 about thelr decision to reorganize the
d his fate in the reorganization. Thus, I must find that the information revealed by
o about [l #2s not a contributing factor to his reassignment as the result of
zation. .

F. Disclosare Number 10

In his Complain  contends that he told Battelle management that his employees
were being required to admit responsibility for security infractions that they did not commit. In
the ROL the OHA Investigator noted that Battelle had given a written
memorandum explalmng that the security form in question was to be used for the employees to
provide their version of events. The OHA. Investigator found, for this reason, that M
had not proven by a preponderance of evidence that he reasonably believed that Battelle was
requiring it employees to admit guilt on a certain security form. In his Brief, Mr. Siciliano
objects to the OHA Investigator’s ﬁndmg in this regard and states that he “absolutely had a
reasonable belief that [Battelle] was requiring its employees to admit responsibility on DOE
Form 5639.3. for security infractions they did not commit.” Siciliano Brief at 15. He disputes
.that neither he nor his employees received any memorandum from Battelle giving guidance on
how to complete the security form in question prior to his bringing the matter to Battelle’s
attention. -

While there appears to be a factual dlspute about whether
randum in question, I find nevertheless that the record does not-support a fmdmg that Mr.
> had a reasonable belief that Battelle management was abusing their authority or

<4

engaging in gross mismanagement by requiring him and his employees to admit liability for a
security incident that they did not commit. The facts are clear that Mr. Siciliano' made
interlineations on Form 5639.3 to reflect that none of his employees was “responsible” for the

security incident i in question. M no then provided detailed written comments to explain
why he believed that his em loyee were not culpable for the security incident in question.
Moreover, none of’. : ‘employees signed the box which asked for the signature.of the
person responsible for the secunty incident. Instead, in each instance, the employee wrote “I was
not . responsible for the security incident.” Through their proactive actions, the four employees
took responsibility to ensure that the form could in no way be construed as an admission of guilt
for a security incident that later could have potentially been adjudged to be a security infraction.
), as their supervisor, also provided written comments on the respective forms which
c early stated that none of the four employees bore any responsibility for the security incident in
question. Similarly, Mr. Siciliano completed Part II of the relevant security form in such a way
that it was clear from the face of that document that he was not admitting any guilt for a security
incident that he did not commit. In his i , his supervisor, [ alse provided
detailed comments which addressed s concerns that someone might misinterpret
Part II of DOE Form 5639.3 as an admission of guilt. While it appears that Battelle Security was
using Part II of DOE Form 5639.3 to gather facts incident to an investigation instead of using
that form to document the results of its completed investigation, I nonetheless find that this
practice did not rise to the level of gross mismanagement or an abuse of authority on Battelle’s
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‘part. As previously noted in this Decision, gross mismanagement requires an element of
blatancy and means “a management action or inaction that creates a substantial risk of significant
adverse impact on the agency’s ability to accomplish its mission.” I find that Battelle Security’s
use of Part II of DOE Form 5639.3 prior to its completion of its investigation does not equate to

- blatant mismanagement, nor did it create a substantial risk of significant adverse impact on its
ability to accomplish its mission. Furthermore, there is no abuse of authority here because it
- does not appear that Battelle Security arbitrarily and capriciously exercised its power which
adversely affected its' employees™ rights. My decision might have been different had Battelle
Security refused to allow its employees to make corrections to, or interlineations on, the relevant
security form to clarify their non-involvement in the matter under scrutiny. Instead, Battelle

Security allowed its employees to “set the record straight.” In the end, while it might not be a
best practice to use DOE Form 5639.3 in the manner in which Battelle did, Battelle’s actions in .
allowing its employees (and the employees’ supervisors) the opportunity to provide relevant
information regarding the security incident in question and to deny culpability, negates a finding
of either gross mismanagement or abuse of authority. , ' '

Based on all the foregoing, I find that Disclosure Number 10 does not rise to the level of a
protected disclosure under Part 708.” ’ ‘ '

G. Protected ,Cohduct

o filed a supplemental Complaint on June 8, 2010, alleging that Battelle had
retaliated against him for filing his December 11, 2010, Complaint when the company failed to
invite him to an event on March 24, 2010, which allegedly involved his area of expertise. The
filing of ‘a Part 708 Complaint constitutes protected activity. 10 C.F.R. § 708.5(b); see also
Thomas T. Tiller, Case No. VWA-0018 (1998). Accordingly, I find that Mr. Siciliano engaged
in protected activity on December 11, 2009, when he filed his Part 708 Complaint.

the record before me, I do not find, however, that Battelle’s failure to invite Mr.
o an event in March 2010 constitutes an act of retaliation under 10 C.F.R. § 708.2.
Retaliation is defined under Part 708 as “an action (including intimidation, threats, restraint,
coercion or similar action) taken by a contractor against an employee with respect to
employment (e.g. discharge, demotion, or other negative action with respect to the employee’s
compensation, terms, conditions or privileges or employment) . . .” 10 C.FR. § 708.2. Mr.
- does not specify in its Supplemental Complaint whether and how the lack of an
invitation to the March 2010 event negatively or materially impacted his “compensation, terms,
conditions or privileges of employment. Based on the record before me, I find that Battelle’s
failure to invite o the event in question is a “trivial” matter that does not rise to an
act of retaliation under Part 708. :

Based

" Because I find that M¥ 0 did not raise a protected disclosure with regard to his concerns about Battelle’s
use of Part IT of DOE Form 5639.3, I need not address'Mr. Siciliano’s allegation that he suffered an additional act of
retaliation (i.e., the re-opening of the investigation into his involvement the security incident in question) for having
raised issues about that form. ‘
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H. Summary

As fully discussed above, I have found that none of the ten disclosures contained in Mr:
S 0’s Complaint ris of a protected disclosure under 10 C.F.R. § 708.5(2). I
found further that while > engaged in protected conduct by filing his Part 708
Complaint, he did not suffer an act of retaliation when Battelle failed to invite him to a March
2010 event. Accordingly, I find that Battelle’s Motion to Dismiss should be granted and Mr.-
‘Siciliano’s Complaint should be dismissed.

ItIs Therefore Ordered That:

(1) The Motion to Dismiss filed by Battelle Energy Alliance LLC on August 16, 2010, Case
No. TBZ-0098, be and hereby is granted as set forth in paragaph (2) below and denied in
all other Tespects.

(2) The Complaint filed by M gainst Battelle Energy Alliance LLC, on
December 11, 2009, as supplemented on June 8, 2010, Case No. TBH-0098, be and
hereby is dlsmrssed

(3) Thisis an Initial Agency Decision that becomes the final decision of the Department of
Energy unless a party files a notice of appeal by the 15th day after recelpt of the decision
in accordance with 10 C. F.R. § 708.32.

Hearing Officer
Office of Hearings and Appeals

Date:

NOV - 9 201g,
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Idaho Nafional Laboratory %

March 4, 2010

Jan Ogilvie, Employee Concerns Manager
U. S. Department of Energy

Idaho Operations Office

1955 Fremont Avenue

Idaho Falls, ID 83415

SUBJECT: RESPONSE TO MARK SICILIANO v. BATTELLE ENERGY ALLIANCE, LLC
CASE NO.: AS-HR-ECP-10-004

Dear Ms. Ogilvie:

Battelle Energy Alliance, LLC (BEA) has received the above-referenced Complaint. The
following summary provides relevant facts and other information that counsel for BEA has -
gathered or assimilated and which counsel believes will be supported by witness interviews or
documents provided in the course of this investigation. However, unless a fact or allegation is
specifically admitted by BEA, nothing contained in this Summary should be construed as an
admission by BEA or used as such in any subsequent proceeding.

I. LEGAL STANDARDS

The Part 708 regulations require that an employee who files a complaint must establish by a
preponderance of the evidence that (1) he or she made a disclosure, and that (2) the disclosure
was a contributing factor to one or more acts of retaliation.'

For a disclosure to be a “protected disclosure” within the meaning of the Part 708 regulations, the
employee must “reasonably believe” that the disclosure reveals, inter alia, “a substantial
violation of a law, rule, or regulation,” “a substantial and specific danger to employees or to
public health or safety” or “fraud, gross mismanagement, gross waste of funds, or abuse of
authority.” 2 Disclosure of insignificant or de minimus violations are not protected under Part 708.
See Rose L. Beckham, 27 DOE 87,543 (1999) (and cases cited therein).

An employment action is not a “retaliation” unless it results in a materially adverse change in
employment conditions comparable to a termination of employment, a demotion evidenced by a
decrease in wages or salary, or other negative action with respect to “compensation, terms,
conditions, or privileges of employment.” The definition of the term “retaliation” in the
regulations clearly requires that the employer’s action must have had a tangible negative effect
on the emplo}yee s terms and conditions of employment in order to constitute a retaliation covered
by Part 708.

10 CFR 708.17(c)(2) further provides that a complaint may be dismissed for lack of jurisdiction
or other good cause if “the facts, as alleged in [the] complaint, do not present issues for which

! See 10 C.F.R. § 708.29.
% See 10 CF.R. § 708.5.
? See 10 C.F.R. § 708.2 (empbhasis in italics added).

P.O.Box 1625 « 2525 North Fremont Ave. * Idaho Falls, Idaho 83415 » 208-526-0111 » www.inl.gov

Battelle Energy Alliance, LLC
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relief may be granted under this regulation.” Hence, relief may not be granted under Part 708
unless the complainant shows both a protected activity and a retaliation.

II. THE ALLEGED PROTECTED DISCLOSURE(S)

Siciliano alleges he made the following protected disclosures:

1.

7.

8.

Providing “suggestions” in February, 2009, to improve security '

o) In support of this allegation, Siciliano attaches an e-mail, dated 2/17/09,
addressed to ﬁ (See Complaint, pgs. 8-11.) ‘

Providing remarks. as the employees’ manager in completing DOE form

“Notification of Security Incident,” expressing his opinion that the DOE form

implies guilt and needs to be modified

E-mail exchanges with of DOE-ID, in which Siciliano complained to
that “the only thing out of control is the knee jerk reaction to
anything dealing with classified information.”

o) In support of this allegation, Siciliano attaches a string of e-mail messages

between himself and , dated 6/22/09, an e-mail from|
- to , dated 6/23/09, and an e-mail from to

Siciliano, dated 6/24/09. (See Complaint, pgs. 12-22.)

Drafiing “value statements™ to improve leadership and management

o  Insupport of this allegation Siciliano attaches an e-mail message from
, dated 7/29/09, with a “Department Manager Proposal to
Directors for Improving Management Effectiveness in H&HS” as an
attachment. (See Complaint, pgs. 26-33.) -

A verbal exchange with _ regarding department security shortfalls
o In support of this allegation Siciliano attaches an e-mail from
i to Siciliano, dated 8/23/09, and an e-mail from to
, dated 9/2/09. (See Complaint, pgs. 35-39.)

Submission of an “equity concern” with BEA’s Human Resources Department
o In support of this allegation Siciliano attaches his complaint filed with

, dated 10/1/09. (See Complaint, pgs. 40-46.)
Submission of a security concern regarding-s travel, dated 10/12/09

Providing critical comment in his SOCOM business update, dated 11_/4/09 ‘

- Clearly, none of these activities constitute “protected disclosures” as defined under 10 C.F.R 708.
At most, Siciliano submitted recommendations for improving processes, business strategies

* See 29 CFR 708.5 (What employee conduct is protected from retaliation by an employer? If you are an
employee of a contractor, you may file a complaint against your employer alleging that you have been
subject to retaliation for ....”) (Emphasis in italics supplied).
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.and/or documentation. The matters disclosed by Siciliano to his management do not present
substantial violations of law, rule or regulation. In making these suggestions to his management,
Siciliano was simply performing his regular and required job duties; and consequently, he could
not have reasonably believed that he was engaging in protected activity under Part 708.

Notably, with respect to providing his suggestions in February, 2009, to improve security,
Siciliano admits at page 8 of his complaint that many of his recommendations were included in
the department’s corrective action plan. Obviously, management’s acceptance of such
recommendations demonstrates a positive reaction to Siciliano’s suggestions.

Although Siciliano identifies a “verbal exchange” with as a “protected disclosure™
under Part 708, the facts indicate that he apologized to following the meeting for his
conduct. Such apology belies any notion that Siciliano reasonably believed that his exchange
with- constituted a “protected activity.”

With respect to the memorandum of security concern filed on October 12, 2009, regarding

foreign travel, the facts in this case indicate that- failure to follow the correct
procedure was an insignificant or de minimus violation, and accordingly, is not protected under
Part 708. Further, it is noteworthy that Siciliano repeatedly points to his conversation with his
manager, —, on September 22, 2009, as the date he was informed that he would not
retain his line management position as a result of the division’s reorganization. Clearly, Siciliano
believed management had decided to place him in a different position on or before September 22,
2009. Accordingly, because he filed his security concern after September 22, any management
action taken with respect to Siciliano’s job assignment could not have resulted as a consequence
of Siciliano’s filing a security concern.

To the extent Siciliano’s conduct did not meet his management’s expectations, he was provided
feedback regarding such matters in his mid-year performance review dated August 2, 2009. For
example, Siciliano was counseled to “maintain a professional profile with DOE and peers,
particularly in e-mails.” Further, Siciliano was counseled that he was expected to display and
foster a questioning attitude. However, it was noted that “several staff were overly defensive in
written reports to investigators [i.e., DOE F 5639.3], even though infractions were not ultimately
issued. This negative attitude cannot be re-enforced by line management [i.e., Siciliano], even if .
DOE-HQ’s required investigation forms need improvement. We must manage to DOE/INL’s
process expectations.” Again, management’s response to Siciliano’s conduct was constructive
and appropriate. There is nothing to indicate that management inappropriately responded to
Siciliano’s recommendations for process improvement.

IV. THE ALLEGED RETALIATION .

As previously noted, an employment action is not “retaliatory” unless it results in a materially
“adverse change in employment conditions. Although Siciliano complains that his assignment to
the Relationship Management 4 position is retaliatory, the facts indicate that his new position
actually provides greater opportunities to establish strategic, long-term relationships with INL
employees and external customers. Because he is now in a Relationship Manager 4 position, he
has unlimited expenditure approval authority for allowable costs. With respect to compensation,
Siciliano’s new position actually provides a broader salary range. Clearly, taking into
consideration numerous factors, including the opportunity for greater responsibility to establish
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strategic relationships, additional approval authority and additional earnings, Siciliano’s new
position is not a materially adverse change in his employment. BEA certainly considers the
position of Relationship Manager to be equal, and in some ways superior, to the Line Manager
position. Siciliano’s desire to continue to manage his former “team” under the previous, obsolete
organizational structure does.not automatically make his current Relationship Manager job an
inferior position, resulting in adverse employment conditions. Further, during the division’s
reorganization, other individuals were also assigned to different positions. Clearly, Siciliano was
not treated differently from other employees. Consequently, Slc1hano s transfer to a Relationship
Management 4 position is not retaliation under Part 708.

V. AVAILABLE REMEDIES

With the exception of reinstatement, all other remedies sought by Siciliano are unavailable under
10 C.F.R. § 708.36. -

CONCLUSION
For the foregoing reasons, Siciliano’s Part 708 Complaint filed herein must be dismissed. If you

require additional information, please do not hesitate to contact me at | o: ¢-meil
me at

Sincerely,

Senior Counsel

Attachments
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Idaho Operations Office ,
1955 Fremont Avenue RECE
Idaho Falls, ID 83415 . IVED
December 22, 2009 JAN -4 2010

Battelle Energy Alliance, LLC
P.O. Box 1625 ‘
Idaho Falls, ID 83415-3695

SUBJECT: Mark David Siciliano10-CFR 708 Whistleblower Complaint (AS-HR-ECP-10-004)

Dea: ) I

Enclosed is a 10 CFR 708 Whistleblower Complaint filed by Mark David Siciliano, an employee
of Battelle Energy Alliance. According to 10°CFR 708.16, your management has ten (10) days
from the receipt of this complaint to provide any comments to Jan Ogilvie, Idaho Operations
Office Employee Concerns Program Manager.

If all parties are in agreement, an informal resplution process such as mediation may be used to
resolve the complaint. This informal resolution process is limited to 30 days unless all parties
agree to an extension. If the parties resolve the complaint informally, a written copy of the
settlement agreement must be provided to the DOE-ID Employee Concerns Program Manager.
If you have any questions, please contact me at 526-9272.

Sincerely,

~ Jan Ogilvie, Employee Concerns Program Manager
Idaho Operations Office

Enclosure





10 CFR Part 708 (Whistleblower) Complaint Filing Instructions

The following information is required to process your complaint, This basic information will be made available to
DOE, the contractor or subcontractor against whom the complaint is filed for purposes of resolving or investigating
the complaint. There is no specific form or format required, but the information requested should be complete,
including elements which may not be applicable (simply state Not applicable). This information needs to be
submitted within 90 days of your being retaliated against.

A PROCESSING INFORMATION:

1.

'Complainant. (Include your full name, mailing address to which you want all correspondence

directed, and telephone number.)

Complainant I.egal Representative (if Applicable). (Include your attorney’s name, mailing
address, telephone and fax numbers.)

Field Element. (Identify the DOE Field element receiving this complaint and the assigned contact
person. For INL employees, this is DOE-Idaho Operations Office, and the contact person is Jan
Ogilvie, Employee Concerns Manager.)

Contractor Data. (Identify the contractor or subcontractor against whom the complaint is filed, and
also the primary management employees or others named in the complaint, noting their positions
or titles.) . )

Previous Resolution Attempts/Other Actions. (Required by 10 CFR Part 708): Describe the steps
that show that you have exhausted ail applicable grievance-arbifration procedures

(a) Did you use your contractor’s internal grievance procedures? Explain, inciuding dates and
results. :

(b) Have you sought a state, Federal or other remedy? Explain, specifying the agency, date filed,
and case status,

{c) Have you attempted to resolve your complaint through the DOE Informal Resolution Process
* (ie. with the DOE Employee Concems Program)? Explain including dates and results.

B. COMPLAINT INFORMATION:

1.

2.

3.

Employee’s Disclosure (“Whistleblowing™ Action) or Refuisal. (Describe the specific disclosure or
refusal to act, including circumstances and dates. Indicate whether it: involves health or safety;
involves a violation of a law, rule or regulation; constitutes frand, waste or abuse, or poses a
danger.)

Retaliatory Action (Reprisal). (Describe the specific actions believed to have been taken against
you, the circumstances, and dates. Explain how you believe the disclosure or refusal led to the
reprisal and any harm experienced.)

Remedy Sought. (Describe the action or relief that you desire, if it is found that the above cited
reprisals resulted from a protected disclosure or refusal.)

E] I request a hearing through the DOE Office of Hearings and Appeals. |
&) I request an investigation through the DOE Office of Hearings and Appeals.





December 11, 2009

From: CDR Mark D. Siciliano, USN-Ret.
9733 Andee K Lane
Pocatello, ID 83204
208-360-4367

To:  Ms. Janice Ogilvie, DOE-ID Employee Relations
SUBJECT: 10 CFR PART 708 (WHISTLEBLOWER) COMPLAINT
- Dear Ms. Ogilvie,

It is with deep regret that I am filing an official 10 CFR Part 708 Complaint against Bettelle Energy

Alliance for damages incurred as a result of retaliation that has resulted in a reassignment of my

position, reduction in authority, reduction in accountability, a reduction in responsibilities, negative

impact on my professional reputation, negative impact on my ability to promote as well as defamation of
character. I have gone from a department manager where I supervise 79 employees and subcontractors, 5 L/
manage a budget, manage in Business Volume, employ 55 FTE’s, have the

authority to approve travel, procurements, and direct the management of a multitude of classified

projects and conduct client interface throughout SOCOM, DOD and the IC, to being a relationship

manager where I supervise no one, have a minimal budget compared to my previous position, and have

little or no approval authority. Furthermore, I have been given a very narrow client sent compared to

other relationship managers. For example: One relationship manager is responsible for the entire DoD  _
and OSD client set (approx |l Dollzrs) while I am managing a client with less than 2% of £ Y
that. Finally, due to recent decisions by the ALD of National and Homeland security to “divest” from

what I believe to be very low risk work, the SOCOM client that I am responsible for has. virtually pulled
.out of the INL. It appears to me that I am being “set up” for failure.

1. I was informed on the 22nd of September, bjr my director ||| that the ALD of National
and Homeland Security, considers me “unfit” to be a Department Manager. When I
asked |l 1y, be referenced the following:

A. An email exchange between me and || of DOE-ID that [ v=s furious
about.

B. A verbal exchange I had with [JiJ iz which i b!2med my departmentinan
open forum for the security shortfalls incurred for the entire NHS Division.

C. Written remarks I made when several of my employees expressed concerns over accusations
of responsibility for a security infraction before an investigation was completed. For my effort, I was
required to fill out a statement of the incident several months later which I gather was to teach me a
lesson. Sadly, I wasn’t even an employee when the incident took place. That’s retaliatory in and of itself.





D. A perception that I do not care about security which is ridiculous, arbitrary and capricious.

Additionally, I believe I have been retaliated against because:

" - I provided my leadership with numerous suggestions starting twenty months ago to improve our

security posture to include recommendations provided in writing in February of 2009. I received no feed
back from my leadership on these recommendations and BEA leadership did not actin a timely manner
to safeguard our classified information and inaction resulted in several additional infractions.

- I drafted value statements as a result of the Management Self Assessment and Corrective Action Plan
to improve the leadership and management in National and Homeland Security which was filtered by
the Directors in National and Homeland Security. (Correspondence attached)

-~ After discovering that the [ = < to = sensitive

country without following the proper protocol for someone with a TS/SCI clearance I submitted a
memorandum of security concern to the FIE Director and Deputy FIE Director as I am required to do
when a security issue arises. (correspondence attached)

-- I commented in writing in my periodic SOCOM business update that SOCOM is divesting from the
INL due in part to the ALD’s decision to turn down low-risk classified work in which we lost i
funding and millions in additional follow-on work. (Correspondence attached). This work is of National
strategic importance and the INL could have played an important role in the security of our nation,

however the NHS leadership appears to be more concerned about receiving a potential IMI than they are

of meeting the real-world challenges facing our country. I understand this is the ALD’s decision,
however as the relationship Manager for SOCOM it reflects negatively on me as well as the Laboratory.
Specifics are classified.

-- I submitted an equity concern because I was misled and when I was hired as a Department Manager 3
in the Special Programs Division. (Correspondence attached).

I also believe there is an element of discrimination due to a disability that I should be reasonably
accommodated for, which does not include being forced out of a department manager position because I
am direct and to the point. My supervisor is aware of this disability.

As a result of the above, I was reassigned on the 7% of December, 2009 which I cons1der the date of
retaliation.

Previous Resolution Attempts and Additional Complaint Information:

Tt is important to recognize that until the 22™ of September I had no idea there was an issue with my
~ performance. The only mildly negative feedback I received on my mid-year review was “to be more
careful when interaction with DOE employees and in emails.” Once I was told that I was considered
“unfit” to be a department manager on the 22" of September, I immediately contacted
in Diversity to seek a resolution and file a memorandum for the record to document the facts concerning
these issues. fj recommended and T agreed to meet with the Directors and ||| G oce-
on-one in order o address these concerns. To that end _ Wanted to set up the meetmg

¢y





with the was aware of that. Between October 2™ and 5% I set up individual
meetings with the Directors and I had

already spoken to did not want to meet with me (refused) and
said “whatever it is, let handle it.” The primary purpose of meeting thh. was to discuss
the facts in an & attempt to clear up any misconceptions concerning my performance as well as discuss my
department’s performance and an equity concern that I had. I did meet with the Directors and felt the
meetings with were productive. The meeting with [ was tess
productive and I believe he resents me standing up to his address to my department in which he
wrongfully concluded that “all the security issues stem from this audience and this building” or words to
that affect. You will read in my supporting documentation that personnel in my department have not
received one single infraction in over seventeen months. It is important to note that each Director told
me how “pissed off” was concerning my email exchange with | ] f:om DOE-
ID, as well as the comments I made when ||l 2ddressed my department, and the concerns that
I brought to the attention of senior management when my employees were very concerned about being
pre-judged and signing a form that indicated they were responsible for a security incident before an
investigation was completed. I explained to them that I had no idea there were any concerns or issues
with my performance and that I cannot self correct when I receive no feedback. Each director told me
“they would have no problem working with me, however I had virtually no chance of inﬂuencing.
opinion of me or decision not to consider me for a Department Manager position under the

' reorganization” or words to that affect. In short, without the facts, used the reorganization of
National and Homeland Security to remove me from a department manager position. It is very, very
important to note that each director referenced how “pissed off” was concerning my email -
exchange with ||l becavse . iv tbe presence o and I, denied he
ever read it or knew anything about it. Keep in mind this individual holds a TOP SECRET/SCI and
DOE Q clearance and is trusted with extremely sensitive classified information. I gave at

least three owrtuniﬁes to tell the truth, but in each case he said he didn’t know anything about an email

from was present.

At any rate, since the- refused to meet with me I saw no other option except to go forward with the
equity complaint. It is important to read this complaint in its entirety as it speaks to the deception and
deceit in which we operate under the leadership of National and Homeland Security. I felt that the
Leadership and Management Team of the Laboratory need to be informed of the situation so I copied
them on the email with the attached complaint.

Once- saw the email and that the Laboratory leadership was now in the loop, he immediately
set up a meeting with me to discuss the equity issue. Due to being misled in the past, I was
uncomfortable meeting with i one-on-one and I requested that [l attend the meeting
with me. All parties agreed. .

I took the opportunity in the meeting to address the derogatory comments about me and any concerns
might have about my performance. When I began to discuss the email exchange with

he denied knowing anything about it and that “this was the first I’ve heard of this.” I
mentioned to that I felt like I was being retaliated against without an opportunity to defend
or explain my position. For the record, not only was on the original email string, there were
several other emails to and from [iij where he commented on it. Copies of these can be found on
computer and I have read them myself. Furthermore, he instructed [ to make

S





sure I was counseled on it during mid-year reviews and finally,
copy of my mid-year review. To summarize,
who holds a TS/SCI/Q clearance willfully and wantonly

lied to his employee, a member of the FIE, and I can and will prove it. The motivation to lie about this is
to avoid admitting he retaliated against me.

commented in writing on

After this event and due to the senior level of the individual involved I have lost confidence in BEA’S
ability to come to a fair and equitable resolution. I have met with Ms. Janice Ogilvie of DOE-ID
Employee Concerns in an attempt to resolve these issues and/or begin the 10CFR Part 708 process.

Additional information to include a Memorandum for the Record and other correspondence is attached.

Remedy Sought:

1. Iam concerned about the ethical conduct o as it relates to his senior position and I
questlon his judgment and character as it relates to security. Therefore, the immediate
suspension ofh security clearance pending a full investigation of his ethical
conduct and behavior as it pertains to his ability to maintain a security clearance is in order. This
investigation should be done by DOE IN, or the appropriate authority, and I would like his
record as the at the INL reviewed as it pertains to
security performance as well as his ethical conduct.

2. Immediate reinstatement as a Department Manager in Special Materials and Processes with my
previous collateral duties as the strategic relationship manager for USSOCOM included.

3. 1 would like the equity complaint reviewed and adjudicated a]oﬁg with a leveling in pay and
grade between myself and and reimbursement of back pay from the time I
became a department manager until I am leveled.

4. I would like a full investigation conducted by DOE to determme i licd or misled
me as it relates to the information provided in this complaint or uncovered during an
investigation. I would ask that this information be provided to the Laboratory Director to

determine [N suitability to perform his assigned duties and responsibilities in a
position of national trust.

5. Irequestthat I am not retaliated against for filing this complaint or security concems. And I want
anyone who misrepresents the truth to be held accountable during the adjudication of this
complaint.

Complaint Legal Representative: Not retained at the moment

490 Memorial Drive
Idaho Falls, ID

Phone: SN





Email to |
records on the incident,






.. Thave riot pursued a retnedy available under State or ofher applicable law;

b

All facts contained in this complaint are true and correct to the best of my knowledge and belief; and

9 B

With regard t6 the Company Grievance Procedure:  (Mark all that apply.)

X (1) All attempts at resolution through applicable grievance—arbitration
pmcedureshave been exhaustad mede the date on which the grievance —

mlm m il r ‘*g UW& o ThiS _

- {2) A grievance was filed undsr apyheable grievance —arbitration procedures, but
morethan 150 days has passed and a final decision has not been issued.
Provide the date that you filed your grievance.

__(3) The company s no grievance —arbitra

(@mmwmamm roced o

plaint along with the requested information regarding
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Hiiano/SICIMD/CCO1/ X , . —

LUS J/INEE ¢ Mark D Siclliano/SICIMDICCOINEELIUS

12/01/2000 04:55 PM - bee _
Subject Fw; SECURITY THOUGHTS

Sent: tﬂ every director and mentioned in several Tuesday meeﬁngs. Many recommendations were-
included in the CAP,

Mark.

mmmﬂm mym
mawmm
r.mmmm’mmmmmn

O 208-526-4454, C: 208-380-4367; STE: 2885954464
mmmm@im

mmmm &‘aﬁm mmmbmm

Mark D Sicilians/SICIMD/GCOTANEELIUS -

MakD =
Sicilfano/SICIMD/CCO1/INEE
)

0211712009 07:41 PM

| s
~ Thank you for voluntéering to be our rmoderator for next week's security working group While it's fresh in

'my mind, | warited to send you a few of my théughts. Some of these suggestions may be ot of our
'sphere of influence, but P'm hopeful that they will stimulate dialogue and other ideas from my colleagues.

& Professional Guard located at the entrance to our secure facilities.





'Wéshnﬁ%d NOT rafyim Admin Assistants, some who are new and pendmg clearances themselves, fo
be our first line-of interven "his is-an Identified at-risk behavior that we are working under right -
‘now. We have guards at EROB and Adniins at UB2. This needs to be fixed.

A guard at UB2 and IWB would facilitate our’ badglng tequirements and make it easier on our clients

and visitors. It would reduce the risk of an "unbadged"” contractor from entering oursecure areas: It
also puts part of the responsibility for security on the SECURITY FORCE, :

CON's:

Expense associated with guard force, union positiens, ?
Implementation: Potentially near term (optimistic)
Impact: LONG TERM

 Establish shared drives on our classified networks (requested 4 weeks ago)
PROS:

Allows multiple people tg work off of one. eiecimnic document without creating multiple classified
. CDs thereby reducing classified media and risk

. Reﬁmesvmrkw on Admiins, [T's, ASSO's, and project managers:

Greaﬁy :mpmsxes overall productivity and timelinéss while producing classified monthly reports,
presentations, and spreadsheets with multiple authors:

CONs:

Takes an investment in time to Initially sét up

Engineering barrier that picks up cell phones upon entrance to building (detectors, wands, etc.)
PRO's: |
They work.
-CON's:
Can be costly
‘No celi phﬁnes orelectronic ﬂavu:es éhduld be allowed inside our buildings, even.
“This is especially true for UB2, UB3 (SECURE lab), IWB and SAF.
PRO'S:

poﬁanﬁal pmbiem before it‘s an mfraction





CON'ss

Minor inconvenience of walking all the way to our cars to check our cell phone voice mails, Most
’penpte“go to lunch so | don't ses this as a big deal.

mi-Anntal Clean-out Day combined with SECURITY refreshers, training, etc.

ayearin the service and itworks. Twice a year would be appropriate for this
ew all classified documents and CD's and destroy what is no longer required.

“Rem: ,and updatédass:ﬁed working papers. Scan classified documents into networked storage

s a pro-active culture vice a reactive cultiire.

CON's:

Will take a little ime and oversight.
Implementation: Immediate

Impact Immediate and long term

‘Networked ¢lassified scanners
‘PRO's:

Scan dacuments and store them eiectromcalty; Back up alewamc files: geﬂndmaliy Reduces

classified paper accumulation and overall risk. Endstate should be— ability to scan a classified

~docament into your own dvrectory Shredder iocamd next to the scanner to destroy the classified
“media.

Expenseassocsam with purct&ase of scanners and labor to network them into our system.
implementation: {mmediate '

Impact Immediate and Long Term

Industrial strength paper shredders located in every major container area. Nat in the lobby, across
the hall, down the stairs, etc. Completely get rid of "Burn Bags" which are storage areas for potential
security infractions.
PRO's:

If it's convenient people will gladly use them. CD shredders should also be convenient.
CON's: |

Can be expensive, butworth it. {| need one; its on my list)
Implementation: Immediate

/o





impact: Immediate and Long Term

SIPRNET'in UB2 and IWB
PRO's:

Too many to list. From & security standpoint, it alleviates the requirement to burn a classified CD
or canya classified document to WCB to work ofi or send. it also reduces the incredible waste of
gmr required to-accomiplish the most simple task of emaitfng a monthly reportto our DoD
CON's:

. None great enough to impact the positive aspects.

Implementation: UNKNOWN

fﬁdiﬂdfualAeco “ {Imabii&y{boﬁa pasiﬁve ive and negative)

There neads to be effective and swift measures to deal with infractions to include guidélines and
standards. In a revolving year:

1 infraction = XX plus documented verbal warning (goes away in 1 year)
2nd infraction = -3$ plus documented deficiency in AR
3rd infraction = - $$$$ plus documented deficiency in AR,

**I'mlooking for standardized guidelines with the flexibility to use good jﬂd’gemémiihat are genmane
to all of N&HS

" Positive note; Can we mmpenﬁate personne! who accept the additional risk associated with working
. on classified projects? Example: jump out of perfectly good planes = jump pay, combat zone = hostile
fire/ imminent ‘danger pay, efc. Doesn’t havetobea greatamclm but it would be a positive thing to
reward people who do it all right In'a given year. HR helpme hem.,,.

{ put this last because it's probably outof the scope of next week's meeting and should be tackled
'sspamtaly I'do thin its relative and important though. | drive pretty clase 1o the speed limit, not

E s :ggm where I'm going faster- ratﬁer Idon'twanttopaya Speed‘mg ticked or
see , sur&naegmgx That’s;ustmeﬁwﬂgh

pre





“To Mark D Siciliana/SICIMDICCD1/INEELIUS@INEL
e
Subject Fw: Classified Address Check

o 1020080842 Abk

Subject  RE: Classified Addréss Check

: chlst:atmn of classified interests is not a’knee jerk reaction, it's a federally mandated
: =11 : uld caution you if the information you are sending through DoD channels is

Subject: RE: Classified Address Check

Thanks for the note [N

It appears%o me that the only thing out of control is the knee jerk reaction to-anything dealing: with:
classified information.

Wil find another way fo accomplish this task. 1 will work directly with the DoD client and have them
transfer the: brief. | should have gone this route in the first place. Thanks for g‘llgyoﬂr help.

“Mark

A
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National & Homeland Security Directorsts:
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p,e.ﬁus*lmmmmmmmm

i gow.gov, IC: dsiusnaicoe ic. gy
nail irammmmhﬁ’m‘w

0612212009 01:03
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1 do-apologize | if the stronig iang,uage has offended you however, this contract started out

- approved for NSLinformation-only- A facilities. They subsequently created an SRD
‘docurent at their location. Tm&cauld ‘have had significant impacts to not only this particular
contract, but to the: enﬁmﬂa:&anai Security Program and the BEA contract. While DOE-ID did
~approved ATK to possess information at the CIearﬁeld location, it was after the fact. For the Iast
H cettple of months T have been asked about meetings at a facility in Magna, informed they have

A tedd another faeility in West Virginia, and then today I get a request for a Baltimore
.iecatxmm me anapproval auihonty for classified interests, it appears very out of control.

‘I’m: not sure what youmean by “in-brief" or what "FOCAL POINT" is. T'will tell you the only
location approved by DOE for DOE and DOE contractor interests is the Clearfield location. If
you would like to establish possessing interest at other locations, DOE requirements will need to
be followed. This will include on-site survey's and/or coordination with the cognizant security
authonty for the ottier locations. T'will state that ID will not register and approve facilities based
‘onconvenience.

As Lhave told JJJJf for the last three moniths, before any action will be taken by this office, JJJwil
need provide us with his approval. Again if you would like to get all interested parties together
to. discuss this, I would gladly attend to provide assistance where Ican:






Idaho Operations Office

- From: Meirkb Sici&ana [maiite Markﬁmanb@m!.gov]
‘ ? AM

-is the issue here? I'm going to in-brief the [l of ATK on FOCAL POINT. i}

‘has requested to make snreﬁle address is right for sending classified information at the SECRET
. level Them is nothing RD in this brief.
1 give this briefing routinely as part of my job. There is nothing out of control here.

P&Boxtmmm;mwu,mmm
0: 208-526-4364, C: 20-360-4367, STE: 203-525-2564.
memm?mmmmﬁnm

= Forwardéd by Mark D Siciliano/SICIMD/CCOINEELAS on 0612212009 10:38 AM ——

= Forwarded oy [N - 06/22/2009 09:26 AM ——






St

Where is Balmnore coming from?77?? I knew of Clearfield, Magna and West
Virginia but this is new to me! I hate to be a cog in the wheel but this is getting out
of control. We start with one little room and now we're in three different states!

Additionally, I come back to a voice mail from— _
]

asking how to move INL contract activities to West Virginia, not

Baltimore!

I am not going to enter or approve anything until things are explained better,
justified and appwved on your side. There is an agréement between Green and KP
that he must agree before we sre to pmceed with re quests from his group. Unless
someﬁxmg changes, that is the pﬁkc;y T'am required to follow. As of now, the BEA
contract with ATK is ONLY approved at the Clearfield location. If everyone
would ll.ke to gat together and discuss this, I will be more than happy to attend.

From:
Sent: Monday, June 22, 2009 7:44 AM

Subject: Fw: Classified Address Check

. is thiis ok? Thanks, [l

— Forwa«ded e [J 06/22/2009 0743 AM = |
F _

D6/18/2009 01:37 PM

“Fw: Classified Mdmss Chnck
Snb_;

ect
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Bl - Attached is the Security Assurance paperwork for the ATK Baltimore
facility. We plan to hold a discussion there in a few weeks and would like to send
the briefing to them in advance. Would you please run this through the system to
get the necessary approvals? I will be out of the office next week. If you complete
the paperwork by then, weuld you senda copy to [ 204 to me?

. gE— on 06/18/2009 01:30 PM —-
ce
RE: Classified Address Check
Subject

sday, June 16, 2009 6:05 PM

[} - would you lease help to resolve this? When you return the form,
please ¢c the others as they will be handiing this. Call me at

f we need to discuss this. | spoke to I =nd he is good with it

all

%6





Thank you.

— Fonwarded by [ o 051672008 04:01 PM

0B/16/2009 03:45PM oot R: Classsified Address CheckLink

This address is not in the SIMS System. If you need it entered here is the

06/16/2008 01:16 PM »ngi@ass‘ﬁed Address Check

Please check the following classified address:






Baltimore, MD 21281

Thanks, ,
I (se: artached file: scan0002.pdf)
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' « Homeland Security Directorate
Idaha Natfena! Laboratory ,

Please review the ATK situation with yourteam angd provide @ recommendation. Seems to me that we are
getting pushed by our own peoplé to take on unnecessary risk, |-am stopping any progress until youand |
_meetto d iscuss your recommendation.

‘Subjéct RE: Classified Aadnessz:heck

West Virginia, not Bainmore‘

T'am not going to enter or approve anything until things are expiamed better, justified and
| uapproved on your side. There s an agreement between - ami. that he must agree before

' diccaﬁah. If everycne wmﬂd like' to gat togeﬁ:cr and dxsmzss thiis, ‘Imﬂ be mere than
¥ to aftend.





" 06/22/2009 09:09 PM '?m |
Subject Re: Classified Address CheckE

[ will Iook into it, both with security and our falks.

- In one respect there is confusion/over-reaction to fact that ATK is involved in other DoD hosted efforts not
miated to INL contract (so DoD cettifies facility, not DOE).

But there is something very strange about sither:

1) INUDOEAD's pracess for verifying DoD certified facilities, or

2) The way ATK s certified by DoD (or claimingtobe).

If lunderstand correctly; this keeps caming up as "ot found” in our focal checks of thTK‘s faciliies are
certified to receive info.

1F#1, we need ta fixaur process fo verify Seciire facilities.

: !ff#ﬁ, fheh weare bglng pressared by customer in wmng ways and need to m’avide info m client on how
ith:ngs ‘are done’ ght..

| alsa need to look into why we are asked to brief DoD client's dissemination controls (FOCAL POINT).

‘(Please calllemall if sent time sensitive SIPR T}m pr
— \Jer freation TreT . e
“OrxganaIMessa i Al AgovT s Emon \ & S’x_:bsaz)ww/?

emmls, YeT he peri€o T
muﬁ-;ptb Tvnes

g Seemsm me thatwe are
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July 19, 2010

Draft response to Employee Concern Case EC10-039

On April 29, you raised the following concerns with — Your

issues were transferred to the Employee Concerns Program for investigation and resolution.

| believe that mpdif_ying an ofﬁ_cial government form and implemehting it, especially when it requires
.employees to sign it and admit guilt even when they are not the responsible person is an illegal act and
an abuse of authority. | believe an investigation is warranted and | would like to know:

Why is BEA not using the official form that they are supposed to be using?
Do they have the authority to modify an official govemment form and use it?
Who specifically is responsible for modifying the form and what is the corrective action (if
warranted)? _ | _
4. Why wasn't this discovered months ago when BEA suppbsedly did their own internal
investigation? ‘ } :
5. What purpose did it serve to use a modified DOE form and use procedures that forced personnel
- who were investigated for security incidents to sign it as Vindividual responsible for incident"
before investigations were complete? : '
6. This issue was raised a year ago and to this date, nothing has been done except an apparent
validation of the status quo. Who is the responsible BEA manager for this and what is their
- position? ‘ ' :

W=

- There has been significant impact to me personally and professionally as a result of this event, not to
mention the other employees who also have been negatively impacted. | have personally been
-investigated (harassment/intimidation) for bringing up employee concerns about this specific issue,-
despite the fact that | was not an employee at the time of the security incident. To this date, there has
been no accountability that I am aware of for this action and | still have no answer as to wh
F investigated me, but did- not investigate the actual manager at the time ). |

elieve events like this have led to a collapse in a healthy reporting security and employee concem

culture. As always, | will give BEA first opportunity to fix this before pursuing other avenues. | look forward
to your feedback.

Your harassment/intimidation concern is the subject of an-.ongoing Part 708 complaint, so we
cannot pursue that portion of your concern at this time — it Mll be resolved through the Part 708
investigation and adjudication process. We have investigated the security incident inquiry
process and, specifically, the use or misuse of the form you cite in your first paragraph. Our
answers to your specific six questions are provided below along with an overall conclusion.

To investigate the issues that you raised related to the secur;ity forms, we compared the current
version being used by Security to the official form obtained from DOE. This was done to
determine the extent of the changes. We then interviewed BEA and DOE staff to determine the
history behind the changes and whether those making the changes had the authority to do so. We

also reviewed the nature of the changes to determine what impact, positive or negative, the
changes would make to the process, and we reviewed pertinlent sections of the DOE guidance
documentation that governs security investigations (DOE N’ 471.3). In addition, we discussed
the legality of modifying DOE forms with our Legal department. ' ’

| Page 1
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In general, we identified that the DOE documentation governing security investigations does not
require the contractor to use the official DOE form, but rather allows use of a form “comparable
in content.” Also, per our discussion with DOE and BEA security personnel, when BEA’s
investigators perform inquiries into security incidents, they do so under the direction of the DOE
and as an arm of DOE Security. We talked to the DOE Security office and identified that the
DOE provides continuous surveillance of BEA’s performance of security incident inquiries.

DOE further indicated that the work being done by the Secunty Investigators meets their
expectation and that the process they use is approved and supported by the DOE.

Based on the DOE Notice and our discussions with DOE personnel the changes to the form are
clearly acceptable. We agree, however, that the wordmg of the current form may cause some
people to interpret that filling out the form is requiring them to admit guilt. We also can see how
confusion might exist over whether the form is the official DOE form or a contractor form
“comparable in content.” We have addressed these issues and our suggestions below.

Specifically in response to your questions 1 through 6 abovp, we provide the following:
|
Question 1 - Why is BEA not using the official form that they are supposed to be using?

- BEAis usmg a revised version of the form because of percelved shortcomings in the official
DOE version. You have already raised part of these shortcomlngs with the DOE Employee
Concerns Program Manager that the form requires people to sign as the “person responsible
for...” Based on our review of Part Il of the form, we identified three substantive deviations
between-the official DOE form and the revision being used by BEA Security. The changes that
were made to the BEA version are improvements to the form and tend to reduce its harshness.
These changes should help.alleviate some of the objections|to the DOE form and Security’s
inquiry process in general. The changes include:
1. Part II, Block 2, the word “infraction” has been chaxilged to “incident” to indicate that the
person filling out the form is not being charged with an infraction until the inquiry is
completed and only if it is determined that there is a{n infraction. This is consistent with
the cover letter that is distributed with the form that‘m part reads:
Please be advised that this form is your oppdnunity to explain your
version of the incident. It also provides yout[he opportunity to explain
your roles and responsibilities as it (sic) relates to this incident. Please
“feel free to explain what actions you took or}altematively did not take
‘that may or may not have contributed to this} incident. Though the
form requires your signature, it does not constitute an automatic
infraction at this point in time, and no dlstnbutlon other than to you is
made until your response is received and a cﬂetermmatlon of whether
an infraction is charged is made. \

1
|

M
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2. PartII, Block 5, in the signature block, the word “infraction” has also been changed to
“incident” for the reason described in #1 above.

3. Part II, Block 3, the use of the Social Security number (SSN) has been discontinued. The
revised form asks for the employee’s ID number. This is a positive change because it
prevents an employee’s SSN from being distributed to people who don’t have a need to
know. It also eliminates the need for cla351fy1ng the forms as contammg personally
identifiable information (PII).

Question 2 — Do they have the authority to modify an official government form and use it?

The DOE document governing the performance of secunty mqumes DOE N 471.3 Reporting
Incidents of Security Concern, specifically allows contractor personnel to use forms with content
that are similar to, but not the same as, the official DOE form. (See Attachment 1, Contractor
Requirement Document, Section 2.¢(3)(e)) The Notice reads as follows:

...a copy of any DOE F 5639.3, Report of Security Incident/Infraction, or a
form comparable in content, issued as a result of the inquiry, must also be
submitted once it is completed. (bold type face added)

Based on this, it appears that the contractor has the option of deviating from the official DOE
form. However, to alleviate confusion, we are suggesting to Security that they consider
renaming, if possible, the revised form using a BEA name and numbering convention rather than
continuing to call the form a DOE F 5639.3.

Question 3 — Who specifically is responsible for modifying the form and what is the corrective
action (if warranted)?

The people responsible for modifying the form and creating the version currently in use were
former contractor employees (BEA or Bechtel), and the modifications were done before the
current BEA security staff was in place. The former employee who made the modifications to
blocks 2, 3, and 5 discussed in the answer to your first question now works for the DOE, and he

“is currently the person who oversees the BEA Security investigation organization. When |
discussed the use of the revised form with him, he indicated that he supports using the form as it
currently exists, and he had previously indicated in writing to Security that he is supportive of
the revisions to the form.

Question 4 — Why wasn't this discovered months ago when BEA supposedly did their own
internal investigation?

Your fourth question implies “why didn’t Internal Audit previously catch the change in the
form?” When Internal Audit did its review, it was looking at the issues you raised in your 708
complaint, and the differences in the forms were not brought up by you until after its review was
completed. The forms being used were determined by Internal Audit to be the standard form in

EC10-039 Response t Page 3
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use by the BEA security investigators, and they were consistent between each of the employees
sampled. Even if someone had noted that there were a few minor changes between the official
DOE form and the one being used by BEA Security, because the changes were positive and to
the benefit of the employee being interviewed, as noted above, there is little likelihood that
anyone would have called attention to it absent a law that prohibits modification of official
government forms.

Question 5 — What purpose did it serve to use a modified DOE form and use procedures that
forced personnel who were investigated for security incidents to sign it as "individual responsible
for incident" before investigations were complete?

As discussed above under the answer to Question 1, why the official version of the form is not
being used, the original form implies that the person being required to sign the form is admitting
to responsibility for an infraction, which is much stronger language than being responsible for an
incident. An incident merely reflects that something adverse has occurred while an infraction
implies culpability and the need for disciplinary action. Also, as stated above, the instructions in
the cover letter were meant to clarify that filling out the form is a fact-finding endeavor, and no
infraction is implied until the inquiry is complete and a final determination has been made. In
the case of your staff, an incident had occurred. As a result of the inquiry into the incident, it
was determined that there had not been an infraction, and no disciplinary actions were taken.

However, we also understand your contention that the current format of both the official DOE
form and the comparable version being used by BEA might be perceived by those filling out the
forms as assigning blame and responsibility even though they are merely witnesses providing
information. We are suggesting to Security that they further modify their instructions and
Section II of the form, Blocks 2 and 5, to indicate that the person might be signing only as a
witness and not someone necessarily responsible for causing the incident.

Question 6 — This issue was raised a year ago and to this date, nothing has been done except an
apparent validation of the status quo. Who is the responsible BEA manager for this and what is
their position? ‘

Relative to taking corrective actions, there are several managers that share responsibility.
Evaluation and implementation of recommendations generally belongs to the business unit
management. We understand from T,
that many of your security recommendations have now been implemented. As a result of your
reporting the foreign travel incident, corrective actions in the foreign travel authorization process
were identified and have been implemented. As discussed above, we are suggesting some
changes in the security incident inquiry process that hopefully would further alleviate concerns
about the fairness and objectivity of the process. Other corrective actions deemed appropriate
are being taken by management.

Conclusion

m
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We found no laws or regulations prohibiting revision of the form, which rules out any question
of the changes to the form being illegal or a crime. Absent a law against an action, there can be
no substantiation of illegality. To the contrary, the regulations allow for the contractor to use a
form that deviates from the official DOE form. Based on this, we are unable to substantiate that
using the modified form is an illegal act. Our review of the inquiry process, the forms, and the
cover letter instructions supports management’s assertion that the changes to the form improve
the process, so we cannot substantiate that the use of the forms is an abuse of authority. '

However, as identified above, we have suggested some opportunities for Security to further
improve the forms and its inquiry process.

Relative to your statement that you “still have no answer as to why investigated
me, but did not investigate the actual manager at the time ,” it was reported that

briefed you on this issue. According to the record of discussion in the Internal Audit
files, Internal Audit informed you that the Director of Security and Emergency Services was
concerned about your attitude towards security and the message portrayed to your staff because
of comments made on the security incident reporting forms submitted by your staff. This,

coupled with the high number of security incidents in National and Homeland Security, were his
reasons for having you complete the form. '

Please feel free to contact me if you need further information.
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0672312009 09:52 PM.

-‘ 3 .
THalked with (DG&L—- and Mark Siciliano today. [l anc il

we;e understanding and supportive.

1. Background:

@) There was request by DoD for Sim!:ano to brief ATK seniors.on DoD Focal Point. DoD program brief,
not INLDOE material (SINSI).

b} There are separate systems that DOE, DOD, and USG use to track the ceriification of secure facilities.

¢) ATK has different facilities certified by different entities, depending on contracts. Clearfield UT facility
has a room far INL {S/RD, recently certified), an area for ORNL (S/RD), and other area(s) for DoD
- {SINSI?). Magma UT facility is USG SCIF (not DOE RD). -
ﬂ) The "Security Assurance™ form (471.11} that fon ; {whio forwarded to
DOE) is to transfer certifications from DoD/U E system i DOE ﬁ s them acceptable Tms is

ore) it was confused with past requests
gsts at Magma facility

' , 3 | on how to'make
su that our new DQB{USG ciyents sciitios areveﬂ and 103 mtaﬁ'te DOE/ANL database of

classified addresses. We agree that as part of IWFO start-up checklist that the new "Security Assurance

., uld be filed on any new customer addresses. This will push the review of customer
#ddresses to before start of work (and not, efore a client meeting).

- C..Pure DoD; briefs to their contractors are best done by DOD themselves.

2. Genaral Staff Expectations:

a) Early and specific communications with DOE an reasons for any 471.11 requests will help efiminate
misunderstandings.

b) Use phone calls and meetings when email chain starts to.go south.
£} Maintgin "tone" an security requiremer;ts,

Relatwe 1o Mark
¢ When | discussed with Mark, he mspandad in the enails as if he were being accused of being "out of

control”; and responded mapprdpnataiy Hetook it pefsanaily ‘and should not have.
. We d that DoD- reqmsts is Mi&ﬁtﬁ Bﬁﬁ channels, l

Iwr(lczosefnﬂherm&mepi Managersaadkeystaﬁmabwepmcesses 'I ook resgonsib "{3’ Avp

Thanks,. Abreen T could have hanpleo 1T
"K %rfw& ac- ﬁmﬁ- whS - Brief “Better, - pew ves r_ml«:teugw—
i/ ébﬁabwmvw oF P BouT Ay oF TWS, Thers AL
i”‘-‘3 Sawm e«iw‘!" OBvsous e,

e





To Mark Ds‘icm‘anozs:cmm/ccm1;&5‘51.108@1&&

06/24/2009 02:52 PM bw _
Subject | - b=ckoround / recommendations

This is what | forwarded to i on history and recommsndations..

In addition we should net be supporting shifting af our ﬁiearﬁeld wcrfc to West Virgﬁn’ia (ifthat comes up)
for our-current contract. :

“Background:”
&) Fhere was request by DoD for Siciliano to brief ATK seniors on DoD Foeal Point. DoD- pmgmm brief,
‘ot INL/DOE material (S/NSH).
o b} There are separate systems that DOE, DOD, and USG use to frack the certification of secure facilities.

has dtﬁe:ani facilities eer!iﬁed by diffemnfanﬁﬁes depending on contracts. ‘Clearfield UT facility
f for INL (S RD recently cerfified), an ORNL (SIRD [same roam as INL?]), and other
‘Mag lity is {not n D).
ﬂ) The "Security Assurance” form 471.11) ihat ) {(who forwarded to
DOE} is to transfer certifications from DoD/USG to system if DOE finds them acceptable. Thisis
the approved process to validate that either DOE personnel clearances or DOE classified materials can
‘be transferred to another facility.
) Because this form came from yet another ATK facility (Baltimore) it was confused with past requests
for INL contracted work in ATK Clearfield facility and meeting requests at Magma facility.
f) In parallel, ATK has been trying to move many of its Clearfield operations to West VErgmia DOE does
not supponshﬁhﬁg the INL pottion of wark in Clearfield to West Virgm: ssponded to the
‘email in this context:
zg} The misunderstanﬁmgs above degenerated intathe smail thread beiow

@ e i J ng).
+C. ‘Pure DoD briefs to their contractors are best done ﬁy DOD themselves

| | fVP*QE A Lnﬁ @Wﬁk issve. Thar he o Whyne PO
r S"""WT -_ s He origuond emtrl 1o
.l ﬁ'/ifwj s iTA ﬂa)/ Y2 yed— ey it That .
W“’“{' oM, He DemieDd oo p rnsg ,é]-wz"ﬂnﬂ/j

A BT 7‘11;5





“lfi;du‘ifﬁf‘-r Yo e eler{,ep«t—m& 4‘»«»’3‘“,1_, DordT CATE Aot
: by, wheeh 16 f"flcawiw_;

no/SICIMDICCO1/INEE - ~ |

LUS o¢ Mark D Siciliano/SICIMDICCO/INEELIUS
12/011200904:07 PM e
Subject  Fw: Security Difigence- .

| ]
Oné of many examples of my suppottand commitment to improving security culture.
Mark

Hhkswgnm nmmﬁwm mmmmm
;mmwmmmmmmmm
0 fo] 4367, STE: We-3725-464

8 § o um&*mm%i&gﬂi?
;Lmtmmmnmm;;w jsenk to SIPRHET)

—— Forwarded by [ 05/25/2009 03:00 AM —

Mark D
sicmanalslummccwmﬁe “To _DB200rg
o

37198120691159.AM T
| Subject Security Diligence

Team,

1 want to take the opportunity to thank you for your diligence and attention to detail towards security over
the pastyear (365day rofling calendar). in one year's time, D620 went from the department with the most
security infractions to the depart with the least. Infact, in the past year, we have had NO security
) 520 p his has nutﬁfng do with anything I've done, but has
> ' ING to Wi ,atyouz have \ ol chang e security mﬂiuzeandawamness
: fmm Wfthm our argamzatioﬂ tesulting ina andfmaime nutcerme.

i my Bpj{tf%’th&f& are three tyg;es of peepie jnthe world:

- Those who run. tothe sound of the guns, take and manage risks, and win the war with diligence
~:énd tenacity.

- l)Thcse« who hunker down at home and suppait the ucapskmssmn as best they can. (Resourcers if
‘you wil
- -And finally, those who flat out run away, are adverse to risk and avold anything that has the

potenitial to make them look bad. This particular group tends to have the loudest voice, but you will never
find them in harm's way. Whien {hings get really bad, they- biame others or run to Canada.
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‘Although this analagyjs cleaﬂy?mma military perspec:hve. Ihink at least some: elémems hold frue in our
‘depaniment. | am extremely proud of each and evety one of you and t‘agpmcratawhat you dote support
our ciiem the Lab“‘s mission aswelf aseach othier, Natiohal and Homeland Security, creates, handles,
. ~ ys more classified média and information than any other Division at
the Lah, asgecnaﬁy in terms of the shear: number of different classified projects and customers we work
wi'ﬁi :in SP?% e conduct our work in various locations, from out at the site, IORC, IWB, [EDF, 611,
g : * r buildings; UB3, UB2, and others to include dlient locations. Our
nnel working on classified projects have grown '

jyyﬁuagdwmmbemgmeéferstep ing up to the plate, managing the risks, and
* eﬁngﬁ;é’pﬁdade e ’ e

Here's what | requestyou to do:

1. -Continue your diligence on security and safety and maintain that questioning attitude.
2 Continue to manage your risks and work with me wher things are above your autherity or comiort

3 Cohtinue to look oitt for each ther and maintain maturity and reasonableness in all that we do.

4, Continue to focus—~ maiftain clarity and seek peerlmnager feedback when you need it Perhaps
. ‘even when yﬁu think you don't.

5. - Help others in the laboratory where yau can. Try tomaintain a positive. amiudeaswe may be

directed to ﬂummgs that seem (orare} o valise added. Admittedly; this is a tough pill for me to swallow,

_but1have to realize thata'k jority of personnel working in the classified realm have never been
“exposed | & past. So. e ~mrﬁaetep iome. mtghi‘ be appropriate to. sofrmqnewmkmg on
a classiﬁeti nm]ectmma ﬁfsti:ma

L | need ya& 1o help turm some of these new policies infoa positive spin with clients. Perhaps
st kmwyau daﬁ‘t do th:s in fhé (insert 3 Istwr uﬁg hére) but sinoe we workwim SO many

T Weiaame the folks from the Wireiess Test Bed Into UB2 and assist them where you can in terms
niaacumy questions. '

8. consider thanking il for his level headed leadership, guidance, mentoring and help over the
last several months as he has improved our understanding of security policies and requirements.

Bottorn Line: In order tofix @ problem you have to' tealizé you have one. | think we had a problem--some
of it was due to facilities and fack of resources (like SIPR), among other things, but some of our problems:
were ourselves. it's always been my opmion that most problems are fixed from within, and marginally from
gbove, Again | appreciate the maturity, dili gence and tenacity displayed over the past year. Thank you for -
taking the extra risks associated with working in our department. The reward is knowing that your work is
valuable to the security to our country as well gs helping to protect the young warriors that are in harm's
way, today: Please keep up the good work.

Mark
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« 07/20/2009 10:32 AM

Subject Draft DM Recommendations
Contains OUQ information
Al
‘Attached are our draft recommendations to the directors. They are compiled from our discussions with the

facilitators, follow-on discussions with . and refinement by
and myself to propose: specrﬁca;:ﬁbns (requested |

.‘l am also attaching an elecironic copy of the briefing slides we saw in our first meeﬁng with the directors
: ‘t'i;hat gave. u:atg;s assignment (the meeting where they said the managers are not doing their jobs - tell us
‘what youn

tam schadﬁhng & meeting with-all managers for Monday to sttateg:ze on our presentation fo the direciors
wfunh is scheduled: fer“{uesday moming, Aﬂg 4,8-10.

. This document s draft and need
ful&emng input from you:

wmkm content, language, at}dﬁ;;&fauﬂing for presentation. 1 need the

w ~ Revieew hawme valile statements for conteut,and how they are curfently written. 1worked on putting
¥ ctive language where | felt }bnu!dw’rﬁwufiasmg the message. | think we need to do
~additional massaging.
« Provide inpit for specific actions that you need to be more effective.
& Reviewthe intro paragraph for apprbpﬁateiy presenting the recommendations, and for clarfty in
- “instruction to the directors on how to read the info.
& Provide your thoughts on HOW you think it would be best to present the recommendations to the
directors.

' Fmany, 1 suggest that we not lose any of the recommendations {especially after re-reading the briefing
‘ betfeva we can only be margma!ly suwessful in smpmvmg pelfcmance 1f we D{)N'raddmss
i , ke

tpameptiq we've disc be al ‘
improvements to the underlymg management culture that allow us mprevant the néxt big Iswe,

Good readingl

National and Homeland Security
Jdaho National Labnratam
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BUSINESS SENSITIVE

'DEPARTMENT MANAGER PROPOSAL TO DIRECTORS FOR
IMPROVING MANAGEMENT EFFECTIVENESS IN N&HS:

The following six value statements describe what we as managérs are saeHng from our leadership in

“order to create a highly functional organization that will enable us to perform our jobs effectively. The

‘value statements include recommendations for cultural change ds well as specific actionable
recommendations. We believe these recommendations are essential to achieve the highly functional
organization we want to become, and we are willing to commit olr time, with. the directors, to implement
these recommendations. This commitment includes our time arid effort to develop tactics for
vmplemsntmg the recommendations o -an agteed-to schedule. ©ne ‘approach would be to hold working
sessuans with a third-party Irained facilitator that inclut swork” and required feedback to the.

W oup. The intended teéuft ot this effortis mnsxstancy :aﬁd s’fandaffiizaﬁon acrass N&HS for how

The \famestaiemems arg Wrﬁan in firsts-petsan arid describe. iha aftributes of what we balieve is a highly
functional organization. Following each value statement are recommendations we belleve are necessary
‘to'achieve cultural change over the long-term, and recornmendations for specific actions that we believe
will create needed near-term improvements in performance at the Department Manager lével, We want
‘to émiphasize that, while some incrémerttal improvement can be achieved by implementing the specific

« actiansi change in our overall N&HS cultural needs to change to prevent the next serious event.

“You NEVER GET A TRAFFIC LIGHT UNTIL A cER‘mm NUMBER OF PEOPLE HAVE
DIEDI” Rigby Cop

1. 1want to work in an organization whers | have a reasanable span of controloverthe  ——S1&hawo
management of personniel, resources, project execution, communications, security, safety and risk.

wﬁmmemmmmammmmmsmmwm {define parameters,

&.g.; risk, location, tenure, etc.)

Ability to assign resoumggﬁ o assume delegated resmrﬁbﬂ&y to eqzﬁfab&y share and ensure
jzance of d -

suld be designater/budgeted resources for an assigned
,,nsavmns LIKE ‘;ms *COMMON FUNGTIONS” RESOLIRCE POOL,

- Define span of control and what is needed to manage it eﬁeaﬁvefy

- Develop, publish, and adhere to a laboratory and NHS calendar w:ih speciﬁc deadiines.
Example enfries are: annual reviews, mems and pmmﬂhons annual training, budget
planning, and LDRD.

- Roll out SIPRNET.

< . Allocate instant recégnition awards fo the. nepartmént Managers for distribution at the
“department level. Establish allocations based on the number of personnel assigned to that
depaﬂment Establish 2 small reserve for team awards at the Directorate level

BUSINESS SENS I%VE
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BUSINESS SENSITIVE

5

Esgabﬁsh mcis tobe’ tmmememed at the Department Manager level to develop and retain
‘personnel resolirces

-  Establish authority for the: following actions 1o the Depariment Managers:
o Agéepiancs of work and wark package revievﬁ with bﬁeﬁngs tothe Birectofa on scope
- and progress
o Hiring for department level positions
& Assignment of resources to assume. deiegaieﬁ responsibility to equitably share and
ensure effective cognizance of duties

< Allow DM‘Fs to-provide input to sz‘;dget planning

- Allow DM's the opportunity to provide input to developing solutions for problerns and process
:mprmfement {policy and procedure decisions)

- Developa reliable means to synchronize financial 1nfarmai:0n near real fime to track
expenditures and budgets. As iong as we have our carrent system in piace we will continue
o have overruns.

Year equa! to the amaunt s:tme 1 have 10 awomplish it. I want my.
, ; ad‘ded, , fys; and | want to DIVEST from efforts that do not add valué to
the orgam:atmﬂ. | want my fines of authority clearly defined and supported (JJjjjjilf does a. great job on
thisl).

a. Drafta capacity management construct, that provides actountability and priritization

b. Develop a workable “Divestiture” process ’ «
¢. Hold a trade-off discussion {between the: Diresto:s and the Department Managers) fo identify real
priorities and risks.

d. Perform Job Task Analy 'wforbéﬁamﬂen*ﬂan,

< Conduct Job Task Analysis of all management posmbﬁs (this will provide data to support
requests for additional funding, appropriate delegatidn of authority, dete(rmmabens of priority
for manager aaﬁvfﬁes, and’ devempment ofa wmmep wst model)

Bevaiop clear roles: forstfppﬂri ;zersonnef that assis tDeparts ent Managers in doing their
jobs rather than developing additional tasking | for: mamégers, e.g:, site plan for UB3, burn. -
ahargﬁer msiall additﬁmar security Téquirements, ?m;ardaus shemicai s'éoraga increase in
[EDF/UBS, etc.

- M‘f;@mtﬁé falluwing tasking/requirements as the value added i$ minimal and the cost in
~ time further reduces the ability of the manager to ﬁﬂﬂ!i all-of his/her management
responsibilities:

¥

'BUSINESS SEN‘SFI'@VE
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BUSINESS SENSW{IVE

o Mandatory daily/weekly checks of sign in fmrds conducted by managers: rasponszble
for classified spaces. Reduce the reqmmmant to spot checks or assign all of the
checks to the Security Lead

‘o Department Manager being feapansible for TE?P notification. Let the:medical

department handle it. They can notify the individual just as easily as we can

‘o Department Manager approval of "safety shoe vouchers™ and the other such ftems.

Dategatsit%ﬁfhémstevel or have mah%dugi;ﬁsﬁfyrﬂn the request and let the
‘safely shoe guy approve it. If there are any guestrcns, then the: DM can get involved.

© Ive néver disapproved a safety shoé voucher.

.o’ 'Establish ateam of personnel and a proces$ to review and approve all proposed

- solutioris for security problems and issues. The team makeup should be small (e.g.,
5.7) and include key managers, secunty Iaaﬁers and senior leval program personnel
with xnﬂepm and varied security expanenw (“SUGGESTING TO'SEND A LONG TIME

SLIENTHOME ON A PLANEBEGAUSESHESRQU@MA CELL PHONE INTO A SCIF, WHICH WAS

CAUGHT QUIGKLY WITH NO COMPROMISE, IS A RNEE JERK REACTION. THANK GOODNESS
REASON OVERCAME THE SUGGESTION, BUT THE POINT NEEDS.TO BE MADE” (MARK S
EXAMPLE), ~GOGCD POINT; SHOULD WE GHANGE THE LANGUAGE A LITTLE?)

o Adopta businessposh.:re That balances tﬁelimportance of the customer’s mission:
and our privilege in doing the nation’s work, ‘arid the need to conduct work at INL in
compliance with our contractual requxremartts and with respect for all of INL's
missions.

= Crehidiey

3. “f warit to work in an organization built upon principles: ofi‘i'ust and mutual respect where my —~$ e hArD

experience and leadershrp are valued and where mission success is more important than any

rance fo their boss, and that's at every leve). | want to be able to provide input, even
n‘";rt‘& ot in line with mnre seniar leadership‘? s opinion, without fear of reprisal. Trust, fespect and
‘confidence are not germane title, they must be eamed up and down the chain of

- ity leadar: ,mpmsuppodmawhen?mnghfargjgivagmdamaanddimcamméﬁrm

‘ f’f f issues and cﬁaﬂyas in meetings (acceptable;

Institute a meehamsm to quickly communicate decrsms with ratianate, from the directors.

-  Establishand implement ‘g requirement for meeﬁngmmufes of afl meetings. Minutes should
include as a minimum:
o Listof attendees |
o - Keytopics discussed ‘
o Dedisionsmade -
B Rahanaielbasxs%ertieeasicns

ment the following actions to foster. anEﬂVsmrgment that allows open discussion at ail
NEHS managementtevﬁs nd allows expression different opi nions and observations to
- address issues and develop solutions fo problems:;






BUSINESS SENSITIVE

o Develop a common meeting format to enrich our discussions and make the time spent
valuable to improving my performance

o Develop basic ground rules for conducting d:scussmns of issues and changes in
meetings with eXamples of What's acceptable arid what's unacceptable

o Utilize 3" parties. (nan-N&HS} 1o observe and foer corrective guidance in discussions or
forums prone in volatility, stc.

o Develop clear gﬂidmsoe for basic information requirements up-the-chain, including but not
limited to needs, hot-buttons, level of deiaji :

- We will have d‘fffarmi apimens and obsezvaﬁoﬂs fhm our diréctors, ALD and LD. We should
fee} free to discuss: our opposing points of waweveﬁ when they are contentious.

= When communicating with the arganization, make ftmutme that both successes and
shortfalls be discussed with equal levels of impartarine ‘We want to be held responsible and
accountable for both, and we should make ita pomt@to learn from both.

4  |wanttowork inan environment where there is mntuai and clear understanding of the criteria —Sridiamo
against which we make decisions, performi our roles.as manageas and execute our tasks. Then, | want to '
be emngered ‘atmy level to make the decisions that should bemade at my level and not be second
guessex

5. | want to work in an organization in whmh my teadersmp makes good and timely decisions, and is = St
not afraid of making decisions. Indecisiveness erodes confidence. | want my leadership to LEAD (have
vision) and explain why we are going in the directions we are anﬁ then give us the mcls to get thers.

4/5 actions:
a Develap an N&HS decxsmwmaiung model/process that ﬁnciucias cnteria, hme-lmes,

pnonttes‘ lmkaga and criteria for

- Beveicp ioaisﬁa facilitate decision making in a fimé W ‘manner and include assessment of sk
' andmtoawn(ag $oftware engineers in Defense Systems on bridge time —what are my
espor s}msxsesfaehansifﬁaey goor if they stay)

lwant my leadership to be responsive tosuggestions tdj improve our capabilities-- security, ~ Stcihand
Vi on/decontliction, execyt , ionships, professional growth, etc. We
&-some of ol ity risks back in February. | belleve we would be far
hette uggestions were implemented. We have been waiting for YEARS to get
SIPR&ET up and mnning  Several infractions could have been avmdedwim thatalone.

a. ﬂevelup and utilize an approach for tracking issues; progress and change or closure (traceability)
b. Discuss ideas for enriching o ngs to add va

¢. Communicate considerations, influences, factors and s‘q&mﬁs

- Provide sxamples

Mark)

BUSINESS SENSITIVE
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tes all lavels of mansgemerit for developing improvements

-pro:
and cotrective astms that have cross-divisional imgacts
o Identify ami Implement improvernents and ccfrectzve actions in a timely manner.
o Provide Depadment Managers the toals needed to correct deficiencies and shortfalls in their
own departments.

Exchange and discussion of needs and expectations between Directors and Depawnent
Managers
~ - Clarify and operationalize our business model(s)
o Developa Sirategy flowdown
; Pﬁorﬁiza a&‘forts

ok

<3
&8
é
2
g
g
:
<
§
-
g
¢
&

1d d utilize ancordmgiy
"Bevelop an N&Hs speciﬁc staffing process

BUSINESS SENSITIVE
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-~ Astrong reecimmendahan was made in May of 2008 to hold personnel accountable for —Siciliame
‘security infractions. The recommendation included 3 graded and reasonable approach that
included official documenitation all the way to forfeiti of pay. A coniscious decision was
made by seniar leadarshsp Nﬁﬁa impiemenfﬁus This recommendation was again proposed

. ‘along with many other suqg ” 12009, No feedback was provided on any

: is break ;e!bwn) other than DOE said the guards

: ember corrécty. Since the first bullet in the MSA

icat epartment Managers Iack of oversight resulted In many of our security

deficiencies, please: help us understand the criteria ‘Wwhich our senior leadership came to

these cann!usxomﬂack of action thatset s up for

= ‘Many of us view the MSA most!y as a failure. The réason the MSA' was xmtiated as explained
1o us, was due to the increase in security infractions and to help usimprove our security
performarce. Yet, instead of being a security focused event, it mutated into a soup to.nuts
- approach to fix every perceived problem within NHS. We focused more on project
management than on secutity improvement. It appaars to most of us that we took our eye off
the ball. Please explain the criteria and decision making that resulted in this.

< We haverolled something out called the SPSnet.”
allows us to communicate up to the SECRET level-a mengstourselv&s Please explain the
costs associated with this (it's not complete) and wha capability it brings fo us that couldn’t
be accomplished with 2 SIPRNET: system? Help e understand why we will be maintaining
iwo incompatible systems, how this decision was me de, and why.

This is a network; as | understand it which

'BOTTOM LINE: The fundarmental philosophy of leadership, as it pértains to National and Homéland.

“Sequrity, needs to. change at the top befora there will be-any ﬁo_; of Improvement within the ranks.

BUSINESS SENSITIVE
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To. Mark D Siciliano/SICIMD/CCO1INEEL/AUS@INEL

bee
Subject. Re: Fw: Do you! know what Curahee means9E=3
History: ~ ' g m&smessagehasbaenrepﬁsdtoandfmwarkded

Matk - You did a great job in-the meeting Friday, Thank you on behalf of all of us. Youtruly keep what is
important (Curahee) and the work produicts were are putting out there, in perspective with the absurd
minutia, It doesn't necessarily make it easier, but at least we kné ithat our leader understands what is
tmly important and. lsn'tafrald to vacaﬁze on our behalf.

“Thani you:

2y






Siollano/SICIMDICCOVINEE

opportunity to speak with [JJJJJJj about this a few weeks after it

€¢ Mark D Sicilino/SICIMD/CCOT/INEELIUS
boe
Subject Fw: For the record: Fw: "MANDATORY MEETING WITH
ACTING ALEF'21 AUG 09 @ UB-2 CONF RM 250

FY1, fromi a colleague that was also atthe meeting wheremmessed us. I'mglad | had the

Mark

This is just to document my feedback to you so there Is a record | have communicated it to Leadership.

Thanks for sharing the feedback from this meeting and also fmi

pened

Subjact For the meuraf Fw: "MANDATORY MEETING WITH ACTING
AlLDr21 Auc. 09 @ UB-2 CONF RM 250

last week's PM [WFQ/CWFO mesting.

MANDATORY N (EVT‘ING WITH AGT!HGALD-Feedbackim |

: i oroup and
' »ﬁ:i‘R ,me dete;:wrmmmenf,

Bssage m‘fm'fn deﬁvem Their message
. The msporfstblbw of the message






ekgd the wrong pr "ects why of 11 Department Managers
ted within my Department, jpure una&u&efa%:ed bias with a perceived
dings of the MSA are qmte hnging personaﬂy as | documented the

Post MSA the LMT refnoved the DMs fron the process and developed wrrectwe
actmnsali by themiselves. They slone are responsible for the faillire of the MSA and the CAP to properly
focus cal afSECUR Y fssuesandfbcﬁtem‘ We the M's have executed their CAP actions,

ten (Projec he L s to dgmonstrate they do not meet the Lab's

cut among the LMT as someone familiar with- the iasge kriown vald between the INL procedures and
N&HS operations. | have sent other emails where, when | volunteered my own time to help fix the restant
- criteria, | was treated unprofessicnally and told the "experts® already had it covered. | have proven these
"experts" werenutandﬂaeyd:dnetmeetmePOL 111 expeciations.

in summary, ! feol JJJJJJfff could be retaliating against my statement to him about
“being attacked-by-a Navy Seal” and/or my previous engagement with him on hiring where he did not
app“rééiate me calling him on facts, particularly ones he sfated that were documented falsehoods.

ad iy o ‘é}epaﬂment Managers
my?neeﬁng ta attend your meeting

‘ALD's DOE ID peer, and DOE:—!D was scheduled for
A . This eeting had many hours of pre-briefings for BEA = 1D for a critical precedence
setling approval by [l To expectthat! would reschedute this is unpmfessnonai even more so when
this expec&ahon was not communicated to me prior. Enough said. -

Surmmary , .

| continue to be deeply saddened and disheartened, having worlied o hard to improve things here before,
durir rthe MSA to be treated like this. Even worse i this s light compared to how our good
-employees have been and will be freated Inan unprofessional anne ‘

Have a good day

“-

—— Forwarded by [ - 051*/2005 09:00 A —

To I

26






SICIMD/CCO1INEEL/US@INEL
, RY MEET!NG WITHACTING ALD" 21 AUG

I nertioned this fnééﬁﬂg on the phone: This is for the record.

_aﬂé_cam over.

‘ iateiydefanswe and tried to ;ustify his,
aised by an employee was irrelevant.

negative and did adt»acknowwdge
sive of his speech arid efforts. in

1 mmedwww asked-tc be careful of his words. *ﬂ 3¢ f to b[ow off hisstatement. 11t
. -know that I did not think his words were appropriately that | havelhad many folks use the term. [tappears.
your discussion with [l the tast time he used "hostile" was ingffective.

spoke as well yet did not come off as genume o e in his accpetance of responsmmty for
the majority of issues, ;ather the message received was " all these actions reflect badly on me"

Let me know any other information you requiire.






‘Subject "MANDATORY MEETING WITH ACTING ALD" 21 AUG 09
@ UB-2 CONF RM 250
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UB-2 Residents & Dthsrs*

- ‘We have all been invited to a* MANEATGRY MEETING" with tlh Actmg ALDat UB-2, Conf Rm 250 from

’ _;3‘33?!56 kx4ﬁ(}PM 21 Aﬂgﬁg
_f’fﬁéﬁ@

NGTF'” \T UJP"S er avT F’r.‘;

(MCipeats Siwce Ther
Tione Thaeg haw

WDW"/ Pﬁt—u‘é Arrer

;7 + The AlD o~ Als
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Qgilvie, zJanice E

Page 1 of 5

Erom: & o
Sent:  Wednesday, June 09, 2010 11:26 AM |
To:
Ce: chmam Mark David; Qgrme Janice E
Subject: RE Supp!Ementa | 10CFR708

oee:

Intheinterests of aﬁmmlstra‘twe efficiency, | will consider Mr. Sicilian
conjuriction with the current’ investigation. BEA has until June 19, 20
has granted me an extension until June 30,2010 to complete the in

1 you have any questions, feel free to'contact me.

- Sinicerely,

From: Mark D Sscriianc {ma’lthark.Sucdiano@ml gov]
Sent: Tuesday, June 08, 2010 11:52 AM

To: Ogilvie, Janice E (NE-ID)

Cc: IR =k D Siclliano

Subject: Supplemental 10CFR708

Dear Janice,

I mei:w:m ‘my attorney yesferday and went over my case. | need to ﬁ[l ‘

to retaliation that hias occurred since'| filed my original complaint. Th

-and 24 March, 2010, respectively. It is within the 90 day requirement f
teview/assess the mmplamtami farward it through the appropriate
“what |-can dotohelp:.

- Thank you!,
Very Respectfully,

Mark

)'s supplemental complaint in
8 tofile'a response. The Director
stigation and issue my report.

a sa;:p!emenzal 708 complaint due
specifics are in the attachmentand

this email string i evidence. | will deliver a signed copy fo you as well. The retaliation took place on 19

r reporting. | assume you. will

e | ing pracess Please let me know

Mark Siciliano

Emaﬂ* mark sicihanmmnl 20

Rialie National Laboratory

6/10/2010

National& Homeland Security Direch
P.0. Box 1625, MS 3520 + ldaho Falls
0: 208.526.4464 (STE}¢ C: 208,360,

[orate
D 83415
4367 ¢ F: 208.526.9981
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-~ Forwarded by Mark D Sicillano/SICIMD/ECOINEEL/US o 08/07/2010 03:26 PW —
Mark D Siclliano/SICIMDICCOTANEELIUS '

03BIZ0IGAZIEPM

rhiermore, history in N&HS will show that il
‘  are “interested.” Your comment
Jis completely false. The

sitivé contribution | could have made
adership are treating me
should have asked me to. You
nd career history asis
s well as the mission sets of my

about cing a prod enwronment for your and ot scess” is %aﬁghable Actions sp&ak; louder than
~ words and if your-comment had any meit, | would have been invited t6 attend in the first place. Perhaps | will be
able to use this as an example during the 1nclusmn Strategy Team m ftmgs that | volunteered to be a part of. If
fiy memory setves me correctly, INL came up significantly short on the Gallup survey for mclthnon and | can
certainly understand why. ‘

There is probably litle sense in asking HR to fook into this. Its obviously retribution for filing a 708 complaint as
well as other concerns with DOE-ID that BEA didn't adequately address. | am very thankful however, that DOE-D
and others have taken posit‘ve steps to look into miy concerns and | béheve the results will be very enlightening.

Thanks for your reply,

Hark Siciliano, Depariment M Spat;iﬂ

Hational & Homeland mmmm ‘

Idabo National L shoratory U

P.C. Box 1625, M5-3520, Ideho Falls; B -3520

01 208-526-4464, € 208-360-4367, 5 ?E‘ 268~ ,’25-44%

Ernail; Mark.5i mﬁiam@hl.gsu ' :

SIPR: 2icilim { o s AR

{Please coltbmail it afmmmm SIPRHETY

6/10/2010






O31/2010 08:06 AM.

Page 3 of 5

ICIMD/CCO1INEELTUS@INEL

Thanks for the reminder of the request for information. The e-mail shist down over the weekend delayed me

rsatchmg up' on e-mail from last week.

Regarding the visit byqn I was not awarre that there were inyites distributed. - Participants in the
briefing Te: present as part o

eir role in providing presentations. |[Even though | cannot speak for everyone
ring various presentation, | expect that others chose to parficipa

te based o their level of interest. |

alsa was present based on my mterest and to provide oversight on swunty for the Toreign visitor.

was visiting and that [l was the POG was distributes
= ewed two of these that | had archived, and founc
‘mere also was an rN?etes descnbmg the upcoming vis

regafdmg the Lab-WIde presentation by

With this much advanced notification and if there was the potentlal of.

L inthe N&HS visitor logs sent out by
this visit listed on the logs distributed on
tand [ think there was an announcement

Tgniﬁ‘cam contributions based on past
relat:ensmpsw:th the visitor organization, | would have liked to see a of tF /

you, offer the information pnor this type of visit.

Additionally, consider myself part of the N&HS Leadership and 1 am

ofiﬁe refationship managers. including,

gﬁt doing "everything possible" to make you
-quit. | believe that my actions and decisions have been focused on de

‘and our-success:

Mark D SiclllanolSICIMDICCOINEELIUS

0313012010 10:29 AM

Memomndum for the Record—

My emplnyee concemn was not address nor replied to-as of this date. |

6/10/2010

veloping a pmducﬁve efviropment for your

ICIDICCOANEELIUS@INEL
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Mark Siciliano, Departrnent Marvager, Snemn Progr:
Hational 3 Homeland Security lirectorate | -
Idabio National Laboratory

P.O. B‘Oﬁ 1525, m-ssza, {datio Fails, ID 334 53520

lasho Nationd Laboratory

{Wmm tfﬂﬁm uﬁtainwgsejt o SIPRHET}

Mark D Siciliano/SICIMDICCOTINEELIUS

0312472010.05:29 PM

onship between SOCOM; JSOC and
Iy ground force commander at
complish mission success in

, d | request an explanation as to why |.am

itly th T straf , luded. Noteworthy that you scheduled this
rkspace and stﬂ didn*u ite me.. pp.earsto me that the ieadershipin N&HS is doing everything
to make me quit. | look forward fo your response and | would like to know whe owns the decision to keep
me out of this. Finally; and | have mutual Flag and Generd officer friends— it would have been a
poSthVe contribution and opportunity.

Regards,

Mark

cc ta File

110010






x
£33

3

e 2 s §

6/10/2010
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Sent: riday, Apnl 30, 2010 11:35 AM

Subject : T PRIVILEGED COMMUNICATION

U.S. Department of Energy - Idaho Operations

Sent: ll-n!ay, !pn' 30, 2010 11:06 AM

To:
Subject: Fw: ATTORNEY CLIENT PRIVILEGED COMMUNICATION

Subject Fw: ATTORNEY CLIENT PRIVILEGED COMMUNICATION






National ! Homeland Security Directorate

ldaho National Laboratory

Sent: 04/29/2010 01:49 PM MDT

vo:

Subject: Re: Fw: DOE Form 5639 3

The takeaway is that someone modified the form (whlch makes it fraudulent) and completely changed it which drove the
procedure we used to conduct investigations. It is not in line with DOE. | knew it didn't make a lick of sense to do what
was being done. The form is supposed to be used page one first (dah) which is notification of an incident. Then an
mvestlgatlon is'completed. Then page 2, Part Il is completed and IF an infraction is issued to an individual, the individual

signs it then. We apparently were hell bent on assigning responsibility and overlooked some basic principles, just little
thlngs- like due process and civil rights. .

At any rate, something good will come out of this. Too bad the carrot dldn't work, but sometimes you have to use more
. impactful methods when common sense is AWOL.





Have a gooci trip. See you in 3 weeks.

National & Homeland Security Directorate
20 ¢ Idaho Falls, ID 83415

) ¢ C: 208.360.4367 ¢ F: 208.526.9981

SIPR:- sicitianom:
IC: whsicmdidee i gov

klaho National Laboratory

04/29/2010 05:04 AM

.Subject Fw: DOE Form 5639-3

Thanks, I'll take a look when | am not tethered to just a BlackBerry.

What are the page 2 differences?

Idaho Nation_al Laboratory

— Original Message -

From: |

Sent: 04/28/2010 10:27 AM MDT

To:

Subject: Fw: DOE Form 5639-3
|

| thought you might like to know. Apparently, BEA was using a modified version of the official DOE investigation form.
Looks like my concern had more validity than

people thought. | knew it didn't make a lick of sense to do what they were
doing. ‘






ational & Homeland Security Directorate

P.0. Box 1625, MS 3520 ¢ Idaho Falls, ID 83415

0: 208.526.4464 {STE) ¢ C: 208.360.4367 ¢ F: 208.526.9981
E-mail: mark siciliano.zinl gov

R SIPR: sicitianom zsec. smil.mit
ldaho National Laboratory ¢ i cicmdindos ic 20V

-- Forwarded by:|

YIANEEL/US on 04/28/2010 10:24 AM ———-

1AINEELUS
04/28/2010 09:10 AM

Subject DOE Form 5639-3

A DOE-HQ mvestlgator provided me with the official DOE form 5639-3 which | attached incase you want to use the
correct form during your mvestlgatlons There are several differences between this form and the one that BEA is using,
especially on page 2.

Hope it helps.

National & Homeland Security Directorate
.

E-mail: mark. sicitiano.zinl gov
i SIPR: sicilianomasoc, smil. mil \
idaho National Laboratory IC: idsicmdidoe . ic ooy
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U.S. DOE Idaho Operations Office CAP Validation Review Report

Background

As a result of an incident of security concern (I0SC) in the Battelle Energy Alliance (BEA)
National and Homeland Security (N&HS) directorate, a series of assessment were conducted
internally by various management and security teams. Each assessment identified several issues
or areas where improvements were needed. In order to correct these identified deficiencies BEA
N&HS developed and implemented a Corrective Action Plan. The Corrective Action Plan
consisted of 22 separate correctlve actions, each with a target completion date and an a531gned
responsible manager.

The DOE Idaho Operations Office Security Division was tasked to perform a validation of the
BEA corrective actions related to the IOSC and has completed the review. This report contains
the evaluation and conclusions of that effort.

Scope

" The validation review effort was focused on whether N&HS corrective actions were adequately
closed. This review was not intended as an effectiveness review. However, since it was
performed concurrently with a BEA Safeguards and Security (S&S) survey, all validation
activities were evaluated for potential non-compliance with DOE S&S directives and would have
been included in the survey report if any issues were identified.

Each of the corrective actions was assigned to a review team member who was responsible for
using standard review methods to gather objective evidence and evaluate whether the specific
corrective action was adequately closed or not. Several of the corrective actions are related and
there was some collaboration between team members, especially since some of the closure
documents were applicable to multiple corrective actions. N&HS had several binders of closure
documentation, but most team members’ requested additional documentation in order to complete
their evaluation.

Review Team
The review team consisted of the following members from DOE-ID:

Team Leader: - — Corrective Actions B8, D1, D2, D3

Team Members:

— Corrective Actions Al, A2, A3, Ad; AS

— Corrective Actions B1, B2, B3, B4, BS

— Corrective Actions B6, B7, C1, €2, C3,
= Corrective Actions E1, E2, E3

Page 3 of 40





U.S. DOE Idaho Operations Office CAP Validation Reviéw Report

Executive Summary

Based on the number of reviews conducted by BEA and internal to N&HS, the initial impression
was that the validation review might be completed fairly quickly. However, it soon became

. apparent that the closure documentation gathered by N&HS in five large binders did not

adequately demonstrate closure, at least to the satisfaction of the review team. The team
requested and reviewed numerous additional documents in order to arrive at their conclusions.

- The N&HS Deputy Assoc1ate Laboratory Director/Director of Operations was the primary point

of contact for this validation review. All of the N&HS staff who were interviewed or provided
documents for this review were very helpful, which was appreciated by the review team. Most
personnel on the review team have previously performed assessments or surveys in the N&HS

directorate. The cooperation for this review was improved compared to some similar reviews,
and the overall attitude was much more positive towards taking the necessary steps to 1mprove

their security posture.

- The conduct of all of the internal reviews, and the development and completion of all the

- . corrective actions has taken significant effort on the part of N&HS personnel, along with
- 'personnel from outside their directorate, Certainly within the N&HS management there appears
* ... to be a renewed emphasis on meeting security requirements and holding employees accountable

" _if they do not. N&HS management has put processes, procedures, and practices in place that
":should greatly improve security compliance if implementéd over the long terin;, but improverernt

. oover the long term must still be demonstrated.

L "Orgamzatlonal and structural changes within N&HS have resulted in much more internal
-~ oversight of security performance. In the N&HS directorate, two opposing forces exist that are
- -in conflict. One focus is on obtaining new business in the most efficient manner possible. The
."‘other is on meeting security requirements in probably the most security sensitive work areas ‘
“-*within the Idaho National Laboratory. In preceding years the focus on obtaining new business
- -was the greater pressure From interviews conducted and the corrective actions reviewed these

18 comfor_table that secunty requxrements and attitudes towards those requ1rements are in line
- with their expectations, the balance may have swung more towards security in some cases.

A good example of this change in focus and attitude is probably corrective action D2. While

- N&HS is tracking actual security incidents, they are also tracking leading indicators that are

likely precursors to security incidents, such as “near misses.” An example of a “near miss” is
when the protective force conducts searches prior to entry into a security area and finds a
prohibited item prior to its introduction into the security area. These efforts are positive and very
commendable, and certainly the number of IOSC have been reduced from previous years.
However, based on the leading indicators it may still take some time for the security culture to be
fully implemented in a manner that N&HS management desires. When the trends in leading
indicators are reduced over time, along with the continued improvement in IOSC, then it will be
apparent that corrective actions were effective and improvements occurred.

Page 4 0of 40





U.S. DOE Idaho Operations Office - CAP Validation Review Report

Conclusions

While the scope of this review was only to validate the closure of the corrective actions, the team
noted in several instances that the corrective actions themselves were sometimes ambiguous and
led to difficulties in obtaining adequate documentation of closure. Better corrective actions with
more consideration of documentation necessary to prove completion may have led to easier
evaluation of some of the corrective actions, Several corrective actions contain more than one
identifiable task that could have been separated out and made both closeout and validation
conclusions more apparent. Since the corrective actions are written with multiple tasks it may
have led the responsible managers to focus on some tasks and fail to notice others.

"Overall, 21 correctzve actions were validated as adequately closed and 1 was evaluated as
needing further action. A few of the corrective actions were not initially evaluated as adequately
closed, but the outstanding issues were minor, such as a change in internal procedure wordmg,
and the contractor resolved these prior to the end of the validation review. The remaining open
cotrective action, B8, involves training N&HS employees and was almost complete at the
conclusion of this report.

It is apparent to the r‘é\‘kiéw team that signifi cant improvements have been made since the
has a good chance,of changmg the securlty culture 1f mamtamed. Appendix A contains the
Corrective Action Validation Worksheets for each of the 22 ¢orrective actions. Some of the
significant points from these worksheets have been captured in this summary. Below are the
results of which correctlve actions are considered to be adequately closed and which require
additional actions.

Corrective Actions Validated as Adequately Closed
Al ~ Conduct a meeting with N&HS Department Managers to clarify the priorities of the

laboratory and the expectatlon for simultaneous excellence (i.e., balanced priorities). Further,
clarify the expectation. that Department Manaoers are respon31b1e for aH program and non-

. A2 — Conduct "All Hands" meetings with N&HS personnel to provide a summary of security
incidents, causes, actions being taken to address these issues, and to clarify the priorities of the
laboratory and the expectation for simultaneous excellence (i.e., balanced priorities). Stress safe,
secure, and compliant work activities as "musts” for our work and not open to compromise in the
interest of meeting demanding customer requirements. Further, make clear the expectation that
personnel must understand and work. in accordance with company-level and N&HS processes,
emphasizing rigor and discipline. Also, stress the use of "Stop Work" when encountering an
unusual circumstance and performing work with a questioning attitude.

A3 — Complete meetings between N&HS Division Directors and their Department Managers to
discuss Department needs. Conduct a working session with N&HS Department Managers to
discuss common challenges and solutions in meeting the expectation for balanced priorities,
rigor and discipline, and effective first-line supervision. The product of the meeting will be
specific actions, assignments and due dates:

A4 - Review and revise N&HS employee roles and responsibilities, accountabilities and
authorities, as necessary.
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AS —~Review and revise N&HS employee performance goals, as necessary.

B1 — Complete and document a roll-down of security requirements derived from DOE Orders
and other Contract requirements. Show how applicable requirements are implemented in N&HS
policies and procedures.

B2 - Develop an N&HS level Program Management Plan that details how work is accomplished
across the N&HS enterprise. The Plan should clearly identify the procedures used for all N&HS
program and facility work and daily operations. -

B3 — Prepare a single Management Control Procedure that documents roles and responsibilities
of the N&HS ALD, the direct reports, line management, and key support positions within N&HS
(operations lead, security lead, etc.)

B4 — Use the existing INL processes for project planning and control and "work for others" as a
starting point to develop, document and implement supplemérital procedures for work involving
classified information and intelligence-related work. Train affected personnel on the process.

B5 — Develop, document and implement a procedure to be used following the completion.of
PREPS that formalizes project risk mitigation and includes review at the Department Manager
level and approval at the Division Director level. Ensure that the risks resulting from staffing
level limitation are addressed in this procedure. Train affected personnel on procedure. -

B6 — Develop and 1mplement an N&HS pr0Ject change review process 1mp1ementmg monthly

expectations.
B7 —Perform job task analyses for the specnﬁc work performed by N&HS staff (and matrlxed
staff performing N&HS-specific tasks) arid revise individual training plans accordingly using a
systematic approach to training. Provide personnel with refresher training as appropriate.
“C1 - Conduct team reviews and implenent those recommendations approved by N&HS
management for improvements in access controls and securing of areas to mitigate human error.
C2 — Develop, document and implement. an“ N&HS standardized approach to address the risk
clasmﬁed The approach should address the potentlal for classified subject matter mlgratmg into
higher classification levels or other controlled access levels. ‘
C3 - Complete a survey of classified documents, dispose of documents that are no longer
needed, and put in place a process that appropriately limits the number of ¢lassified documents
retained by N&HS.
D1 — Fully implement the risk-based assurance activities detalled in the N&HS Contractor
Assurance Portfolio.
D2 = Augment the existing N&HS self- assessment program to include risk-based and
performance-based management and independent assessmietits across all important performance
areas using, to the extent practical, leading indicators. '
D3 — Implement the lessons learned program for security-related issues that includes both
internal and external lessons learmed. Provide these lessons learned to the INL Lessons Learned
Program.
El- Implement an employee-driven security awareness and zmprovement team along the lines
of the INL Employee Safety Teams.
E2 — Implement an employee peer review process for security-related activities along the lines of
the SOAR program.
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E3 — Continue the use of "security shares™ at each meeting of N&HS staff with increased
emphasis on lessons-learned and security challenges facing the N&HS staff.

Corrective Actions Requiring Additional Actions
B8 — Develop and implement training based on the gaps identified by applying a systematic
approach to training. Provide training to personnel identified as needing this training.
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Appendix A — Corrective Action Validation Worksheets

CORRECTIVE ACTION VALIDATION WORKSHEET
CORRECTIVE ACTION NUMBER: Al

CORRECTIVE ACTION STATEMENT: Conduct a meeting with N&HS Department Managers to
clarify the priorities of the laboratory and the expectation for simultaneous excellence (i.e., balanced
priorities). Further, clarify the expectation that Department Managers are responsible for all program and
‘non-program related work for that Department and for establishing a first line supervision presence that
reinforces these priorities on a daily basis and establishes clear accountability.

PLANNED COMPLETION DATE: April 28, 2009
| ACTUAL COMPLETION DATE: May 20, 2009

| REVIEW ACTIVITIES:

» v‘qu;uments Reviewed: ,
A copy of the meeting presentation materials and a copy of the attendance roster.

Personnel Interviewed:
- | Deputy Associate Laboratory Director/Director of Operatioris
Di,rector Nuclear Nonproliferation

| ‘Reoccurring training is conducted laboratory wide on an annual basis.

'.‘ P@rfﬂrmancc Observed:
Wot Applicable

| EVALUATION: A review of the meeting slide presentation and roster was conducted. Corrective
" | action was satisfactory.

- ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [JYes [XINo-

REVIEWER: N DATE: August 3, 2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: A2

- CORRECTIVE ACTION STATEMENT: Conduct "All Hands" meetings thh N&HS persormel to

' provide a summary of security incidents, causes, actions being taken to address these issues, and to clarify
the priorities of the laboratory arid the expectation for simultaneous excellence (i.e., balanced pnormes)
Stress safe, secure, and compliant work activities as "musts" for our work and not open to compromise in

_the interest of meeting demanding customer requirements. Further, make clear the expectation that

- personnel must understand and work in accordance with company-level and N&HS processes,
emphasizing rigor and discipline. Also, stress the use of "Stop Work" when encountering an unusual
circumstance and performing work with a quéstioning attitude.

PLANNED COMPLETION DATE: May 18,2009
ACTUAL COMPLETION DATE: September 16, 2009

REVIEW ACTIVITIES:

Documents Revnewed

hst documentlng the electromc trammg method

Personnel Interwewed'
Deputy Associate Laboratory Birector/Director of Operatlons
- Director Nuclear Nonproliferation

Performance. Observed:
Not Applicable

EVALUATION: A review of the meeting slide presentation and roster was conducted.

Classroon training was conducted on May 4, 2009, while the electronic trammg method was coimipleted
on September 16, 2009.

The slide presentation did not contain speaker niotes, and the impression was that the emphasis was on.
N&HS accomplishments with little emphasis on security requirements. However, in reviewing the email
thiat was sent to the individuals Who did not atténd the classroom training, but did the individual read and
acknowledgement of self-training, the email clearly emphasized security requirements as a top priority.
Recurring training is held during All Hands meetings on an anriual basis.

Corrective action was satisfactory.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ ]Yes [XINo

REVIEWER: [ ' DATE: August 3, 2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER

CORRECTIVE ACTION STATEMENT: Complete meetings between N&HS Division Directors and
their Department Managers to discuss Department needs. Conduct a working session with N&HS:
Department Managers to discuss common challenges and solutions in meeting the expectation for
balanced priorities, rigor and discipline, and effective first-line supervision. The product of the meeting
will be specific actions, assignments-and due dates.

PLANNED COMPLETION DATE: May 22, 2009
ACTUAL COMPLETION DATE: August 19,2010

REVIEW ACTIVITIES:

Documents Reviewed: -
Presentation Materials’
Attendance Rostérs . .
Action List o
Issues List

INL Memorandum dated June 28 2010 from J.E. Dwight “Closure of Actions from the National and
Homeland Security Correctlve Action Review Board”

Personnel Intervxewe_d: . _
Deputy Associate Laboratory Director/Director of Operations
Director Nuclear Norproliferation

Performance Observed:
Not Applicable

EVALUATION: There were numerous versions of action lists and issue lists in the file. The
Management Assessment documented that meetings were held, but some actions were considered of no
valug and not implemented and that the corrective action was complete, however in other memorandums,
it indicated that several-were accepted and being pursued. The June 28 memorandum did not discuss thls
corrective action.

There were several memoranduins on file, which contamed a rnanagement approved action list, with
assignments made and due dates or completion dates established. The status of these actions, were
updated on three different occasions, with most of them completed to date.

This.corrective action has a memorandum:documenting the history-of each management approved
recommended action, and the status to-date. This action is considered complete.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ ]Yes [XINo-

rReviEWER: [N | DATE: August 19, 2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: A4

CORRECTIVE ACTION STATEMENT: Review and revise N&HS employee roles and
~responsibilities, accountabilities and authorities, as hecessary.

- PLANNED COMPLETION DATE: July 1, 2009
ACTUAL COMPLETION DATE: June 28, 2010

REVIEW ACTIVITIES:

Documents Reviewed:

Memorandum dated July 22, 2009 from— to all supervisors directing that all employees have a
revision to their PD as necessary as stated in the following paragraphs

The manager PD’s must include the following statement:

Responsible for ensuring all assigned activities and facilities are operated in a secure manner and in
accordance with-applicable laboratory excellence procedures, within safety authorizations, in accordance
with secyrity plans and requirements, in agcordance with environmiental permits and in full compliance
with Laboratory, state, federal policies, procedures, divectives, and regulations. Responsible for
maintaining high standards for the workforce in terms of simultaneous excellence in mission, safety,
seeurity and environmental stewardship;: and providing for an adequate level of oversight in-all assign
activities and facilities to ensure simultaneous excellence and to proactively address weaknesses.

All staff PD’s must include the following statement or similar:

Responsible for completing all assigned activities and work in facilities in a secure manner and in
accordance with applicable laboratory excellence procedures, within safety authorizations, in accordance
with security plans and requirements, in accordance with envirommental permits and in full complionce
with Laboratory, state, federal policies, procedures, divectives, and regulations. Responsible for
maintaining high personal siandards in terms of simullaneous excellence in mission, safety, security and
environmental stewardship; and for timely identification and reporting of issues and areas for
improvenient to ensure simultaneous excellence. Responsible for supporting and participating in.a
workplace culture in which simultaneous excellence is the norm and peer feedback in regards to
simultaneous excellence is both timely and welcome.

Reviewed emails from all supervisors confirming that they had updated all positions descriptions (PD) for
their employees.

Reviewed one PD-and it had the statement under the responsxblhty sec“uon ‘mitigate risk (cost, schedule
safety, security, environmental compliance, and quality)...

Personnel Interviewed:
Deputy Associate Laboratory Director/Director of Operations
Director Nuclear Nonproliferation
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Performance Observed:
Not applieable.

' EVALUATION: The corrective action statement does not indicate what the intent or objective for this
action is thetefore it assumed that the above statement meets the interided outcomie.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ ] Yes No

reviEWER: [N DATE: August3, 2010
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CORRECTIVE ACTION VALIbATION WORKSHEET

CORRECTIVE ACTION NUMBER: A5

CORRECTIVE ACTION STATEMENT: Review and revise N&HS employee performance goals, as
necessary.

PLANNED COMPLETION DATE: July 1,2009
ACTUAL COMPLETION DATE: June 28, 2010

REVIEW ACTIVITIES:

Documents Reviewed:

Emails from all supervisors confirming that they had updated goals in performance agreements for their
employees.

Two sample performance agreements were reviewed and reflected that zero percent security incidents is a
goal.

Personnel Interviewed:
Director Nitclear Nonproliferation :
Deputy Associate Laboratory Director/Director of Operanons

Performance Observed:
Not applicable.

EVALUATION: The corrective action statement does not indicate what the intent or objective for this
action is therefore it assurned that the above statement meets the intended outcome.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ Yes No

REVIEWER: | ' DATE: August 3, 2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: Bl

CORRECTIVE ACTION STATEMENT:

Complete and document 4 roll-dow of sectrity requirements derived from DOE Orders and other
Contract requirements. Show how applicable requirements are implemented in N&HS policies and
procedures.

PLANNED COMPLETION DATE: June 10, 2009
ACTUAL COMPLETION DATE: August 13,2009

REVIEW ACTIVITIES:

Documents Revxewed

Letter— dated 8/13/2009 on B1 closure

1 National-and Homeland Security Corrective Action Plan, 5/18/2009

N&HS Security Incident Corrective Actionis Management Assessment, February 2010

Human Performance Improvement Assessment of Security Incidents for N&HS, 2/2009

Effectiveness Review of N&HS Security Incident CAP, 3/31/2010

Closure Actigns from the National and Homeland Security Corrective Action
Review Board, 6/28/2010 .

Final Report Management Self Assessment for the N&HS CMPC 5/15/2009

INL Contract DE-AC07-051D14517, Section J, Attachment G, Modification 161, List B

Emcil, S i SR - ¢/5/2009
B Binder, Corrective Action B1 documentation '

Email NHS: Document Holdings, 6/29/2010
Email Results of TS Inventory, 8/1 1/2010
LWP-11201 Classifying Information

N&HS Security ‘GAP Evaluation
Revised B1 Corrective Action

Addendum A fo Corrective action B1.
Personnel Interviewed:
Deputy Associate Laboraiery Director/Director of Operations
Director Nuclear Nonproliferation
- N&HS Security Operations Specialist
N&HS Security Operations Specialist

Performance Observed: None

EVALUATION:

Review of N&HS documentation and interviews conducted found this corrective action as written not
complete. The DOE requirements roll down did not include all of the DOE Orders/Manuals in the INL

Contract List B and did not include anything further than conducting an evaluation to determine if there
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were gaps in the Lab Wide Procedures related to the security events N&HS had experienced, then
determining if there was a need to develop or modify N&HS internal procedures.

Upon making N&HS aware that DOE-ID ¢ould not validate the B1 corrective action as written, N&HS
made a clarification to the Corrective Action Plan including an Addenduin to B1 explaining the intent of
the roll-down and what N&HS actually did for this Corrective Action. Based on the revised verbiage in
the Corrective Action and the Addendum content this corrective action is now validated as closed.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ Yes No

REVIEWER: I - DATE: August 23,2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: B2

CORRECTIVE ACTION STATEMENT: Develop an N&HS level Program Management Plan that
details how work is accomplished across the N&HS enterprise, The Plan should clearly identify the
procedures used for all N&HS program and facility work and daily operations.

PLANNED COMPLETION DATE: July 28, 2009
ACTUAL COMPLETION DATE: October 3, 2009

REVIEW ACTIVITIES:

Documents Reviewed: '

National and Homeland Security Corrective Action Plan, 5/18/2009

Human Performance Improvement Assessment of Security Incidents for N&HS, 2/2009

N&HS Security Incident Corrective Actions Management Assessment, February 2010

Effectiveness Review of N&HS Security Incident CAP, 3/31/2010

Final Report Management Self Assessment for the N&HS CMPC 5/15/2009

D. Hesse to J. waht Closure Actions from the National and Homeland Security Corrective Actxon
Revxew Board, 6/28/2010

N&HS Program Plan, 10/3/2009

PLN-3090 MSA Implementation Plan for N&HS CMPC

NHSD-=03-07 Menthly Project Reviews

NHSD-06-01 Roles and Responsibilities

- NHSD-07-11 Classification Level Risk Management

N&HS Staff Refresher Training related to Security Incident Part 1

N&HS Staff Refresher Training related to Security Incident Part 2

GDE-533 NHSD Guide to Procedures

5 Project Execution Plans
¢ FY 2008 Project Execution Plan for INL: Theater Battle Management Core Systems Support
» Project Execution Plan Russian Research Reactor Fuel Return Program (RRRFR)
e Project Execution Plan Detection and Radiography-Systems Development and Assessment
¢ Project Execution Plan Develop a Safeguards Approach for INL Pyroprocessing Lines for

Demonstration to the JAEA

s Project Execution Plan SOP and Isotope Production Using a Mass Separator at INL

Personnel Interviewed:
Director Nuclear N’onproliferation

Performance Observed: None

EVALUATION:

This corrective action is validated as closed. N&HS did develop an N&HS level Program Management
Plan. N&HS also issued guide, GDE-333, National and Homeland Security Guide to Procedures on
March 5, 2010.
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ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ Yes

ENO

reviewer: [ | DATE: August 17, 2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: B3

CORRECTIVE ACTION STATEMENT: Prepare a single Management Control Procedure that
documents roles and responsibilities of the N&HS ALD, the direct reports, line management, and key
support positions within N&HS (operations lead, security lead, etc.)

PLANNED COMPLETION DATE: June 11, 2009
ACTUAL COMPLETION DATE: August 13, 2009 and Updated MCP for Re-Organization 3/31/201 0

REVIEW ACTIVITIES:

Documents Reviewed: ’

‘National and Homeland Security Corrective Action Plan, 5/18/2009

Human Performance Improvement Assessment of Security Incidents for N&HS, 2/2009

N&HS Security Incident Corrective Actions Management Assessment, February 2010
Effectiveness Review of N&HS Security Incident CAP,; 3/31/2010

Closure Actions from the National and Homeland Security Corrective Action
Review Board, 6/28/2010

Final Report Management Self Assessment for the N&HS CMPC 5/15/2009

B Binder, Corrective Action B3 documentation

TOC-684 Table of Contents

N&HS-1.1 Roles and Responsibilities DRAFT v
Email ﬁ 9/23/2009 N&HS -06-01 Typographical Error Clarification
NHSD-06-01 Roles and Responsibilities, 8/13/2009

| Personnel Interviewed:
Deputy Associate Laboratory Director/Director of Operatlons
Director Nuclear Nonproliferation

Performance Observed: None

EVALUATION:

This corrective action is validated as closed. N&HS did prepare a single Management Control Procedure
that documents roles and respornisibilities of the N&HS ALD, the direct reports, line management, and key
support positions within N&HS (operations lead security lead; etc. ) N&HS ailso updated the MCP after
their reorganization.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [JYes XNo

REVIEWER: [ G DATE: August 17, 2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

' CORRECTIVE ACTION NUMBER: B4

CORRECTIVE ACTION STATEMENT: Use the existing INL processes for project planning and
control and "work for others” as a starting point to develop, document and implement supplemental
procedures for work involving classified information and intelligence-related work. Train affected
personnel on'the process.

PLANNED COMPLETION DATE: July 16,2009
ACTUAL COMPLETION DATE: February 15, 2010

REVIEW ACTIVITIES:

Documents Reviewed:
National and Homeland Security Corrective A¢tion Plan, 5/1 8/2009
Human Performance Improvement Assessment of Security Incidents for N&HS, 2/2009
-N&HS Security Incident Corrective Actions Management Assessment, February 2010
Effectiveness Review of N&HS Security Incident CAP, 3/31/2010
Closire Actions from the National and Homeland Security Corrective Actlon
Review Board, 6/28/2010
Final Report Management Self Assessment for the N&HS CMPC 5/1 5/2009
Letter Completion of Security Incident Corrective Action B4, dated 2/15/2010
N&HS Tailored Controls for Intelligence Work for Others DRAFT, 10/21/2009
N&HS Tailored Controls for Classified Work for Others DRAFT
5 Project Execution Plans
¢ FY 2008 Project Execution Plan for INL Theater Battle Management Core Systems Support
s  Project Execution Plan Russian Research Reactor Fuel Return Program (RRRFR) .
o Project Execution Plan Detection and Radiography-Systems Development and Assessment
e Project Execution Plan Develop a Safeguards Approach for INL Pyroprocessmg Lines for
Demonstration to the IAEA
,,,,, B e Project Execution Plan SOP and Isotope Productlon Using a Mass Separator at INL
' PREPS for the 5 Project Execution Plans
Theater Battle Management Core System (TBMCS) Low Risk: security review not match PEP
Russian Research Reactor Fuel Return Program (RRRFR) Medium Risk Issues ’
Detection and Radiography-Systems Development and Assessment
Develop a Safeguards Approach for INL Pyroprocessing Lines for Demonstration to the IAEA
SOP and Isotope Production Using a Mass Separator at INL, 9/17/2009
N&HS IWFO and CWFO Refresher Training Related to Managing Projects, 10/2009
- LWP DRAFT Project Management of N&HS WEO/IWFO Projects

DRAFT PDD Field Intelligence Element, 8/1/2009
Emil || N to_, CAP B4 IWFO /CWFO Processes Partial

Completion

INL IWFO Project Checklist/Assurance

B Binder, Corrective Action B4 documentation

Project Security Briefing Project Short Bread, May 26, 2010

Attendance Roster, International Safeguards Meeting “Review of Security Plan, Visitor/Request#:
252826/AIN2010108476”

Big Safari Security Classification Guide Training Roster, 5/7/2009

Page 19 of 40





U.S. DOE Idaho Operations Office CAP Validation Review Report,

IMOM Security and Team Security’ Classification Guides Training Roster, 3/30/2009
IBSSO Classification Guide Training Roster, 6/26/2009

UltraTrace Analysis Program Security Briefing Training Roster, 6/3/2009

NHS Start-Up Criteria Briefing Attendance Records for MFC Building 751
NHSD-06-01 Rotes and Respoiisibilities

Personnel Interviewed:
FIE Director

Performance Observed: None

EVALUATION:

This cotrective action is validated as closed. N&HS did use the existing INL PREP processes for project
planning and control and "work for others" as a starting point to develop, doctument and implement
supplemental tailored procedures/controls for work involving classified information and intelligence-
relatéd work. They also provideéd mandatory training to appropriate Department and Program Managers
on the process.

| 1did find though that the PREP Forms completed were not always accurate. For instance in some cases
the PREP said no classified Work no access to classified information and the PEP would be different. 1
also fouind that the mitigation of Security Risks was not always clearly mitigated in the PEP when the
PREP indicated Medium Security Risk.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [JYes [XINo

reviewer: [N | DATE: August 18,2010

Page 20 of 40





U.S. DOE Idaho Operations Office . CAP Validation Review Report

CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: B5°

CORRECTIVE ACTION STATEMENT: Develop, document and implement a procedure tobeused
following the completion of PREPS that formalizes project risk mitigation and includes review at the

Department Manager level and approval at the Division Director level. Ensure that the risks resulting from
staffing level limitation are addressed in this procedure. Train affected personnel on procedure.

PLANNED COMPLETION DATE: June 3, 2009
ACTUAL CO_MPLETION DATE: August 13, 2009

REVIEW ACTIVITIES:

Documents Reviewed:

National and Homeland Security Corrective Action Plan, 5/18/2009

. Human Performance Improvement Assessment of Security Incidents for N&HS, 2/2009

N&HS Security Incident Corrective Actions Management Asséssment, February 2010
Effectiveness Review of N&HS Security Incident CAP, 3/31/2010

: Closure Actions from the National and Horfreland Security Corrective Action

Review Board, 6/28/2010

Final Report Management Self Assessment for the N&HS CMPC 5/15/2009
Letter-h Completion of Security Incidents Corrective Action BS, 8/13/2009
B Binder; Corréctive Action BS documentation
. LWP 7350 Project Risk Managément
5 Project Execution Plans
s FY 2008 Project Execution Plan for INL Theater Battle Management Core Systems Support.
s Project Execution Plan Russian Research Reactor Fuel Return Program (RRRFR)
s  Project Execution Plan Detection and Radiography-Systems Development and Assessment
* . Project Execution Plan Develop a Safeguards Approach for INL Pyroprocessing Lines for
Demonstration to the JAEA
‘o . Project Execution Plan SOP and Isotope Production Using a Mass Separator at INL
PREPS for the 5 Project Execution Plaris
o Theater Battle Management Core System (TBMCS) Low Risk security review not match EP
»  Russian Research Reactor Fuel Return Program (RRRFR) Medium Risk
s Detection and Radiography-Systems Development and Assessment
» Develop a Safeguards Approach for INL Pyroprocessing Lines for Demonstration to the IAEA,
¢ SOP and Tsotope Production Using a Mass Separator at INL, 9/17/2009
N&HS Staff Refresher Trammg related to Security Incident Part 1
| N&HS Staff Refresher Training related to Security Incident Part 2
NHSD-07-11 Classification Level Risk Management
N&HS Program Plan, 10/3/2009
TEM-155 Project Execution Plan for Non DOE-O
NHSD-03-07 Monthly Project Reviews
Quad Charts
e USG111, USG 113, USG 11 or USG 108 Dated 5/2009 medium risk and the current ene high nsk
¢ UliraTrace Analysis, Dated 6/2009 Low Risk and the current one Low Risk
o NA-228AM Ontology, Dated 12/2009 risk not rated and current one risk not rated
o Fuel Cycle Training, Dated 6/2010 risk not rated and current one risk not rated
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« ICPP Data Recovery, Dated FY 2009 High Risk and current. one High Risk
Training Roster for N&HS Staff Refresher Training related to Security Incident Part 1
NHSD-08-11 Classified Holdings Inventory Process, 5/1/2010

1 Personnel Interviewed:
Director Nucleai: Nonproliferation

Performance Observed: None

EVALUATION:

Review of documentation and interview with the Dlrector of Nuclear Proliferation found this corrective
action to be considered complete.

N&HS did develop, docuent and implement a procedure to be used following the completion of PREPS
that formalizes project risk mitigation and includes review at the Department Manager level and approval
at the Division Director level. N&HS conducted training for their Program and Project Managers
Prmclple Investlgators and Department Managers N&HS does not yet have the process 1n place to put

new Program and Project Managers Principle Investxgators and Department Managers.

For this corrective action fo remain effective N&HSDlVlSlon Directots and Departiment Managers will
need to maintain their attention and expectations on this and closely review the PREPS, PEPS, and Quad
Charts for adequacy, accuracy, and changes, = -

During this review I did find inaccuracies in some: of the PREPS and missing risks in one of the PEPs.
The main concern though involved a PREP that was completed at the time N&HS was in process of
allowing programs and projects to restart after the incident stand-down. The PREP appears to have been
completed as an action required for restart. The particular PREP in this case stated that the project did not
involve classified information, classified processing; and did not require clearances. This project has been
at the INL for a number of years and is a classified project, using classified processing equipment and
does require clearances. How a PREP with this type inaccuracies could have been used for project restart
during the Management Self Assessment and stand-down/restart brings into question the effectiveness of
that process.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [JYes [XINo

RevIEWER: [ DATE: August 18, 2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

k CORRECTIVE ACTION NUMBER: B6

CORRECTIVE ACTION STATEMENT: Develop and implement an N&HS project change review

process, implementing monthly reviews of all active pro;ects by the responsible Départment Managers to
ensure change control is being apphed The change review process should address both changes in scope
and the potential for changes in classification level. Train affected personnel on process and expectations.

PLANNED COMPLETION DATE: May 21, 2009
ACTUAL COMPLETION DATE: August 14, 2009

REVIEW ACTIVITIES:

Documents Reviewed:
National atid Homeland Security Corrective Action Plan, 5/18/2009
Hurhan Performance Improvement Assessment of Security Incidents for N&HS, 2/2009
Effectiveness Review of N&HS Security Incident CAP; 3/31/2010
Final Report Management Self Assessment for the N&HS CMPC 5/15/2009
TOC-683, N&HS Directorate Policies
e PLN-3089 Contractor Management Self Assessment (MSA) Plan of Actlon for the National &
,,,,, Homeland Security Classified Material Protection and Control, dated 4/7/2009
. -PLN 3090 Management Self Assessment (MSA) Implementation Plan for the National &
*+ - Homteland Security Classified Material Protection and Control, dated 4/13/2009 (TOC and
-~ . Approval Signatures)
s PLN 3060 Management Self Assessment (MSA) Implementation Plan for the National &
Homeland Security Classified Material Protection and Control, dated 4/13/2009
“#  PLN 316TAssuratice Portfolio, National & Homeland Secutity Science and Technology, dated
L 5/4/2009
- & PLN 3272 National and Homeland Security Operations Security Critical Informatlon Protection
Plan, dated 9/30/2009
1. . ¢  NHSD-01-01 N&HS Directives dated 8/11/2009
' ' NHSD-06-01 National & Homeland Security Directive: Roles and Responsnblhtles dated

037312010 ‘

s - NHSD-07-11 National & Homeland Security Directive: Classification Level Risk Management
dated 9/16/2009

»  NHSD-03-07, National & Homeland Security Directive: Monthly Project Reviews dated
8/11/2009

E-Mails: v
. to Department Managers (DMSs) providing direction to implement quad charts

monthly, dated 5/14/2009

. _ to DM providing feedback on initial quad charts, providing specific guidance in

regards to security: “state how we prevent this from going classified or how we know there is no

- risk of this going classified.”

B 0 DM providing CAP status, NHS Policy link, summary of actions (some actions

showing overdue) and direction to DMs to follow Hartenstein’s layout and guidelines regarding

quad completion, dated 6/25/2009

, example of evidence of monthly reviews, dated 8/ 1412009

‘providing suggestions on submitting quad charts, dated 9/5/2009

Page 23 of 40





" US.DOE Idaho Operations Office ' __CAP Validation Review Report

e Monthly Project/Quad Review for Instmmentatlon and Control Department (D530) with written
meeting minutes and training roster; dated 9/23/2009

Personnel Interwewed

Deputy Associate Laboratory Director/Director of Operations
Director Nuclear Nonproliferation

Security-and OPSEC Co-Lead

Security and OPSEC Co-Lead

Performance Observed: None

EVALUATION: Based on documentation provxded and the review, it appears that N&HS is performing
monthly reviews as stated in the corréctive action plan. The documentation provided for the validation
was over a year old, which does not support the continuing process and maturity of the program.
Additionally information on the quad charts did not have consistency and provided very vague references
to security risks, if noted at all. Some quad charts did adequately address security and the nature of

security risk with status but the overall majority of quad charts reviewed did not follow specific guidance
issued by .

The CAP also specified training of affected personnel on process and expectations. With the exception of
one department (D530); no evidence of training was available or validation. The stand-down training that
was provided May 4, 2009 preceded the published plan (NHSD-03-07, National & Homeland Security
Directive: Monthly Project Reviews dated 8/11/2009) that established the process and expectations.

- Personnel who were unable to attend stand-down training were issued required reads through e-mail and
returned e-mail validation of complétion by September 16, 2009,

Additional Document Requests and Results:

1. Copies of all training material (to include attendance rosters) for implementing the monthly
review process. Status < limited amounts of training documentation was available under other
corrective action sections. Improvements in process would indicate that training had been
conducted as described in the corrective action for this finding.

2.  Last three months of quad charts for two programs. Status — security risks were identified and
tpdated for the two programs reviewed.

Based on review, it is detéermined that evidence is presént to support the development and implementation
or the N&HS project change review process. Although formal documentation of training is incomplete,
completion of this activity is supported throiigh verbal confirmation that it occurred. Additional evidence
of reported training is'the complétion of quad charts in a more consistent and detailed identification of
security risks and mitigating actions as appropriate have been identified.

Validation of closure complete.

| ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ Yes XINo

REVIEWER: I DATE: 08/16/2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: B7

) CORRECTIV E ACTION STATEMENT: Perform job task analyses for the specific work performed
by N&HS staff (and matrixed staff performing N&HS-specific tasks) and revise individual training plans
accordingly using a systematic approach to training. Provide personnel with refresher training as
appropriate.

PLANNED COMPLETION DATE: July 23, 2009
ACTUAL COMPLETION DATE: June 22, 2009

REVIEW ACTIVITIES:

Documents Reviewed:
N&HS Security Traiiiing Analysis Summary, dated June 22, 2010,

Personnel Interviewed:

Deputy Associate Laboratory Director/Director of Operations
Director Nuclear Nonproliferation

Security and OPSEC Co-Lead

Security and OPSEC Co-Lead

Performance Observed: None

EVALUATION: The only document available for review was the N&HS Security Training Analysis
Summary, dated June 22, 2010, which consisted of an evaluation of the N&HS program.. Specific
corrective actions have riot been addressed. Requirements roll down information contained in the analysis
was marked draft and had some errors in rolling out the DOE requireéments to company Laboratory Wide
Procedures.

Additional Document Réquest and Results
1. Correctand place final version of the requirements roll-down to be placed in the evidence binder.

2. Completed job task analysis® and individual training plans. Status — Reviewed working
documents of informal positional tasks completed by department managers. Atthe completion of
the DM identified tasks; it was decided to get input from approximately 20 members of the N&HS
organization who identified what security specific tasks they perform. Based on the collection of
data, methods of training available were researched to determine if available training met the
needs of N&HS or if other options (t0 include development of new training) was needed. The
group consisted of N&HS staff, the training department and security personnel, The information
gathered from the two assessments was rolled up into the final report, N&HS Security Training
Analysis Summary, dated June 22, 2010,

3. Written procedures for registering and recording training needs and completion, to include
periodic and refresher training, Status — N&HS is using the lab process and has identified a
training coordinator to assist with assigning job codes to N&HS employees as xden’uﬁed by
projéct managers.
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‘Based on this review, it has been determined that there is evidence to support that a form of a task analysis
- was completed. Results and activities are still on-going and are tracked under corrective action BS.

Validation of actions taken fo close this corrective action have been completed.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: D Yes No

ReVIEWER: | DATE: 08/23/2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: B$

CORRECTIVE ACTION STATEMENT: Develop and implement training based on the gaps

~identified by applying a systematic approach to training. Provide training to personnel identified as
needing this training.

PLANNED COMPLETION DATE: October 15, 2009
ACTUAL COMPLETION DATE: Not Completed

REVIEW ACTIVITIES:

Documerits Reviewed:
Nationial and Homeland Security Corrective Action Plan, 5/18/2009
‘Human Performance Improvement Assessment of Security Incidents for N&HS, 2/2009
Effectiveness Review of N&HS Security Incident CAP, 3/31/2010
Final Report Management Self Assessment for the N&HS CMPC 5/15/2009
FIE Gap Training (8 presentations)

Personnel Interviewed:
Deputy Associate Laboratory Director/Director of Operations
Director Nuclear Nonproliferation

Security Operations Lead

Performance Observed: None

| EVALUATION: This corrective action was dependent upon B7 being completéd, which was later than

planned. It was self-identified in the N&HS effectiveness review as incomplete and was also presented as
incomplete at the beginning of this validation review. Since the validation review was started, the first
session of the “gap™ training that was identified as a corrective action has been held. This training was
provided to the Field Intelligence Element (FIE), which was considered by N&HS management to be the
highest priority, and should be completed on August 19, 2010. The facility specific training that is
planned for the N&HS directorate is still being, dcveloped but will start soon. N&HS expects all training
to be completed before the end of October, and likely sooner.

This corrective action is not complete; but progress is being made.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: Yes [ INo

rReviEwer: [N DATE: 8/13/2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: Cl

CORRECTIVE ACTION STATEMENT Conduct team reviews and implement those
recommendations approved by N&HS management for improvements in access controls and securing of
areas to mxtlgate: humat error;

PLANNED COMPLETION DATE‘ June 12, 2009
ACTUAL COMPLETION DATE: Milestone date 10/2009

REVIEW ACTIVITIES:

Docunients Reviewed: . ' :
Email, | . R :sponscs from Safety Review Team, dated 8/6/2009, with attachment
{(Recommendations from Access Control Team Evaluation.

Personnel Interviewed:

Deputy Associate Laboratory Director/Director of Operations
-Director Nuclear Nonproliferation
“Security and OPSEC Co-Lead

Security and OPSEC Co-Lead

- Performance Observed: None

EVALUATION: E-mail correspondence referenced several team reviews but those reports wete not
- inchided in-closure documentation.

-Additional Document Requests and Results:

1. Access Control Team Comments on N&HS Security Guide #8. Documentation provided was a e-
‘mail from_ prepared 8/12/2010 indicating that comments were reviewed
and some of the language in the draft guide was clarified. Actual comments were not provided
for validation of inclusion.

2. Completion status of recommendations by the Access Control Team Report. Documentation that
was provided for the'review indicated which recommendations would be implemented and a
projected completion date. Additional information that was provided was an informal spread
sheet, again with projected dates for completion with completion status filled in and what actions
were taken. There are no final closure dates or documentation associated with actions.

3. Closure information for the LKM work packages for IF 606 and MFC 751 were requested to be
included inthe evidence binder:

4. Security Plans for T'WB and UB2Z, to include collateral areas, Plans have been npdated to include
training requirements-and team recommendations.

5. Copy of Risk Analysis performed by TSCM Officer. Cornclusions were provided in an e-mail that
is/no longer available.. Received an e-mail from dated 871272010, that
the report/e-mail is no longer retrievable and provided recollection of outcome.

6. Documentation of installation of warning devices placed at entrances to WCB working locations
and that the recommendations for changing voice recorded on device was implemented. Received
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Validation of corrective action is complete.

e-mail from || . <= 8/12

/2010, providing a summary of actions taken.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ Yes No

ReviEWER: [

DATE: 08/23/2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: €2

«CORRECTIVE ACTION STATEMENT;: Develop, docuiment and implement an N&HS standardized

- approach to address the risk from program work that is intended to be unclassified migrating inadvertently
to being classified. The approach should address the potentxal for classified subject matter migrating into

‘higher classification levels or other controlled access levels

PLANNED COMPLETION DATE: June3, 2OQ9 '
ACTUAL COMPLETION DATE: September 16, 2009

REVIEW ACT’IVITIIES;'

Documents Reviewed:

NHSD-07-11, Classification Level Risk Managemeént, dated 9/16/2009

NHSD-03-07, Monthly Project Reviews, dated 8/11/2009

N&HS Staff Refresher Training: Security Incident Corrective Action Part 1, dated 1072009
N&HS Manager Training,: Security Incident Corrective Action Part 2, dated 10/2009
N&HS Program Management Plan

Personnel Interv1ewed

Deputy Associate Laboratory Director/Director of Operations
Director Nuclear Nonproliferation

Security and OPSEC Co-Lead -

Security and OPSEC Co-Lead

Performance Observed: None

EVALUATION: The N&HS procedures teviewed provided specific requirements for documenting and
identifying security risks and mitigating actions. A review of three project execution plans from June

- 2009, indicated that the specified requirements were not being fully documented in the PEPs as required.
Of the three plans reviewed, PEP 3095 provided good documentation of risks and mitigating action, PEP
3096 referenced “appropriate mitigation measures” but did not define any measures, and PEP 1992 d1d
not reference any nsks or mitigating actions.

The N&HS Program Plan is a very good source document for security related DOE directives and BEA
lab procedures as well as the N&HS policies. There is one noted deficiency in the plan as there were no
references related to Physical Security.

Additional Document Requests and Results:

I. Copy of classification briefings and attendance rosters for three projects. Copies of actual
briefings were not produced for this review (classified); however, briefing rosters with title of
project and signature of attendees was provided.

2. Any documentation by directors verifying periodic reviews on classification briefings and
mitigation actions. No formal documentation. exits. It was recommended that as periodic reviews
are conducted; directors initial briefing sheets to record a reviéw has been conducted.
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3. Copies of current PEPs and quad charts for the last quarter. Copies were reviewed and status of
risks and mitigating actions are being documented as required by NHSD directives.

Based on this review; there is supporting evidence to validate this eorrective action.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ ]Yes ~[XINo

ReVIEWER: [IIIEGE DATE: 08/23/2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

‘CORRECTIVE ACTION NUMBER: C3

CORRECTIVE ACTION STATEMENT: Complete a survey of classified documents, dispose of

documents that are no longer needed, and put in place a process that appropriately limits the number of
classified documents retained by N&HS.

PLANNED COMPLETION DATE: June 11, 2009
ACTUAL COMPLETION DATE: May 1, 2010

REVIEW ACTIVITIES:

Documents Reviewed;

Inventory of Classified Material (Pre-February 2005 — Post 2005), dated May 18, 2009

NHSD-08-11, N&HS Classified Holdings Inventory Process, dated May 1, 2010
‘Reference to a Document Inventory Team Report — Draft, dated May 13, 2009

Personnel Interviewed:

Deputy Associate Laboratory Director/Director of Operations
Director Nuclear Nonproliferation.

Security and OPSEC Co-Lead

Security and OPSEC Co-Lead

Performance Observeéd: None

EVALUATION: Durmg the Inventory of Classified Material (Pre-February 2005 —Post 2005), dated
‘May 18,2009, documents were reviewed to determine the'need for retention. All unnecessary documents
‘were destroyed. A review of the provided documentation revealed that a team was formed to evaluate the
‘N&HS classified document holdings and control procedures. The review by the N&HS team concluded
that the'N&HS organization did not hold any accountable information. The téam made several
recommendations regarding the accountability of documents, some of which have been incorporated into
the N&HS directive. An electronic document repository has also been initiated, reducing the need to
maifitain doetiments.

Additional Document Requests and Results:

1. Final Document Inventory Team Report: The Team report was never finalized because

management determined accountability was not required at this time; however, arrangements have
* beenmade with the BEA CMPC office if and when the need arises.

2. N&HS Classified Holdings Inventory, Dated May 2010. The N&HS conducted an inventory
(number count) separated by programs and by director to compile a organization count of the
number of documents by classification level (confidential, secret and top secret/SCI). As of the
close of the inventory action N&HS possessed 494 confidential documents, 4553 secret documents
and 300 top secret/SCI-documents.

Based on thls review, corrective action has been validated.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: []Yes [XINo

reviewer: [ . DATE: 08/23/2010

Page 32 of 40





U.S. DOE Idaho Operations Office ’ = ’ CAP Validation Review Report.

- CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: D1

CORRECTIVE ACTION STATEMENT: Fully 1mp1ement the risk- based assurance activities detailed
in the N&HS Contractor Asstifanice Portfolio. ‘

PLANNED COMPLETION DATE: June 5, 2009
| ACTUAL COMPLETION DATE: June 9, 2009

REVIEW ACTIVITIES:

Documents Reviewed:

National and Homeland Security Corrective Action Plan, 5/18/2009

Human Performance Improvement Assessment of Security Incidents for N&HS, 2/2009
Efféctiveness Review of N&HS Security Incident CAP, 3/31/2010

Final Report Management Self Assessment for the N&HS CMPC 5/15/2009

- PLN-3161, Rv 0, Assurance Portfolio; N&HS Science and Technology, 5/4/2009
PLN-3161, Rv 1, Assurance Portfolio, N&HS Science and Technology, 8/1 9/2010
Email — dated 6/9/2009
IAS Assessment Schedule, printed 8/10/2010

TAS Current Assessment Schedule, (security related only), no date

Internal scheduling matrix, printed May 2010 and August 2010 (security related only)
TAS101892, Security and Information Protection Surveillance, 8/3/2010

IAS101861, Follow up to IWB Surveillance Report IAS101582, 6/3/2010
IAS101631, CI Classified Presentation Computer Self Assessment, 3/2/2010

TAS 101582 IWB urvexllance/lnspectlon

Personnel Interv1ewed
Deputy Associate Laboratory Dlrector/Dxrector of Operauons
Director Nuclear Nonproliferation
Secunty Operatlons Lead

Performance Obsérved: Norie -

EVALUATION: The corrective action is to implement risk based assurance activities as detailed in the.
Contractor Assurance Portfolio. PLN-3161 is the N&HS assurance portfolio and a portion of this
"document was submitted as evidence ‘of Corrective action closure. The balance of PLN-3161, Rv 0, was
reviewed on the Electronic Documeént Management System (EDMS). According to'the document, the
assurance activities outlined in the tables are considered an essential element to mitigating operational
risk. ‘Table 2 of the document outlines the “Planned Assurance Activities.” There are anumber of
activities outlined, but page 9 identifies a “Security Inspection” that is to be conducted on a monthly basis.

From an interview with the assessment coordinator, it does not appear he has been given direction to
implement assurance activities according to the monthly frequency outlined in PLN-3161. He indicated --
he worked on a suggested quarterly basis for each of the lines under operations. A review of an internal
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assessment mamx also indicates that inspections are not conducted on a monthly basis, even though 6 of
the months on the matrix had multiple assessments (5 in one case). Two of the months in FY10 did not ~
have any inspections scheduled. It is assumed that the title of “surveillance” uséd for most of these
assurance activities is equivalent to an inspection, based on a description in PLN-3161. One concern for
the planning or scheduling of surveillances is that it might not always be carried out, meaning that
circumstances could dictate whether a surveillance is completed or cancelled (i.e. may be non-binding).
| However, the plan is made at the beginning of the year and management determines the type of
surveillances that should be performed and the organizational or facility areas where they should be
applied, and almost all appear to be carried out as planned.

There is no requirement to perforni a monthly inspection in DOE S&S directives, which requires a

| minimum of an annual review of all S&S topics. The requirements outlined in PLN-3161, Rv 0, are
internal N&HS requirements intended to enhance their security posture, but that is the basis on which the
corrective action was closed. On average, N&HS conducts more that the 12 inspections that PLN-3161
mandates in & given year, just not on' the frequeticy indicated. The 20 surveillances that have been
conducted so far this FY exceeds the 12 that would have been conducted if a strict monthly sehedule was
followed. Thenumber of surveillances is very commendable and should improve the N&HS security

| posture. However, if the PLN-3161 frequency is not adhered to there does not appear to be any other
documented driver that would direct the conduct frequency of inspections or surveillances.

As aresult of this:validation review, andthe minor inconsjstency between PLN-3161 and actual practices,

| a new revision of PLN-3161 was completed and approved. Revision 1 of the Assurance Portfolio outlines
a quarterly survelllance for each of the N&HS divisions, instead of the monthly inspection previously
identified.

Conclusion

With the revision of the Assurance Portfolio, this corrective action is con31dered validated and adequately
closed.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY [lves XNo

REVIEWER: N DATE: 8/23/2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

| CORRECTIVE ACTION NUMBER:; D2

‘CORRECTIVE ACTION STATEMENT: Augment the existing N&HS self-assessment programto
include risk-based and performance-based management and independent assessnients across all important
performance areas using, to the extent practlcal leading indicators.

PLANNED COMPLETION DATE: June 16, 2009
| ACTUAL COMPLETION DATE: August 14, 2009

REVIEW ACTIVITIES:

Documents Reviewed:
National and Homeland Security Corrective Action Plan, 5/18/2009
Hiiman Performance Improvement Assessment of Security Incidents for N&HS, 2/2009
Effectiveness Review of N&HS Security Incident CAP, 3/31/2010

- Final Report Management Self Assessment for the N&HS CMPC 5/15/2009
NHSD-05-13, N&HS Performance and Risk Based Assessments, 8/14/2009
N&HS Security Event Tracking Form FY-2101 (App. B from above), FY-10 through July
Leading Indicator Event List by Month, no date
IAS Assessment Schedule; printed 8/10/2010

Personnel Interviewed:

Deputy Associate Laboratory Director/Director of Operations
Diréctor Nuclear Nonproliferation

Security Operations Lead

Perforinance Observed: Nore

EVALUATION: I

A review of the risk and performance based documentation provides good assurance that-this corrective
action was adequately closed. The Management Control Procedure (NHSD-05-13) that was provided as
documentation of closure and the requested matrix of leading indicators for FY 10 (outlined in Appendix
B), along with an event listing of the indicators, all demonstrate that the program has been implemented
and tracking and trending is taking place.

‘NHSD-05-13 contains an implementation matrix that outlines the thresholds for conducting performance
or risk base assessments, and a tracking matrix for capturing leading indicators. The tracking matrix in
use has been modified slightly from the original, but now includes both incidents and niear misses. The

| following are some of the leading indicators that are considered (from NHSD-05-13):

s Security Near Misses. Examples include prohibited articles prevented from entering a space by
other than through existing procedures. Two or more near misses in any 3-month period would
result id & need for an assessient. .

» Repeated security incidents of a similar type. Two in any 6-month period would result in a need
for an asséssnient.

Page 35 of 40





U.S. DOE Idaho Operations Office CAP Validdtion Review Report

¢~ Classified Material Protection/Control/Handling Incidents. Oné or niore in any 6-month’ perlod
- would result in a need for an assessment

s Increased frequency of CUI incidents based on periodi¢ and random checks

Security issues associated with foreign visitors (examples: badging issues, access to an area or

system not per security plan). Two or more in a:ny 6-month period would.result in a need for an
assessment.

¢ Results of msp_e_cti‘ons_or surveillances showing potential security concerns.

Based on discussions with management they take the evaluation of leading indicators very seriously and
conduct employee counseling and investigations for near misses, even though that is not required. Of all
the corrective actions implemented by N&HS, this may be the best tool in providing insight into how well
employees are performing security related functions. While it has not resulted in lowering incidents and
near misses to zero, it.certainly identifies where the greatest concerns are and allows a proactive approach
by management that should reduce the: probability of more serious incidents.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ ] Yes No

reviEweR: [N I DATE: §/23/2010

Page 36 of 40





U.S. DOE ldaho Operations Office | CAP Validation Review Report

CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: D3

CORRECTIVE ACTION STATEMENT: Implement the lessons learned program for security-related
issues that includes both internal and extemal lessons learned. Provide these lessons learned to the INL
Lessons Learned. Program.

PLANNED COMPLETION DATE: May 25, 2009
ACTUAL COMPLETION DATE: August 11,2009

REVIEW ACTIVITIES:

. Dociiments Reviewed:
National and Homeland Security Corrective Action Plan, 5/18/2009
- Human Petformance Improvement Assessment of Secunty Incidents for N&HS, 2/2009
Effectivéness Review of N&HS Security Incident CAP, 3/31/2010
Final Report Management Self Assessment for the N&HS CMPC 5/15/2009
NHSD-02-13, N&HS Directive: Lessons Learned Program, 8/11/2009
-LWP-I3850 Processmg Lessons Learned and Operating Experience Information, 5/20/2009
o ’N&HS LL Proccss Descrlptlon (email attachment) 5/29/2009
' N&HS LL Coordinator, Lessons Learned Files (numerous reviewed on computer)

Personnel Interviewed:
Deputy Associate Iaboratory Director/Director of Operatlons
Director Nuclear Nonproliferation
Security Operations Lead
Operationis Lead ~ N&HS Lessons Learned (LL) Coordmator

Performance Observed: None

EVALUATION:

Both the Laboratory Wide and internal N&HS LL procedures outline how both intérnal and external
operating experience is to be gathered and disseminated. Based on interviews and a review of the LL
files, which are primarily from external sources, it appears that LL are being evaluated for local
applicability and circulated to N&HS personnel. This includes more than just security related LL, but
security is a primary consideration and the N&HS files included many security related LL. The N&HS

" LL Coordinator interfaces with the INL LL coordinator and both have access to and screen DOE wide LL
(external source locations are listed in the LWP). A process is also in place to create LL from local
operating expetience and submit to a DOE wide audience. Overall, the LL program seems to be running
‘well and identifying security related LL. This corrective action was determined to be adequately closed.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: =[] Yes No

REVIEWER: [ - DATE: 8/23/2010
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CDRRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER El

’ CORRECTIVE ACTION STATEMENT: Implement an employee-driven security awareness and
improvement team along the lines of the INL Employee Safety Teams.

PLANNED COMPLETION DATE: May 21, 2009

ACTUAL COMPLETION DATE: April 16, 2009
REVIEW ACTIVITIES: -

Documents Reviewed: ,

Formation of Employee Security Awareness team, goals, members of team, Team Charter
Effectiveness Review of N&HS Security Incident CAP, 3/31/2010

Final Report Management Self Assessment for the N&HS CMPC 5/15/2009

Personnel Interviewed: _
Six employees were interviewed; some requested not to be named.

Performance Observed:

The most. meaningful change is the addition of the security officer at UB-2 to conduct searches, control
accessat UB-2. Incidents of Sécurity Concern have been reduced significantly, from 2009 (15) to 2010
@

EVALUATION: -

'| Employees were asked “what was effect of Employee Security Awareness team?”

- Two persons said awareness and compliance to Security requirements are much improved.

| Most interviewed were not impressed, feeling that management was going thru the paces, but not
concerned with employee feelings or opinions. Some members of employee security team were
appointed, ot volunteers. . Some employees and customers avoid UB-2 due to the security process in

access control. General feeling among employees is reduced trust in management, hesitation to self-report
- incidents/concerns.

't Security awareness team leader exclted about team involvenient and sees continued improvement.

. While some interviews revealed negative employee feelings toward management approach to improve
security, the actions were completed.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ ] Yes No

REVIEWER: [N DATE: August, 122010

Page 38 of 40





U.S. DOE Idaho Operations Office . CAP Validation Review Report

CORRECTIVE ACTION VALIDATION WORKSHEET

CORRECTIVE ACTION NUMBER: E2

CORRECTIVE ACTION STATEMENT: Implement an employee peer review process for security-
related activities along the lines of the SOAR program:

PLANNED COMPLETION DATE: May 28, 2009
ACTUAL COMPLETION DATE: June 2009

REVIEW ACTIVITIES:

Documents Reviewed:
. Effectiveness Review of N&HS Security Inicident CAP, 3/31/2010

Final Report Management Self Assessment for the N&HS CMPC 5/15/2009 ‘
‘Copy of peer review checklist—actual checklists used in peer reviews not available.

Personnel Interviewed: ‘
Six employees were interviewed; some requested not to be-named.

Performance Observed:
Unknown long term effect of employec peer review process.

EVALUATION: Process was ‘developed, but unknown long term effect. Peer reviews are being
performed and action is considered complete.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [Oyes XNo

REVIEWER: I DATE: August, 12 2010
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CORRECTIVE ACTION VALIDATION WORKSHEET

el CORRECTIVE ACTION NUMBER: E3

: CORRECTIVE ACTION STATEMENT: Contmue the use of "security shares™ at each meeting of
N&HS staff with increased emphasis on lessons-learned and security challenges facing the N&HS staff.

'PLANNED COMPLETION DATE: May 21,2009
ACTUAL COMPLETION DATE: May 19,2009

REVIEW ACTIVITIES:

Documents Reviewed:

Effectiveness Review of N&HS Security Incident CAP, 3/31/2010

Final Report Management Self Assessment for the N&HS CMPC 5/15/2009

Directive to implement Security Shares, Memo [JJJJJJ to N&HS Staff dated May 19, 2009

Personnel Interviewed:

Six employees-were interviewed; some requésted not to be named.

‘ Performance Observed:
' None observed.

EVALUATION: The Security Share directive has been implemented and Security Shares are being
conducted at N&HS staff meetings. Some of the employees interviewed consider security shares
ineffective or too long.

ADDITIONAL CORRECTIVE ACTIONS NECESSARY: [ | Yes No

REVIEWER: [N ' DATE: August, 122010
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Draft response to Employee Concern Case EC10-039,

On April 29, you raised the following concerns with [ | SRR, o

issues were transferred to the Employee Concerns Program for investigation and resolution.

I believe that mpdifying an official government form and implementing it, especially when it requires
.employees to sign it and admit guilt even when they are not the responsible person is an illegal act and
an abuse of authority. | believe an investigation is warranted and | would like to know:

Why is BEA not using the official form that they are supposed to be using?

Do they have the authority to modify an official government form and use it?

Who specifically is responsible for modifying the form and what is the corrective action (if

warranted)? _ ‘ .

Why wasn't this discovered months ago when BEA supposedly did their own internal

investigation? ' . o

5. What purpose did it serve to use a modified DOE form and use procedures that forced personnel
who were investigated for security incidents to sign it as "individual responsible for incident"
before investigations were complete? : :

6. This issue was raised a year ago and to this date, nothing has been done except an apparent
validation of the status quo. Who is the responsible BEA manager for this and what is their_

- position? ' :

A N

" There has been significant impact to me personally and professionally as a result of this event, not to
mention the other employees who also have been negatively impacted. | have personally been
-investigated (harassment/intimidation) for bringing up employee concerns about this specific issue,
despite the fact that | was not an employee at the time of the security incident. To this date, there has
been no accountability that [ am aware of for this action and | still have no answer as to wh
F investigated me, but did not investigate the actual manager at the time ). |

elieve events like this have led to a collapse in a healthy reporting security and employee concern

culture. As always, | will give BEA first opportunity to fix this before pursuing other avenues. | look forward
to your feedback.

Your harassment/intimidation concern is the subject of an ongoing Part 708 complaint, so we
cannot pursue that portion of your concern at this time — it will be resolved through the Part 708
investigation and adjudication process. We have investigated the security incident inquiry
process and, specifically, the use or misuse of the form you cite in your first paragraph. Our
answers to your specific six questions are provided below along with an overall conclusion.

To investigate the issues that you raised related to the security forms, we compared the current
version being used by Security to the official form obtained from DOE. This was done to
determine the extent of the changes. We then interviewed BEA and DOE staff to determine the
history behind the changes and whether those making the changes had the authority to do so. We
also reviewed the nature of the changes to determine what impact, positive or negative, the
changes would make to the process, and we reviewed pertinent sections of the DOE guidance
documentation that governs security investigations (DOE N 471.3). In addition, we discussed
the legality of modifying DOE forms with our Legal department. ' '
 _
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In general, we identified that the DOE documentation governing security investigations does not
require the contractor to use the official DOE form, but rather allows use of a form “comparable
in content.” Also, per our discussion with DOE and BEA security personnel, when BEA’s
investigators perform inquiries into security incidents, they do so under the direction of the DOE
and as an arm of DOE Security. We talked to the DOE Security office and identified that the
DOE provides continuous surveillance of BEA’s performance of security incident inquiries.
DOE further indicated that the work being done by the Security Investigators meets their
expectation and that the process they use is approved and supported by the DOE.

Based on the DOE Notice and our discussions with DOE personnel, the changes to the form are
clearly acceptable. We agree, however, that the wording of the current form may cause some
people to interpret that filling out the form is requiring them to admit guilt. We also can see how
confusion might exist over whether the form is the official DOE form or a contractor form
“comparable in content.” We have addressed these issues and our suggestions below.

Specifically in response to your questions 1 through 6 above, we provide the following:
Question 1 — Why is BEA not using the official form that they are supposed to be using?

- BEA is using a revised version of the form because of perceived shortcomings in the official
DOE version. You have already raised part of these shortcomings with the DOE Employee
Concerns Program Manager — that the form requires people to sign as the “person responsible
for...” Based on our review of Part II of the form, we identified three substantive deviations
between the official DOE form and the revision being used by BEA Security. The changes that
were made to the BEA version are improvements to the form and tend to reduce its harshness.
These changes should help.alleviate some of the objections to the DOE form and Security’s
inquiry process in general. The changes include:
1. Part II, Block 2, the word “infraction” has been changed to “incident” to indicate that the
- person filling out the form is not being charged with an infraction until the inquiry is
completed and only if it is determined that there is an infraction. This is consistent with
the cover letter that is distributed with the form that in part reads:

Please be advised that this form is your opportunity to explain your
version of the incident. It also provides you the opportunity to explain
your roles and responsibilities as it (sic) relates to this incident. Please

. feel free to explain what actions you took or alternatively did not take

. that may or may not have contributed to this incident. Though the
form requires your signature, it does not constitute an automatic
infraction at this point in time, and no distribution other than to you is
made until your response is received and a determination of whether
an infraction is charged is made.

EC10-039 Response to'§
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2. PartII, Block S, in the signature block, the word “infraction” has also been changed to
“incident” for the reason described in #1 above.

3. PartII, Block 3, the use of the Social Security number (SSN) has been discontinued. The
revised form asks for the employee’s ID number. This is a positive change because it
prevents an employee’s SSN from being distributed to people who don’t have a need to
know. It also eliminates the need for clasmfymg the forms as contalmng personally
identifiable information (PII).

Question 2 — Do they have the authority to modify an official government form and use it?

The DOE document governing the performance of security inquiries, DOE N 471.3 Reporting
Incidents of Security Concern,specifically allows contractor personnel to use forms with content
that are similar to, but not the same as, the official DOE form. (See Attachment 1, Contractor
Requirement Document, Section 2.e(3)(e)) The Notice reads as follows:

..a copy of any DOE F 5639.3, Report of Security Inczdent/[nﬁactzon ora
form comparable in content, issued as a result of the inquiry, must also be
submitted once it is completed. (bold type face added)

Based on this, it appears that the contractor has the option of deviating from the official DOE
form. However, to alleviate confusion, we are suggesting to Security that they consider
renaming, if possible, the revised form using a BEA name and numbering convention rather than
continuing to call the form a DOE F 5639.3.

Question 3 — Who specifically is responsible for modifying the form and what is the corrective
action (if warranted)?

The people responsible for modifying the form and creating the version currently in use were
former contractor employees (BEA or Bechtel), and the modifications were done before the
current BEA security staff was in place. The former employee who made the modifications to
blocks 2, 3, and 5 discussed in the answer to your first question now works for the DOE, and he

"is currently the person who oversees the BEA Security investigation organization. When |
discussed the use of the revised form with him, he indicated that he supports using the form as it
currently exists, and he had previously indicated in writing to Security that he is supportive of
the revisions to the form. '

Question 4 — Why wasn't this discovered months ago when BEA supposedly did their own
internal investigation?

Your fourth question implies “why didn’t Internal Audit previously catch the change in the
form?” When Internal Audit did its review, it was looking at the issues you raised in your 708
complaint, and the differences in the forms were not brought up by you until after its review was
completed. The forms being used were determined by Internal Audit to be the standard form in

e o]
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use by the BEA security investigators, and they were consistent between each of the employees
sampled. Even if someone had noted that there were a few minor changes between the official
DOE form and the one being used by BEA Security, because the changes were positive and to
the benefit of the employee being interviewed, as noted above, there is little likelihood that
anyone would have called attention to it absent a law that prohibits modification of official -
government forms.

Question 5 — What purpose did it serve to use a modified DOE form and use procedures that
forced personnel who were investigated for security incidents to sign it as "individual responsible
for incident” before investigations were complete"

As discussed above under the answer to Question 1, why the official version of the form is not
being used, the original form implies that the person being required to sign the form is admitting
to responsibility for an infraction, which is much stronger language than being responsible for an
incident. An incident merely reflects that something adverse has occurred while an infraction
implies culpability and the need for disciplinary action. Also, as stated above, the instructions in
the cover letter were meant to clarify that filling out the form is a fact-finding endeavor, and no
infraction is implied until the inquiry is complete and a final determination has been made. In
the case of your staff, an incident had occurred. As a result of the inquiry into the incident, it
was determined that there had not been an infraction, and no disciplinary actions were taken.

However, we also understand your contention that the current format of both the official DOE
form and the comparable version being used by BEA might be perceived by those filling out the
forms as assigning blame and responsibility even though they are merely witnesses providing
information. We are suggesting t0 Security that they further modify their instructions and
Section II of the form, Blocks 2 and 5, to indicate that the person might be signing only as a
witness and not someone necessarily responsible for causing the incident.

Question 6 — This issue was raised a year ago and to this date, nothing has been done except an
apparent validation of the status quo. Who is the responsible BEA manager for this and what is
their position?

Relative to taking corrective actions, there are several managers that share responsibility.
Evaluation and implementation of recommendations generally belongs to the business unit
management. We understand from, |
that many of your security recommendations have now been implemented. As a result of your
reporting the foreign travel incident, corrective actions in the foreign travel authorization process
were identified and have been implemented. As discussed above, we are suggesting some
changes in the security incident inquiry process that hopefully would further alleviate concerns
about the fairness and objectivity of the process. Other corrective actions deemed appropriate
are being taken by management.

Conclusion
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We found no laws or regulations prohibiting revision of the form, which rules out any question
of the changes to the form being illegal or a crime. Absent a law against an action, there can be
no substantiation of illegality. To the contrary, the regulations allow for the contractor to use a
form that deviates from the official DOE form. Based on this, we are unable to substantiate that
using the modified form is an illegal act. Our review of the i inquiry process, the forms, and the
cover letter instructions supports management’s assertion that the changes to the form i improve
the process, so we cannot substantiate that the use of the forms is an abuse of authority.
However, as identified above, we have suggested some opportunities for Security to further
improve the forms and its inquiry process.

Relative to your statement that you “still have no answer as to why investigated
me, but did not investigate the actual manager at the time ,” it was reported that
briefed you on this issue. According to the record of discussion in the Internal Audit
files, Internal Audit informed you that the Director of Security and Emergency Services was
concerned about your attitude towards security and the message portrayed to your staff because
of comments made on the security incident reporting forms submitted by your staff. This,

coupled with the high number of security incidents in Natlonal and Homeland Security, were his
reasons for having you complete the form.

Please feel free to contact me if you need further information.

EC10-039 Response t
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lssues reported by M. D Slcmano

, January 2011

by DOE—lD Ofﬁce Employee Concems Manager

3)

April 2009 - Investigation of MDS for Secdrity Incident
Mr. Siciliano is mvestsgated forhisroleina Secunty incident regardmg loss of control of a secret document

- within National and. Homeland Securlty (N&HS) “The document was lost m March/Anl 2007, dunng whlch tlme

Mr. Siciliano Wwas not an lNL employee He belleves he was mvestxgated based on his reaction and response to
the DOE Form 5639.3, "Report of Security Incndent/lnfractlon" {which he bel:eved tobein error) that his’
employees were asked to fill out. Mr. Siciliano was investigated approximately 30 days after the investigation
was closed, giving him further cause to believe he was a “specific target” for intimidation and harassment. 1am

" concerned that the individual who ordered the investigation was subsequently promoted.

2

5)

6)

May 2009 — Failure of Senior Management to adequately address employee concerns
Mr. Siciliano raised his employee concerns regarding the DOE From 5639. 3, “Report of Secunty

_ Incident/Infraction, “to management and was told to be quiet about it and to not make it an issue. Employees

were very upset and concerned that they were being forced to sign a form indicating that they were responsible

. for a security incident before an investigation was completed. Additionally, Mr. Siciliano expressed concern that

this procedure would negatively impact an open and healthy reporting culture and was not in alignment with
the spirit of due process—-forcmg a confession when real consequences hung in the balance, t6 include
termination, reassignment, time off without pay, etc. Note: DOE-ID has since corrected the form so it does not

. imply guilt before an investigation is completed.

July 2009—Failure of Senior Management to Act on Proposal to Improve Management Effectiveness
Department Managers were directed to provide input to improve the marnagement effectiveness of N&HS:
Department Managers met with the chairs of L2L and spent much time and effort to develop our proposed
solutions. Six (all} of the value statements were drafted by Mr. Siciliano and managers worked collaboratively to .
produce a good product. The entire document was filtered by the directors and never reached the ALD. No
action was taken on any of the proposals. Some of these were put into !CAMS six or more months ago with no
action taken to date,

August 2009 — Unprofessional Meetmg Beha\nor

A mandatory meeting was held for N&HS management, chaired bi—to d:scuss security

incidents. Mr. Siciliano had a “verbal exchange” with| oncerning him blaming [Mr. Siciliano and

another manager’s department} in an open forum for the secunty incidents that mcurred In the entire division.

Followmg this meetmg, averbal exchange occurred between another N&HS manager and _ V

A
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: . inwhich the manager c!aims—'could be retaliating” against him for providing feedback of the

. “9) November 2009 ~SOCOM Work Dlvestment : .
Mr. Siciliano objected to an N&HS decision to divest ftself from work based on risk aversnon _
asked for a “risk mitigation brief,” but refused to listen to the brief. _was condescending to
o members of the bneﬁng team Th:s dec;sxon contmues to lmpact the SOCOM relat:onshap and portfol:o today

10 November 2009 Fraudulently lnduced to Take an MR3 Pos:tlon

' M. Siciliano submitted an equity concern beeause he !eamed that other managers with less responsnbllmes
were classified at a higher level (MR4) and felt he was misled when he was moved from a Program Manager 4
{hired in May 2007) to a Department Manager (MR 3). He was led to believe that the position that was being
posted was an MR4. When he was offered the position, the PD was an MR3. He was told by_and
B hat all department managers were MR3’s which was a false statement. Additionally, he was told that

" “when he got the JIANT classified network installed and qualified as a Lab Manager I, he would be promoted to a

‘Department Manager (MR 4) position.” He completed these prerequisites, but this was never addressed dueto
the reorganization. Finally, he was told by HR that it is IR s d; irection that all department managers are
MR3s, which in his opinion significantly interferes with the grading process.

11) December 2009 (verify) — Reorganization: Moved from MR 3 to RM 4
When N&HS reorganized, Mr. Siciliano was moved from a Department Manager (MR 3)toa Relatlonshlp
Manager (RM4) for SOCOM, which was formerly a collateral duty. Mr. Siciliano disagreed with reassignment, 6 ,LI
especially after decision was made to divest from SOCOM projects resulting in an estimated [l decline in
SOCOM work. This reassignment was made following a personal leave of absence (5/4/09 — —6/2/09) pertaining
to a disability, and after he raised several issues that gave him reason for concern (alleging retaliation).

12) May 2010 ~ Failure to Communicate/Act on DOE—ID Substantiation of Employee Concerns
Mr. Siciliano filed an employeé concern with DOE-ID in February 2010. A response was received by Mr. Siciliano
from.DOE-lD with investigation results, substantiating a preponderance of his concerns. BEA was provided with
copies of the report but did not act on or follow up with the employee on substantiated and partially
suBstantiated claims which included the failure of ||l to report his foreign travel; failure to act on
security improvement recommendations; the chilling effect in National and Homeland Security; and the
inadequacy of DOE Security Incident Report (as modified by BEA). Note: DOE-ID has since corrected the form so
it does not imply guilt before an mvestxgatlon is completed.

- A
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. ‘13) December 2010~ N&HS Management Disengagement from Strategy Group
. N&HS management has been. dlsengaged from the strategy group.and has not provuded clear gurdance since -

‘a pproxrmately February 2010, There is a concern about a drop ln busmess volume and the lack of ‘new work
i - : ,. -

| ! it hlS anager posrtlon : S -
v _to Mr. SlCl|IanO concernmg his knowledge about an email exchange w:th Ms, Dee Brown
_to a DOE mvestigator when he demed knowledge that Mr. Siciliano reported his failure to follow
. Security regulations.
o _allegeclly LIED to.DOE-ID when he misrepresented the official status of a DOD client: refernng to them as;- A
' B contractors ancl we: do t need to llsten io them" as reported by the customer DOE—ID employee Concems i
" “looked mto this, however they never had an opportumty to discuss it with the actual client. Ms. Ogllwe stated it
got too complicated to be sure. : :

10CFR710 states that a “Pattern of dishonesty” Is grounds for revocation of a security clearance.

16} Date — Unwrllmgness to Report Security Concems or Make a Mistake Due to Fear of N&HS Management
Response
Zero security infraction mentality by N&HS-has led to overbearing security practices that have had a N
negative impact on client relationships. N&HS employees have moved out of UB2 because they are afraid of
N&HS management repercussions if they make a mistake. Significant ($ 8 M) funding lost due to overbearing
escort aversight of a British foreign national. There is a chilling effect for those who work on classified projects
in N&HS

-1am in agreement that this is a comprehensive list of issues/concerns as of the date listed below that make up
the scope of the investigation chartered by BEA General Counsel on November 4,2010.

%@/ AQJZM,ZMZD Lo g 20/

“Mark D. Siciliano _ - Date

TN 10, 227/
Investigation Team Lead ' Date

I gl

I v <stization Team Member , Date

A
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Subject: . Report of Tnvestigation into Mark Siciliano’s Concerns

Mr. Mark Siciliano has voiced concerns over several events that occurred in the National and
Homeland Security Science and Technology directorate (N&HS). Most, if not all, of those
- concerns have been investigated by N&HS management and by at least one separate and =
- independent organization. - You requested: that I take another independent look and evaluste the
- concerns in a comprehensive and consolidated manner for potential legal or regulatory issues.

I'have concluded that Mr. Siciliano has no valid legal claim, has not been retaliated against, and

. has no legal or regulatory basis for his concerns that can be substantiated. This letter will
summarize the legal results of each of his concerns. However, it is my opinion that Mr. Siciliano .
has been poorly managed, has not received effective communications, and has legitimate
differences of opinion with N&HS management policies. These issues are within the purview of
the company management to evaluate, and will not be addressed in this letter. :

I selected a team of investigators to collect information and report back to me. I chose -
the | - 1. Depariment of Energy, to lead the
investigation. |l would have access to information on any security investigations or
follow-ups that were done or were underway. In addition, he was uniquel lified to evaluate
the security aspects of Mr. Siciliano’s concerns. I also choseﬂg assist.
is currently on assignment as || JJBEIIto you. Sbe has a strong operational
background, familiarity with the Laboratory processes and procedures, and is well known and
liked. In her current position, she would be free from senior management influence if any
‘manager might be inclined to exercise that influence. Given her long history at INL, she is
. trusted by many people and was more likely fo elicit honest responses from people within the
N&HS organization. and ﬁmet with Mr. Siciliano and together they
agreed on a comprehensive list of his concerns. That list was finalized and signed by Mr.
Siciliano on January 10th of this year. That list was the basis of the investigation. It was
understood that if Mr. Siciliano had any subsequent concerns, the concern would be discussed
and it would be determined whether to add the concern to the Hist.

Since the preparation of the list, Mr. Siciliano raised the issue of facility access by a person that
was a U.S. citizen and who also held Iranian citizenship. The issué was reviewed by security,
export control, management and legal. It was determined that under the regulations, his U.S.
citizenship controlied and that the individual had adequately disclosed the situation. It was
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banagement was provided with recommendations 1o itnprove security”
performance in October 2008, yet failed to-act on them in a timely manner.. This inaction
resulted in a number of security infractions. '

. The 10 CFR 708 complaint was dismissed relative to this issue based on Mr. Si'cil_z_'ano s

" . suggestions being viewed as “debatable” and no fuctual basis was found to-consider, ;.
- N&HS management as culpable for gross misconduct.” Specifically, Mr. Siciliano hadno. - -

~employment impact that could be related to his disclosures: Many of his suggestions -

were implemented in the Corrective Action Plan Jor the IMI-1 security incident.

- Mr. Siciliano was investigated for a security incident within N&HS that occurred before
- he was an INL employee. He believes he was a target for intimidation and harassment
based on his reaction and response to the investigation of his department’s employees.

Mz. Siciliano and many other employees objected to wording on a DOE reporting form.
It has been agreed that the form language was misleading and the form has been
subsequently changed. Mr. Siciliano has not had any employment impacts related to this
event, in fact, the event occurred before Mr. Siciliano was an employee. If there had
been an impact, it is unlikely that Mr. Siciliano would have been offered employment.

In March 2009, Mr. Siciliano’s direct reports were involved in an IMI-2 investigation
that required each of them to submit a Report of Security Incident/Infraction form (Form
DOE F 5639.3). The form reguired them to sign as the “person responsible for the
infraction” during the investigation phase, which caused them some concern. My.
Siciliano was then required to fill out a section on each form titled “Corrective action
taken, to include disciplinary action, if applicable.” Mr. Siciliano’s responses on these
Jorms caused some concern among BEA Security management personnel. Subsequently,
BEA Security management brought the issue to| |} "o in twrn passed the
information to Mr. Siciliano’s immediate manager Jfor follow-up discussion. The IMI-2
investigation was closed out and a report was written dated March 20, 2009, resulting in
ro infractions given. '

Approximately 30 days later, the BEA Security investigator was mandated by his
management to issue Mr. Siciliano a Report of Security Incident/Infraction Jorm. The
investigator disagreed with this because the event had been closed and furthermore, M.
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. Mr. Siciliano raised a concern to N&HS management about the DOE Security . .
L 'Incldent/Infractxon form (DOE 1_“',5369 3) He was told to be qulet about it and not make _
- itanissue.. The form was Iater rewscd, mcorporatmg the suggesuons made by Mr.

Of_ BEA when the eévent occurred.‘ "..Se i énagement
rned wi ether or not tke employee understood his

Ir: S’zczlzano objected pr usly.:

'The ﬁndmgs were conszstent wzth the results Jfound in the review performed by BEA

Employee Concerns in March 2010.

Slclhano

Even if taken in the light most favorable to Mr. Siciliano, this is not a legally actionable
complaint because he had no employment impacts. In fact this action occurred before
Mpr. Siciliano was an employee.

Mr. Siciliano claims _hzs — told him to be quiet and not to

make an issue of the infraction form. . dmitted in his statement to BEA
Internal Audit that between twelve and sixteen BEA employees came to him with
complaints about the form and how it was being used, but he stated to the investigation
team that he was not aware that Mr. Siciliano was told to be guiet and not make an issue
out of it. More specifically, he denied he ever made such a comment to Mr. Siciliano.

. 'Following a management self-assessment performed after numerous N&HS security

incidents, the department managers were asked to provide input to improve N&HS
management effectiveness. These proposed solutions were presented to N&HS senior
management, but no action was ever taken on any of the proposals.

Determination of whether to implement an actzon is wholly within management dzscretzon -
and is not legally actionable.

The 10 CFR 708 complaint was dismissed relative to this issue because it was determined
it-did not fall within the definition of a protected disclosure.

haired a meeting for UB2 building
residents to discuss security incidents. Mr. Siciliano felt his department was being
wrongfully blamed for the incidents. As a result, several “verbal exchanges” occurred






The 10 CFR 708 complaint was dismissed relative to fhzs issue because it was determined
it did not fall within the definition of a protected disclosure.

7 Mr. Siciliano recelved a derogatory m1d-yea.r revww n 2009 with eight weeks lefti in the

" reporting cycle His prevmus annual revzew Was very p051t1ve and there wasno '
indication that this review would be negatwe : o

Mr. Siciliano was not singled out for a mid-year review. The negative feedback was
Jactually accurate and referenced a change in his behavior during this period.

In July and August 2009, N&HS senior management directed all managers to perform
‘mid-year reviews for all N&HS employees due to an increased number of secunty issues.
After these were performed, i performed a review of each manager’s evaluation.
This is the first time mid-year reviews were mandated and in many cases performed.
During interviews, N&HS management and Human Resources representatives
recognized that this was something that could be improved upon.

When he met with his manager for this mid-year review in August 2009, he received
negative feedback concerning his defensive attitude and his lack of professionalism in
written communication. Our investigation found concrete email evidence and witnesses
to events that corroborated this feedback.

 Previously, Mr. Siciliano received a very positive annual review and was told he was the
number one department manager in N&IHS. He also received a bonus and merit pay
increase in 2008.

8. M. Scitano iforne [N o - I

failed to report his foreign travel through appropriate channels and asked them to follow
through with reporting; he received no feedback that this had been accomplished.

This issue was thoroughly reviewed by the Idaho Counterintelligence Field Office and
deemed not to be of further interest.






¥ secunty concem. Although thiere is.no oblzgatzon by BEA or the DOE—ID 0pemtzons o
Office to provide him specific feedback relevant to their investigative actions, a simple .
response to Mr. Siciliano from his management chain would have been helpful.
However, since that did not happen, it left Mr Siciliano to believe the matter 'had been
swept under the carpet S : :

: made a dec1310n in November 2009 to le&it 1tself ﬁ'om a proposed -
scope of work at an off-site facility due to perce1ved risk: Th:ls decision continues to
1mpact customer relations and portfolio today.

The decision to accept or not accept, to pursue or not pursue, particular work is wholly
within management discretion and is not legally actionable. -

The DOE-ID Employee Concerns review in March 2010 and the 10 CFR complaint found
M. Siciliano’s claim to be unsubstantiated. This finding was based on the accepted
understanding in written procedures that BEA is not obligated to accept Work for Others
.projects.

Since BEA had already entered into a contract with the customer for this scope of work,
the customer was not pleased with the decision to divest. The current funding, pending
SJuture work, and continuation of other contracts with this customer significantly
decreased.

10. Mr. Siciliano felt he was misled by N&HS management when he accepted a Department

- Manager position at a lower grade level than he was initially told. Additionally, his.

I - IR ¢01d him all department managers were the same grade level; this
proved to be a false statement.

The 10 CFR 708 complaint was dismissed relative to this issue because it was determined
it did not fall within the definition of a protected disclosure. Additionally, Mr. Siciliano
had adequate notice of the position grade when he interviewed and accepted the position.
My Siciliano was similarly situated to the other managers with his level of responsibility.
Further, Mr. Siciliano experienced no employment impact as he was eligible and
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Mr. Szczhano interviewed and accepted the posztzon as aManager3 in Augést 2008 wzth

a monetary promotion. Due to Mark’s dismay in the classification of the position, a
meeting was held between Mr. Siciliano, _and in which the

.. position was discussed along with potential ior future Dpromotiongl opportunities and

reward structures. In this meeting, was quoted. ds saying that all. other

e Department Managers were a Manager 3 grade level with the- exception of the "

11

“investigation,

department managers that were also Dperforming in the Deputy role. During our
ﬁtated that he did not recall the meeting or the remark. He

Jurther stated he is very cautious making claims related to HR issues that may not be
under his control. Mr. Siciliano later found out that there were other department
managers at a Manager 4 grade level and subsequently filed an equzty complaint.

To resolve the equity complaint, Compensation reviewed the positz'on. Results showed
that Mr. Siciliano’s position was correctly classified at the Manager 3 level and
classified consistently with the seven other Manager 3 positions in the D000 directorate.
Mr. Siciliano still disagrees with the outcome of the equity complaint, but was promoted
to a Relationship Manager 4 in December 2009 as part of the N&HS reorganization.
Our investigative findings are consistent with the results found in the review performed
by BEA Employee Concerns in March 2010.

. During the N&HS reorganization in November 2009, Mr. Siciliano was moved from a ‘
- department manager to a relationship manager. Mr. Siciliano alleges this was retaliation

since the reassignment was made following a personal leave of absence for a disability
and aﬂer he raised several issues to management attention.

Our investigative findings are consistent with the results found in the review performed
by BEA Employee Concems in March 2010.

The N&HS reorganization was patterned afier the Battelle business model of separating
sirategy from operations. The reorganization had four main objectives, including
separating strategic planning from operations, reducing duplication, consolidating
similar fields of discipline, and placing people where their strengths could best benefit
BEA. This reorganization resulted in a reduction in the number of line managers from

- eleven to seven; therefore, four of the previous department managers would need to be






¢ g the course of decision-making: ugh Mr
Siciliano stated that his preference was to remain a department manager, he was
assigned as a relationship manager. My. Siciliano was not demoted in this change;
therefore, he vas not retaliated against as this assignment did not negatively affect his
compensation or grade level. 1t is the prerogative of senior management to assess’

. Strengths and weaknesses of _candidates andrealign.organizqtions to capture that need. - . -

. Mr. Siciliano took.a leave of absénce for a disabili
Reasons for his leave weére only known by and
Human Resources. This was not a factor discussed by the other directors and -
their decisions regarding the reorganization. According to I /- /s o
knowledge of Mr. Siciliano’s disability. ' .

12. Mr. Siciliano filed an employee concern with DOE-ID in February 2010. A response was
received from DOE-ID with investigation results, substantiating a preponderance of his
concemns. BEA was provided with copies of the report but did not act on or follow up
with Mr. Siciliano on the substantiated and partially substantiated claims. .

In May 2010, Mr. Siciliano received a response to his complaint from the DOE-ID
Employee Concerns manager. According to DOE-ID Employee Concerns the report was
also forwarded to BEA Employee Concerns; however, once a 10 CFR 708 claim is filed,
it is incumbent ypon the contractor to not interfere with the investigation, and to respond
to DOE'’s reviews. It is this process that prevented BEA from communicating with Mr.
Siciliano during DOE’s investigation. The DOE-ID Employee Concerns response has
been superseded by the investigation and determination by the DOE headquarters Office
of Hearing Examiner. DOE Office of Hearing Examiner dismissed the allegations.

13. N&HS management has been disengaged from the strategy group and has not provided
clear guidance since approximately February 2010. Additionally, Mr. Siciliano has been
personally excluded from meetings/visits that he should have participated in given his
assigned roles and responsibilities as a relationship manager. ‘

Disengagement from the strategy group is wholly under management discretion, and is
not legally actionable. The disengagement affects the group as a whole and is not an
adverse employment action against Mr. Siciliano.

om M. 42009toJune22009 TR
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manigement, -

15. Mr. Siciliano provided numerous examples where | B BB vas displayed
dishonest behavior. This is specifically a concern since 10 CFR 710 states that a “pattem
of d13hon¢sty” is grounds for revocatlon of a secunty clearance ' :

Zhe mvestzgatzon was not able to substantzate Mr Swzlzano s allegatzons

Many of the conversations that Mr. Siciliano cites occurred several years ago. -
.7 M. Siciliano have had little to no contact with each other for well over a
year.

Gt . One speé;’ﬁc occurrence mentioned by Mr. Siciliano wa.s'_’s representation of
the position level, which is addressed elsewhere in this report.

In reference to another allegation, -dem'es having ever known that Mr.
Siciliano turned him into security for not reporting his foreign travel to the appropriate
person. It should be note, this information was specifically outlined in the 10 CFR 708
complaint and therefore its assumed would be cognizant of it at that time.

M. Siciliano indicated -lzed to him about havi iknowledge of an email

exchange with Dee Brown, a DOE-ID employee. said he was mistaken when
he spoke with Mr. Siciliano that indeed he was aware of the email exchange but he had

confused it with a message ﬁom_also a DOE-ID individual. In'this instance,
acknowledged that Mr. Siciliano was correct.

The last allegation of dishonesty related to_misleading DOE-ID personnel on
the official status of an Office of Secretary of Defense (OSD) client. This concern was
thoroughly examined in the DOE-ID Employee Concerns Report in March 2010 wherezn
they found Mr. Siciliano’s claim to be unsubstantzated

16. There is.an unwillingness to report security concerns or make a mistake due to fear of
N&HS management response. This has had a negative impact on client relatmnslnps as
{ we]] as N&HS employees.

Mot












 National and Homeland Security BEA Employee Survey

BEA National and Homeland Security Manager Respondents: 26.8%
.BEA National and Homeland Security Employee Respondents: 31.2%

When asked “Would you report a security infraction/incident if you identified one?”
¢ 0% of the managers said that they would not. .
e 12% of the employees said that they would not.

i o > : e N N :
Nothing would be done. 0%
My employment would be negatively impacted by my immediate supervisor (retaliation). 75%

I would be fired : 25%

I would be demoted , . _ : 16.7%
I would be given an unfair performance rating : 66.7%
I would be given bad work assignments .33.3%
I would be passed over for a promotion . 25%
Other : A 41.7%







' DEPARTMENT OF ENERGY —~ IDAHO OPERATIONS OFFICE

Employee Concerns Closeout Summary Form

File Number: ECP-04-010 - Date Filed: 2/11/10

Date Closed: 5/3/10

Date Concern Originator Notified of Resolution: 5/17/10

Concern: Substantiated O Unsubstantiated [ X Partially Sustained

Summary of Investigation

Who Conducted the Investigation: DOE-ID ECP

Conclusions of Investigation:

National and Homeland Security senior leadership were provided with

suggestions to unprove security performance by\m , which they failed
to take actiononina Umely manner resulting in a n ecurity infractions.
Substantiated o '

“ misled or lied to DOE-ID personnel when he misrepresented the official

status of an Office of Secretary of Defense (OSD) chent
Un-substantiated

Direct reports were required to sign a DOE form indicating that they were
responsible for a security incident before the investigation was completed and
ultimately they were not responsible for, the incident.

Substantiated '

There is a chilling effect within National and Homeland Security staff.
Partially substantiated

" traveled to a sensitive country in the fall of 2009 and did not report his

trip before leaving.
Substantiated

. Did Anyone Receive a Copy of the Investlga‘uon Report:
Yes X ' .

NoO °

If Yes Who and Why:

because of the chilling effect issue.
to inform BEA of the conclusions.





. ﬁ‘because of the issues around DOE F 5639.3 Report of Security
- Inciden ction form. - : - _

Follow-up Requirements
Yes X NoO

If Yes Please Describe:

needs to determine if a survey dealing with the possible chilling
effect will be conducted and by who.

I 1c:ds to deal with the issues around DOE F 5639.3

- Who Is Responsible For Follow-up: -

- I -





' EMPLOYEE CONCERN REVIEW
Battelle Energy Alliance (BEA)
 National & Homeland Security

On Feburary11®, 2010 the Department Of Energy Idaho Operatlons Office (DOE-ID)
Employee Concermns Program (ECP) Manager ncern via information
provided in a 10 CFR 708 complaint filed by 0, a Battelle Energy Alliance
(BEA) employee working in Strategy & Program Development (D001). From the 10 CFR.
- 708 complaint, it was determined that: had voiced several concerns dealing
with the BEA National & Homeland Security organization.
regarding these concerns. He stated that in addition to filing a 10 CFR 708 complaint with
DOE-ID, he had filed an employee concern with the BEA Employee Concerns Manager
regarding some of these concerns. He said that he wanted the DOE-ID ECP to mvestlgate
his concerns separate from the BEA investigation. After meeting wi 1
was determined that the DOE-ID ECP office would investigate the following concerns:

1. National and Homeland Security senior leadership were provided with
suggestions to improve security performance b ), which they failed
to take action on in a timely manner resulting in a number of security infractions.

2. NI - Assistant Laboratory Director for National & Homeland
Security, misled or lied to DOE-ID.personnel when he misrepresented the official
status of an Office of Secretary of Defense (OSD) client.

3. Direct reports were required to sign a DOE form indicating that they were
responsible for a security incident before the investigation was completed and
ultimately they were not responsible for the incident.

There is a chilling effect within National and Homeland Security staff.

EES

traveled to a sensitive country in the fall 0f 2009 and did not report his
11'1p before leavmg :

The DOE-ID ECP Manager requested a copy of the BEA employee concerns
investigation report from the BEA ECP Manager. The request was denied because the
report had been turned over to the BEA legal department.

DOCUMENTS REVIEWED:

DOE F 5639.3 Report of Security Incident/Infraction forms for incident dated December
2008 dealing with an unattended classified document (IMI 2.6)

DOE F 5639.3 Report of Security Incident/Infraction form

MCP-310 Counterintelligence Program

DOE O 551.1C Official Foreign Travel

INL Form 472.17 Notification of Proposed Fore1gn Travel

INL Gallup Employee Engagement Survey

INL Standards of Conduct and Business Ethics

INTERVIEWS:





" Concern #1 Suggestions to:Imp'rove Security Pei’formance ,

BACKGROUND:
National and Homeland Security senior leadership were provzded with suggestzons to

improve security performance by , which they failed to take action on in a
timely manner resulting in a number of securily infractions.

On Feb. 17™, 200 ano sent an e-mail titled “Security Thoughts” to
, the BEA director for Nuclear Nonproliferation (D200), with a cc to

The e-mail provided the following suggestlons to improve security
performance:
o Professional guard located at the entrance to secure facilities
e Establish shared drives on classified networks _
o Engineering barrier that picks up cell phones upon entrance to bulldmg (detectors
wands, etc.) _
& No cell phones or electronic devices should be allowed inside buildings, even in
the lobbies. This is especially true for UB2, UB3 (SECURE lab), IWB and SAF.
¢ Establish Semi-Annual Clean-out Day combined with Security refreshers,
training, etc.
Networked classified scanners
Industrial strength paper shredders located in every ma_] or contamer area.
Completely get rid of "Burn Bags"
e SIPRNET in UB2 and IWB
e Individual Accountability (both positive and negative) There needs to be effective
and swift measures to deal with infractions to include guidelines and standards.

Because of security issues the DOE-ID ECP-Manager was not able to review the security
infractions for this time period. To determing if? s suggestions would have
prevented security infractions, — DOE-ID National Security Program

~ Manager, reviewed the suggestions and the infractions.

CONCLUSIONS:
This concern is partially substantiated.

stated, “I have reviewed the security infractions related to the BEA National
and Homeland Security organization from the period February 2009 to present. There is
a total of 15 incidents that I reviewed - 13 where the investigation is complete and 2





where the investigation is still ongoing. Of the 15 infractions, it is my opinion that 4 of
the incidents would have been prevented if the suggestions of M. Si¢iliano had been
implemented, 3 incidents where the infractions may have been prevented but I can not

make a definitive determination, and 8 incidents where I believe the suggestions would

not have prevented the infractions from occurring.” . .

Concern #2 Misrepresentation of Official Status -

BACKGROUND:
misled or lied to DOE-ID personnel when he misrepresented the official status of an ’
Office of Secretary of Defense (OSD) client. '

From a string of e-mails, it appears that a situation occurred in October 2009 which
caused confusion between officials from DOE-ID, BEA, and employees from the
Department of Defense (DOD). The situation resulted from a request by OSD personnel
to have several machines returned to the DOD that were in the possession of the INL. An
e-mail from a DOD employee, dated October 26™, 2009, alleges that$

communicated to DOE-ID personnel that he thers were not federal employees and
not authorized to represent DOD, and that&atements were intentionally
fraudulent. None of the e-mails from the DOD personnel indicated that they heard these
statements directly rom/[|| | ) - = . -

and 'were inyolved with this request by the DOD

employees. Neither nor [ betieved that [ or 20y other
BEA official blatantly misrepresented any information to DOE, however both stated that
there was confusion between the parties because it was difficult to validate the identity of
- the DOD employees making the request. This confusion was made greater by the fact that
one of the DOD employees making the request for the information had previously
worked for BEA as an employee and as a contractor. The situation was resolved when

sent an e-mail to one of the DOD employees with instructions on howto
verify his identity and submit a proper request for the property to be transferred.

CONCLUSIONS: T
This concern was not substantiated. : ’
The investigation returned no evidence of direct mistepresentation or untruthfulness by
to DOE-ID or the employees from DOD. It was reasonable for DOE-ID and
BEA officials to question the authorization of the DOD employees considering the
circumstances. However, BEA officials, including il had access to systems that
were able to validate the DOD employees’ credentials and should have been used to
prevent the miscommunication and confusion that followed.

Concern #3 Iﬂapnrqbriﬁfé Sé;curi'tv Investigation Form

BACKGROUND:





Direct reports were required to sign a DOE form indicating that they were responsible
Jor a security incident before the znvestzgatzon was completed and ultimately they were
- not responsible for the incident. -

In December of 2008 an INL employee found an Unattended Classified Document which
resulted in an investigation of a security infraction. During the investigation, four of Mr,
s direct reports were required to fill out the form DOE F 5639.3, “Report of

ty Incident/Infraction”. On the second page of the form labeled “Part II
Notification of Security Incident” the employee completing the form is required to fill in
items numbered 2 and 5 the “Name and title of person responsible for incident:” and the
“Signature of individual responsible for incident”. Thése 2 items imply guilt on the part
of the individual filling out the form. They also contradict the wording on the cover page
that accompanies the form that states: “Though the form requires your signature, it does
not constitute an automatic infraction, and no distribution other than to you is made until
- your response is received and a determination of outcome is made.”

Two DOE F 5639.3, “Report of Security Incident/Infraction” forms were obtained during
the review. One of the forms was obtained from [l > DOE-ID Security

. Specialist. He stated his form was the one in current use and that he had modified the
form so that employees’ social se -numbers were not requested on the form. The
second form was obtained from'} A comparison of the 2 forms found some
differences. Part I of the two forms is identical. The title for Part II of || form
states, “Part IT — Notification of Security Incident” and ] s form states, “Part
II Report by Office Concerned”. In addition, items numbered 2, 3 and 5 in Part II are
different on the 2 forms and the reporting time varies from 5 days to 15 days. It is unclear
which version of the form should be used. Items 2 and 5 on each form, however, do not
clearly state that the person completmg the form is not the person respons1ble for the
infraction.

CONCLUSIONS:

This concern was substantiated.

Both DOE F 5639.3 forms contain language that could lead to confusmn and a perception
among employees that if they were to sign this form they would be blamed for the '
security incident and possibly held accountable. To prevent future problems the correct
form needs to be determined and items numbered 2 and 5 of Part IT on the form, which
require the name and signature of the person responsible for the incident, should be
modified if the form is going to continue to be use as a witness form.

Concern #4 Chilling Effect

BACKGROUND:
There is a chilling effect within National and Homeland Security staff.

During a meeting with! the question of whether there was a chilling effect
within the BEA National and Homeland Security staff arose. To determine if this was
true an anonymous paper survey was mailed to 39 BEA employees working in Homeland'





Security. The purpose of the survey was to determine if there was a perceived “chilling

- effect” that could result in the underreporting of security infractions/incidents, and
performance issues to management. The emiployees were to complete the survey and
return it through interoffice mail to the DOE-ID ECP Manager.

Of the 39 surveys mailed out, a total of 23.0r 63.8% were completed and returned. Ten or
43.5% of the employees indicated that they do not fear retaliation of some kind by their
supervisors or higher BEA management if they were to self-report or report others for a
security infraction or incident. Thirteen or 56.5 % of the employees, however, indicated
that they fear retaliation of some kind by their supervisors or higher BEA management if
they were to self-report or report others for a security infraction or incident.

Thirteen employees included comments about the management of BEA National and -
Homeland Security, the work environment, or past experiences with incident reporting.
The comments included:

e Four respondents named the ||| D 2 being the source of
retaliatory action and the problematic management style.

e Six respondents stated that they fear retaliation from management above their
immediate supervisor without mentioning a specific individual.

e Two respondents mentioned that the work environment had become stressful
lately due to having a high number of “violations™ and that management has
not reacted appropriately.

e Four respondents stated that security rules had become unreasonable. The
number of sign-in logs was mentioned by all 4 as a problem.

e Seven respondents indicated that employees are not encouraged to provide
input of any kind into work processes.

CONCLUSIONS: :

From the results of the survey there is an indication of a chlllmg effect among a segment
of the employees in the BEA National & Homeland Security organization. To determine
if this belief is prevalent throughout the organization an anonymous survey of all
employees in BEA National & Homeland Security should be conducted. The employees.
should be asked if they believe they would be retaliated against by their supervisors or
higher BEA management if they were to self-report or report others for a security
infraction or incident. . :

Concern #5 Failed to Report Travel to a Sensitive Country
BACKGROUND: |

traveled to a sensitive country in the fall of 2009 and did not report his trip before
 leaving. "

of the BEA Field Intelhgence Element (F IE) stated that
traveled to a sensitive country on September 25, 2009 but he did not report the trip to her .
as requlred by procedure until February 23, 2010





-

CONCLUSIONS:
This concern is substantiated.
I did not follow BEA reporting procedure for foreign travel by a SCI holder.





+ Issue:

DEPARTMENT OF ENERGY — IDAHO OPERATIONS OFFICE
Employee Concerns Intake Form

File Number: £CP~04-010 o Date Filed: c?/ ! {/ (0
o Type of Concern: | _
ecurity O Safety O Health
Environment - O Fraud, Waste, Abuse 0 Human Resources
O EEO 0O Quality ‘ 00 Management
O Labor Relations
: Concern Taken By: '
- .. 0 Hotline ' 0 Phone K Walk in
O Written 0 E-mail O Referral from IG
0 Referral from Other 0 Other A '
- Anonymous Concern: Yes [ Noﬂ
- Confidential Concern: Yes O Non[

Date Concern Received: Name of Complainant:
Complainant’s Employer: ‘ H & '

Complainant’s Home Address:
Complainant Contact Telephone Number:

Ollegss Liewne 04 mamaoe . umpioney o 2 od oo ity

[ncta " 0 X Vinly ofl ock: "osn’athachad)

Concern involves an imminent danger condition:  Yes O No X
Concern involves a serious condition: Yes I No
Concern involves an other-than-serious condition: Yes\g( No O
- Concern to be Processed by ECP: Yes‘?: - | - NoD

. Concern Referred: Yes O No‘E\\
Referring Organization: Date Assigned:
Concern Transferred: Yes O No‘EE\
Transferred to: . Date Transferred:
Concern: Substantiated O Unsubstantiated O <1S!Ji’-érl:ially Sustained

" Date of Resolution: 5 ‘3\ 10 . L _
Date Originator Notified of Resolution: Date Concern Closed: » [3 ] ) 0






Discussion:
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Alleged Security Issues: N X o

_ N

.- National and Homeland Security senior leadership (Directors and above) were provided with a e LI
" plethora of suggestions to improve security performance beginning 20 months ago, to include \\fg’b 5&‘

.. Written suggestions in early February of 2009, and failed to take action on these in a timely /)‘ﬂ\

manner, ultimately resulting in a number of secunty mﬁ'actlons that could have been mitigated
with appropnate and timely action.

lied when he denied knowing of an e-mail exchange between
holds a Q TS/SCI clearance). Additionally, he allegedly misled or lied
-to DOE-ID personnel when he misrepresented the official status of an OSD client stating that 3 00D
- “DOE didn’t have to listen to them because they were just contractors and not Federal Lmp lo\q@
. Employees” or words to that affect. They are in fact senior Federal Employees including an SES

2 ¥ 2d > e

- Direct reports were required t6 sign DOE form' indicating that they were responsible fora % ,Qj- G\W
security incident before the investigation was completed and ultimately they were not

responsible for the incident. Additionally, ) was required to fill out and sign this ] o /lr\
form a moth after an investigation was already comp in which he was not an INL empl
at the time control of the document was lost. r_O"l an [A1lom

Chllhng effect —N ought concerns of his employees to the attention of his
 Director and senior staff signing forms that emphatically imply guilt and no action was
- taken to address his employee’s concerns.

OUO- Contains CUI
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From: ,

Sent: Tuesday, February 09, 2010 2:18 PM
To: :

Subject: Re: Security issues

Attachments: Document4.doc

| marked this up and deleted a couple of items as well. | hope it helps.

Thanks for meeting with me today. After consideration, | would like to keep DOE and INL efforts
segregated on this matter.

Please let me know if you need anything else.

Thanks,

To

cC
-02/09/2010 01:24 PM ‘ Subject Security issues

<<Document4.doc>>

Above is the document with the security issues. Please mark it up and send it back to me.:

THANX

oY

2/16/2010






October 1, 2009
Contains (CUI}
Deari}

Please:put this memorandum for the record in my file.

that due to

& receivex ns munseimg or feadback mdmaﬁng that my
eal | a problem with my work performance or behavior until this date.
The exceptten being one sentence in my mid-year review, which 1 received in
- August, that recommended | be more tactful in email correspondenice to DOE
‘personnel. In that regard, | fully complied. The truth of the matter is that | feel that
| am being retaliated against because as a manager | spoke up for my people
-during one of the most disheartening, demoralizing and ineffective meetings that
| have ever attended. The statements that | made during Derek Hesse's address
to my people were based on facts, and | certainly did not say anything that |
haven't heard my directors say in previous meetings. It appears to me that they
-are using the upcoming National and Homeland Security reorganization as the
means to remove me from a leadership position. | am deeply saddened about

this, especially since | care so much about our mission and the peap!e | serve
wrfh and lead.

2.11eel that am being retaliated aga;nsz because | brought to light the significant
: drfferemes %:eween BD i :fegulaﬁans:and reporting reqmrements and
: s Comimi gencies. ld:d mt raise this
cmﬂanee but; tn ““““

the sec:unty mﬁ'acixons fm NHS come fram thss; ‘oup and in this tmﬂdmg wmch
is not the case. Additionally, neither 'nor | were spoken to prior to
the meeting, despite the fact that we were both available and wanted to help. |
was acting for on that particular day. [ repeatedly (30
~ times?) asked the question "why are we making these mistakes?" | understand
that is the root question and | wish we had all the answers, but since e the incidel incident
just took place that morning it seems to me the approach should be fo
understand what happeneé fi rstso we can at least have a foundation to attempt






toénswerfhe “why” quesﬁom Iwoutd also pmn“f out that the incident never

MI being issued to anyone. After the meeting, | drafted and
, and on what
*fhaug WB cmﬂd do to make our meetmgs more effective. | also thanked them
for taking the time to address us, and commented that | believe that taking a
pause after an incident to immediately reflect on it is very helpful. For my effort, |
received NO REPLY. Copy-of my email suggestxans is attached.

3. Ifeeliﬁat 1 am being retahatedagamst because 1 work in a hostile environment
where | can not have a discussion or present a different point of view other than
that of my ALD or directors. In fact, when the edict of additional sign-in sheets for
security containers came up, | simply made a comment dur:ng our Tuesday
Director / Department Manager Meetmgs that ! thnught they would be largely
meﬁex:twe to actually sto mctdeﬂis fmm occurring. At that point | got my head
: : ‘because | didn't “ hey were:an eﬁectwe taol

: ployees

4, | feel that | am being retaliated against, as ] was previously concerned and
‘expressed fo you, because | drafted value statements on behalf of my fellow
degamﬁent managers in an «effort to improve our working environment and .
pointed out what | see as deficiencies in our leadership. Because | spoke up and
tried to make a difference, | am perceived as a nuisance and apparently need to
be neutralized. 1 find it unfortunate that we work in such a hostile environment
that our leadership refuses to accept any feedback. If you are a leader in
National and Homeland Security, and you stand up for something that you
believe your leadership should hear you get rewarded by being labeled * “ynfit” to
be a manager. For example: If you take a moment and review the DOE form that
an individual is required to fill out after a security incident, there are signature:
blocks that state “Signature of individual responsible for incident.” These forms
are required to be filled out as part of the initial fact finding and before an
investigation is completed. Several of my employees voiced significant concems.
-about signing this form before an investigation was performed because it implies
guilt, | attempted to assuage: their concerns, but after taking an objective look at
‘the form and after persistent concemn from my empmyees, | commented on what
ls clea fy & shortfall with the hope that more-senior management: would engage
A )OE fo address the concemns, and/or talk to-our employees to ensure them
: 'i'hat i:hey are not being predisposed to a finding/infraction by signing the form. For
- my efforts, | received blow back from management because they didn’t like my
comments. Please note that this is another revelation.and [ had no idea it was a
‘concernwhen [ made the comments, Whi{‘-h was inh the January timeframe of

Gy





:72988 “lnstead ofasksng me di recﬂyabeut tms so | could prov;de a f’ou dation and

Ec ,« f-“brm Mng 7a Fal awT,

Lves M Wnyw AT LAG whesr Wats swerpned
gl loyee, several employees that worked in Ofcueen,

spaces and cabinets that were used by Peter Nagata why?

e INL. A classified document that belonged fo Peterwas i, pyjebe

at had been missed during the clean out and was in a V

N i
r that went to Excess. The dmument WS ctssccvered around A %‘.;’“
ent were required to fil out the DOE form and provide details of their W "
( ent in the incident. It was apparent to me after reviewing the statements ’fL"T Ty
that wouEd be rmpassrble to 6etermme what mcﬁv;;iua! was responsible for Fo S Teat™

nissing th e building. Each and every m< # _»
one of my employees was extremeiy cencemed th ‘they were going to get an Legse# |
infraction issued to them as a result of the investigation, Each and every
employee that was investigated indicated to me that they thought the
mvestigaﬁon was a witch hunt. _ whom | have a lot of respect for,
| mployee ‘ sly, and of course | did.

Apr arenﬂy, several directors and the AUZ} wer‘a upsef wiih my actions. [N
ssed t ; : uld | have done -
 they are informed

« 'gn vance pmcess and nry couldn't yusufy any discnpimary actions
' becaase ﬁiere were no facts or evidence to warrant thai

Whai ! gather frcm th%e exampies is tha‘kas a manager tha unspoken
‘ ot ma “e‘waves I sti!!

42





complete lack of communication in this directorate and | can't self correct if | don’t |

know there is a problem. | am very trainable, and again | ask—What should 1
have done differently? :

5. | feel that | am being retaliated against because | made 1 negative camment in

~ an email to a DOE employee who accused my department of “spinning out of -
‘control” in terms of security when [ was simj was simply trying to get to the bottom of an
issue and eencem. ;l was counseled about this during mid-term and have nof had
Onie ‘caﬂ}en{afbefereﬂﬁen) | self

1 ¢ m’t be!:eve that ahy af the abeve named} ymdmduais wiil have a
negahve scmment concerning me.

8. Secunty* When | was asked to be a department manager for D620, | mhemed
f tment with outstanding professionals who are dedicated fo the mission.
Unfarttmai‘efy, 1 also inherited a deparknent with the worst security record in
N&HS, some serious personnel issues, and safety shortfalls.

By working with these employees, I feel | have earned their trust and respect
'aﬂd mgsﬂxe ‘we have improved our performance ce in ev every category. Inthe last
x> 18 months, | have had ZERO security infractions issued to my employees. To put
\D ™ thisin perspective, of the approximate 200 classified projects conducted at the
, * INL, my department manages and executes around 90 projects. We assume
: .’abaut 45% of the risk associated with handling classified work and conduct our
- work in multiple fowtzens throughout the INL complex.

In June of AM 8, as security incidents were beginning a negative trend
(increasing in frequency) | recommended in our Director/Department Manager
meetings that we need to incorporate negative consequences for poor security
performance to include teraporary letters to file, permaneni letters to file, and
time off without pay, etc., depending on the severity and frequency ofan
infraction. My senior Ieadershxp looked info this, but ultimately decided it was not
worth the risk. After our security performance canﬁnued“ to decline and our most

L





:senmr leadership lost mnﬁdem:e in our ability to safeguard classified information,
my Tecommendation was. lmﬁtementeef mta policy.

sty
- In February of 2009, on my awn initiative, | provided my’ALD and directors with a
fairly comprehensive list of secunty mpmvement suggestions that | believed
would have a positive impact.on our performance. The email correspondence’is
attached for reference. After | submitted these suggestions, | received NO
faedback, positive or negative, from my leadership. If you take a moment to
review this input, you will find that several of these ideas were eventually
incorporated into the official correcﬁve action plan or made policy, but only after
- several more security incidents occurred, to include an IMI1 and 2. My point here
is not to blame my leadership for macnon but rather why would they relievea
department manager who has béen so proactive on improving our security
performance?

Since that event, | have had 2 other individuals transfer into my department
[because they had significant conflicts with their previous managers. Both of
these individuals appear to be thriving and | consider them valuable members of
‘my team. Why would my leadership want to retseve ‘a manager who tackles
 difficult personnel issues and succeeds?

In addition to my-departmental responsibilities, l also perform duties as the
SOGOM Relationship Manager where | have b d the gap between the
‘laboratory culture and warrior culture while ;mpmmng mutual understanding of
these distinctly different environments. | have coached and mentored gersonnei
aaross the dlrecterate and d‘ffused concems before they gecgme majer issues.

: ut itis an

ﬂ’:at“has ﬁthéadd:ﬁanai mspensuhmfy of re[at%anship manager ;dentrﬁed in hislher

“y





R2A2's. This brmgs up another issue that | will address separately-—equity.
Given the above, why would my leadership:want to relieve a department
' manager whu dtrectiy suppozts the SBCGM clientele?

D620 Performaince metrics:
2009 overall budget: [N
2009 costs: -

Qutsmndmg mmmlta'nents -

2009 closeout balance: B @ of targeted goals)
Busfness\/o‘iume 2000: [
FTE: 55

(AA3);

Transtorin: - IR <IN <=+ NN (=)
Transiet out: ISR fo DG10 (promo)

Increase: ' 5

New Hires: [N sc2): IR s=>: I
I

: Personnei Sﬂpervzsed 79 (33 Direct Reports; 6 full time matrixed from J Org
[100%]; 4 Intems [all year], %sub—wntractors [most with clearances warking on
. *r:lassnﬁed projects]).

oL
| L | et
- 1n 2008 | was awarded 2 [l bovus for my performance w}

- In 2008 | was ranked "meéfs' all expectéa@ns and exceeds somie" in my Annhual
‘Review. |'was fold that | was the only Department Managerﬁmtwas ranked
higher than "Meets All Expectations.”  'don't kniow if this is true or not.

- Under my leadership, my personnel have had ZERO IMI security ;nfractmus in
the last 16 months. | went from the worst departmental recard to the very best
while assummg 45% of the classified risk.

- | arn a Service Coninected. ,ﬁisahi‘fed Combat Veteran in a Protected Status:

~My business. volume has gmwn expnnentraﬂy sigce ] was ‘hired and remains-
‘ mbust durmg ;an economic downturn,

X7





was assigned to my department because of a personality
mnﬂwt with his previous manager. As a brand new hire and ashng department |

manager, | was given accolades by HR (Aranza) and others in how | dealt with
the sensitive issue.

- I have held my empieyees accountable for every security and safety shortfall
where they made -an error in judgment or procedure. | wrote a temporary letter to
fileina Imkouf—iagoui safety issue and several temporary letters to file:
concerning Security issues before it was laboratory policy to do so. There
appears to be a perception that | always defend my people, which given the facts
is simply not cmdihie. } hold them accountable when the do things right as well
as when they come up short and [ take the time to mentor them so they ¢an
'mz;tmuaﬂy improve..

In summaxy, we are about to go through with a reorganization in National and
' Homeland Security and I have already been fold that 1 am not being considered
for a Department Manager job, regardless of my. performance and experience,
because the directors and ALD don't like the fact that my apinion doesn't always
line up with our ALD's or theirs. | am apparently “too outspoken” in my
: managenai role and too. protective of my-employees. In my professional opinion,
the reason for this is simple retaliation because | care ezaaugh about the INL, the
mission and my people to have a voice and opinion concerning our future. |
understand that | cannot file a grievance | based on intent, so 1 am asking HR fo
keep this letter of concemn on file for me.

Under my leademhtp and through the hard work and professionalism of the men
and women in my charge, the Special Materials and Processes Department has
flourished. We have grown in business volume, our project management rigor
 has improved fremendously, and our clients are extremely satisfied with our
work. Through honesty and integrity | have eamed the trust and respect of the
: zempioyees assignedto me, and | am committed to simultaneous excellence in all
aspects of my work. The security and safety record for my department is stellar
ith NO infractions. I}M s) in over 16 months. | am committed to my people to
‘ensure that their voice and concerns are heard by my leadership, and because |
' have made the attempt to explam their paants of view, 1 am being forced out of a
job through the guise of “reorganization.” |am deeply saddened that my
leadership has formed this derogatory opinion of me, despite my leadership
.abilities, dedication to our mission and our people, and commitment to.our
-clients, securify and safety. [love my mb as a department manager and am
‘delighted that | am able to support the country’s requirements as they pertain to
National and Homeland Secunty It is distressing to work in a hostile environment
where feedback is neither encouraged nor accepted. | would have absolutely no
problem working for any of the current directors and | look forward to the
opportunity to address their concerns now that | know about them.






Here are a few highlights from recerit

Cyber project
' ﬁms far. Tf;ere aséeev eena or’ efror and not inadequaues ofthe

ement of this scope, training was
ocation) was the training aid. They tsave! south

Jy impac
time after the new year. | will look for other

«oppbrtunihes for them as well.

Additionally, client has decided to move all classified meetings to the "BOB* facility at Premier
Technologies Incorporated (PT1) in order to divest from INL security praciices.

| haven't had the opportunity to smkm? yetas she's out sick today. | assume [l hes
afready bmugm;yw u}:t’asﬁeedi o how that visitwent. '

Bottorm: fine: The INL will continue to provide

areasth; absatutely can__not__be cemp[eted,infnmer lacannns mir stmngths w:ii caminue ta be our

remote location, Jow RF | srgnaturesx frequency management. mpabmbes outstanding technical expertise,
‘ability to conduct training/testing with radiologjcal sources a ability to commiunicate on the

appropriate sectre networks (eventually). &rszeaknessas sinion include sxtremely high costs
mmpagghtghigdusw tandards, relucta ! assam ;M&ﬁass?ﬁedmgramsi nnabmty

‘aiierSB To n&aseana pas%ti#e nots, S8 :
Stwe s wﬁfsﬁﬂ*ﬁu svaﬁd nicha tfuliy unciefstand our

o7





Don't shoot the messenger. Thanks!

43 .’ :ST%‘MSZ&“J&%&
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To Mark D Siciliano/SICIMD/CCOT/INEEL/US@INEL
e

Subject Re: TravellR)

& This message has been forwarded.

Mark,
“Thank you for your kind wnrds and great messagel
~1canonly mmmn;ﬁn ry shock and anger that upper management can crumble an organization by

remavfng the best nd mnst éynamic managers (you and Wayne} and undermine great, meaningful work

,,,,, .. They don't understand the requirements which serve to safeguard
0 and "they bfanzanﬂy‘elesa iﬁeir minds to reason. | do believe that SOCOM has seen some

nmpreSSWs results from Brad's work and won't niove on ta&a!ty

e ecu[ tafkabout Rache!
“can-only hope and keep

r E ayeewho is now at PNNL maybe needing
he!p onsomemﬁemaﬁonal work s | will call him to find out more.

1spoke 1ol about our funding, He said he would advise finding temporary jobs outside of the

s diminish (“February). We are going to try to write proposals to DARPA and
nﬂxeias over the curtailment o see if we can generate interest.

Please take care and have a wonderful Thanksgiving. We have much to be thankful for!

Mark D Siciliano/SICIMD/CCO/INEEL/US

MakD , o L
SolbngSICMICCINEE 1o I
Lus ; @ | |
1117/2009 09:28 AM - i

‘Subject. Re: TravelE)

 Thanks for the note and the heads up. In terms of work and opportunities, here is my advice to you.

First of all, | consider you one of my b%t employees-- conscientious, dedicated, driven to sumeed, and
«levaﬁheaded. A true asset to our team.

As you have outlined in your email, you are absolutely correct in that: SOCOM funding for [N
projects will be drastically reduced fo & pointin which it doesn't exist. The reason for this is very clear—
SOCOM gives organizations onecharice and if they are not sat%sﬁed with petformance they mave.on. In

&9





- ourscenario, they ¢ are very pleased with our work but not comfortable with our ieadem&np’s decision not to

 assume the risk associa ith managing classified projects. This risk (referring fo working with ATK on
‘a project of National stratec ce), in their opinion as well asmine, Is minimal, However, | can't
charnge our course. The outcome tha assumed by our ALD was that SOCOM would keep the rest of
their projects with INL. This Is proving te be a false assumption and those who work on these programs

‘are e collater damage of this ﬂecssinn So, as faras future "NP” SOCOM work, we ateon a downward
slope; nore like a free-fall.

Liruly hope that the. BAMA opportunities will continue, but there again, since this work is "bio related" our
‘ALD s on the record-as not wanting 1o be heavily involved in that work either. So, be careful before
makingﬁny commitments.

- Wha E‘suggest toyouis'a muit:—préng ‘approach. Centmue to pursue opportunities to bring in business to
Dszﬁ‘ and continue to apply for positions that inferest you outside of this org. It generally takes sevefal

moniths to work through the hiring process;, so you will have time to make an informed decision and see
how the results of BAMA opporturities flush out. :

| hope this helps. Not the "party line" for sure, but honest advice 1o someone | care about and admire as a
fellow employee.

Best,
Wark

mmmmmmmmﬂmm

To ‘Mark D Sicilisne/SICIMD/CCOTINEEL/US@INEL
Subject Travel

sl 1171612008 06:48 PM

L will'be in mitgs nextweek and return Monday then plan to take PL the week of Nov 30th.

FY% ‘we are making a presentation toan andtenee of potential funding agencies for BAMA. Workis really -
slowing down on the Norby prajects | am working on. Would you please laok around for any other
potential work beginning in January?. 1app ﬁefdfar a couple of jobs outside of the org this weekin case
there'is no funding. 1 DO NOT plan tota , if offered, unless there is no work in N&HS. BAMA has
been. good sbnutg,w}ng usmare: fﬁﬂd‘iﬁg ($35ai< thzzsfar} s0 | hope the trip is fruitful.






MakD ) To I

Siciliano/SICIMD/CCO1/INEE: .

wus = e |

12/01/2009 04:30 P boc
Subject Fiv: Clean out day expectations

BSO0uK s,ic Wstomnd@)doe ic.goy
wmmmmmmmmmm

40 ided by Matk D Slaﬁam!SImMDfGCﬂmNEEWS on 12!0’”2009 04:30 PM -—
MarkD

swmwsrcmmecoumse To _D620
1010&2809 08:56 AM *

Subject - Clean out day expectations

All;

Please plan on starting ctean out at 1030 and finish up-at 1130. Shouldn't take more than an hour, but if
you have a lot of files to go through, please take thetime' you need.

Ttems to consider:

1. Do I really nieed this classified document?:

Zisittedowmntpmpedymarkad and 'has&reappmpﬁateﬂoveﬁw ot

BALLTS dm:s are tracked and need to be logged (I do not wantany hard copy TS does in files, they

*should all he stored electronically.) If you have them, and they cannot be put on the system, please inform

4. No valuable items stored with- classified files. Example: youcan't’ stme acamera in the same file draw
Whera classified information is stored.

5. UB3~ I-don’t think there is a lot of classified material to clean out,'so when that task is finished, please
stralghten up the work areas. Lot's of boxes and misc items that need to be straightened up.

6. Burn bags-- shred contents
7. No ﬁ rsonal CD's. If you néed to remove unclass CD's please ensure they are cleared through [

8. 1f you have questions; please ask. Derivative Classifiers are annotated on the roster with astarisks.





s‘rhasemmng gt the site arfe requiréd to do this too. Regret | can't deliver pizza today but | will make it
10. Keeping classified information properly stored and marked i is a benefit to your program and is

fexpecbed in our day to day work activities. there I no overhead charge number for this. 1 will however

check into a charge number for the training conducted yesterday as | believe traimng should be covered
by overhead.

11, Have fun, | appreciate everyone's help and dedication.
12. Pizza at 1130. ( Porenpsen La7 /k-eh

w * Things to Jook forward to befare holiday standdown: Movie for the year will be "Office Space.® Whoever
‘stole: my red stapler, please bring it back or you know what's gdmg to happentil

Hoa : Sste
mwwmrrm«mmmmmm

LA





( To :k s y . *
Siugganoiﬂclkﬁﬂmmﬁﬁﬁ _

11/09/2009 09:44 AN bee
Subject Memo to file
- Hope-altis well with you. Based on your advice | took the opportarilty to meet with

—'
performance Issues that were brought to my attention. This was
at indicated that inJJJfs and the directors’ opinian, | am notfitto bea

I thought thie meeting mthuwentwry well and if nothinig else, 1 was able to present them
with facts and details that they were unaware of. The time with [JJJJlj was less productive but i do
appreciate the opportunity to address some perceptions that were not true.

B ticd to arrange a meeting between [N and myself, however i refused to mest

Thanks I

OpUOoY, S0 ISiToDidae je pov
'mmma ammmmuamm

S3





Mark D To

Siciliano/SICIMD/CCOT/INEE
LS cc Mark D Sicllianc/SICIMD/CCO1/INEEL/US
10/13/2009 wmm bee

Subject Security Concem (OMMns cuy

i History: % This mwsagehas been forwarded.

‘OFFICIAL USE ONLY~-CONTAINS CUI

. I
1 have shuggled with this-and lost sleep over it. At the end cfﬁ:e day, my obligation to report takes
-precedenca over my career. Please don't shoot the messernger. Il be here the rest of the day if you need
‘to discuss and then onPL 1ill the 22nd. Signed paper copy to follow:
Best Regards,
Mark

SEUJR}TYBBRCEHNM

OFFICIAL USE ONLY-CONTAINS GUI

?.O.Boﬂﬂs mmmlﬁ%m
e ey 8 & m * :mmﬁzﬁm

— Mo MMMW?PMS:J or  Lescons learro
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Official Use Only- Contains CUIL
12 October 2009
From: [ D. Siciliano, USN-Ret

Department Manager, Special Materials and Pmcessm
Idaho National Labazamzy

Subj: SECURITY CONCERN REGARDING FOREIGN TRAVEL

e o D

' ; at Idaho Netional Laboratory recently traveled
to a “sensitive” foreign country. The name of this cemﬁy.tsbemgmﬁh&!dmmde: to
keep this document at the unclasmﬁed level.

| Imentioned that [l
eIf “'Ifhm ;n{tmn led o a shaﬁ: drseusmon on the

3 v £ ely retice 'ttereportthlsaslfaar
risal, however as an SCI hal&ermyself Thave aclear obligation to report security
H 3¢ ,,‘y,lammngandthepmperpmca&meswmfénowed,butlhavam

MARK D. SICILIANO

Official Use Only- Contains CUI
S5





Official Use Only- Contains CUI

Official Use Only- Contains CUI
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‘MarkD - To |

Siciliano/SICIMDICCO1/INEE ,
s g
11/18/2009 03:42 PM |
hoo
Subject Equity Complaint (OUO= Contains CUI)

ifkppmmmaiefy three waeks: agn,—aﬁemm to sﬁfedufe an one-on-one meeﬁngz between
;yauantl m&fodfswssapersam!eqmiy issue as well as several other issuss @ :
“You refused to meet with me, and according to [l said, "whatever it is let

find this unfortunate, and my only appropriate recourse Is to work through the formal complaint process
‘which | have initiated. My complaint is based on facts, stands on its own merit, and is not to be taken
 personal. At this point | feel it is appropiiate to inform members of the LMT of this situation.which should
have been addressed overa ‘year ago and-could have easily been avoided. 1 Will let the process run its
course and {ook forward to a positive and fair result.

Thank:you for;Yﬂﬂr time.
Mark

Equiy Conpleintdoc MARK_SICILIAND_RESUME_Sep_ 08 doc:

: »MWWaﬁmuﬁnﬂmwmm

— anad by MQ»SMIEMI@CEMWCC@MNEEUUS on 11/18/2009 12:41 PM—

Maik D r
' SiclliancSICIMDICCOV/INEE Ta
s
111812009 09:48 AM o w®
Subject Modification o my original equity complaint

A&er thoughtful consideration, | have décided to modrry my complaint to include a request for monetary
resiﬁutxon in the event ﬂlat-eams a higher wage: than | do. This should be refroactive to the day in

57





NoV&mbét 16,2009
From: Matk D. Siciliano, D620 |
To:  Bmployee Concerns
‘SUBI: EQUITY COMPLAINT

Dear Sir or Madam,

In keeping with our Laboratory Director’s guidance I previously pmsued this issue with my
leadership in an attempt to rectify the situation before it became an issue, Unforfunately, T feel
that Thave been misled and have lost faith in my leadership as it pertains to this matter. I request

‘thata formai mesnganonbc conducted in order to bring this to closure. The following facts
apply:
Iwashneﬂattham asal?regfam fanager 4mMay afZGQ'T Wrﬂnm w;eks of my arrival, I

) ;rxne&myduﬁ%anﬂresgmhzhhesman&ung capamtylmnlthenisza
nt Manager posx:ﬁonmsposmd Gntﬁﬁ Iabs’i’osﬁngpagﬁ eftheINLWebs:te the link

: omedasdepunes WereALLManager 3’s. Ispoke with ‘
abmrt&nsasWaﬂan& indicated that s idance was that all Department Managers were

at the Manager 3. level. I then took the issus to hnmnﬁmedfhatwashxsgmdance but he

*gyould talk to HR to see what could be done.” To be clear, I was not asking for a raise, bml*ms
concemed thatmynengadewppedoutatsxgmﬁeanﬂerss than the grade of PM 4. .

‘ ] 7, : m. To put this “promotion” into

5§





This does not look like apwmotlontQme, mfactltz&adgmnﬁon Wblch;s ¢
employee Handhaak as:

etized in our

“Demotion |

A demotion is a change of an employee’s classificati lower salary

documented poor yeg’armace., Due to fhe pofentzal sgmmvn:y afdemotwns, an qvgroprzafe HR
;fream; w‘ztlz regresanfaizves ﬁam Emplayee Rel‘zztwrzs zmd Ga@emaﬁon wzl? rewew ecwh action

A ; !masa%wythatexceedsthemaxmwn afthenew
asafmy gmde mnge requires the qpprmral af the dzrector of HR&D. ™ '

At any rate, since T was told that “all Department Managers were Line Manager 3’s” and that the
position was really posted as a Manzger 3 dasyﬁe what the link indicated I dropped the issue.

Recently, I discovered and verified with] that one of my fellow Department

Managers, _’Was a Line Manager 4. Based on the aforementioned information, this is
clearly a concern to me and I respectfully request the following action:

Please compare my duties and responsibilities as outlined in my PD as well as my true job
reqmmmmﬁs‘tathase ofCaﬂKuteha s to determine Ifmeqmtyissue exists.

mgase ask fha LMT nf the laboratory to be mvelved so-they have visibility on this.

—Mak T Cad

PR A DR (521 Y Y

.l}zrectkeperts,lﬁﬂl time
matrixed from J Org [10&%] 3
4 Interns [all year]; 36 sub-
contractors. {mastwﬂh
clearances working on
_ ‘,clasm:ﬁed pmjects})

e

5






Additional R3 A2 Designated in writing (PD) as
the Relationship Manager for
the United States smai

| Additional RZ A2

AdifonalR2AZ D
ducation '.,E:b&SplmBDadmmﬂeredﬁs

management posmcns (see
| resume)

DzsahleéCambatVemnma 7
| Protected Status .

,, | See Attached

?OmﬁoﬁDasmBnm i 1 Sae Attached

ee AﬂExoeédsSéﬁﬁ(I 1 7
‘was told that I was the only

Department Manager to be

12008 Annual Rev

Finally, as we approach reorganization in National and Homeland Security, I would ask that this
- be addressed before I am required to change positions. Please note that this has nothing to do
vn’th-aslhavetemendousrwpectforhm.Iamnﬁtashngforapayrmse Iamaskmgfora
kvetmgbased onR2 A2’sandan expiana:taon asto I:owwe got to this point. I'do not appreciate
‘bei ed. Tt is my hope that thi ill be ad kandcmectedmmwt

I have attached a current resume aﬁd:ﬁayfi”qsiﬁm Desctiption for reference.

L Siﬂﬁm;b' ¥

Mfazkn Szcshano

6o





Mark D ' To § |
Siciliano/SICIMD/CCOTINEE
s : .
11/18/2009 09:48AM boe ,
Subject Modification t my-original equity complaint

Aﬁeritmﬁghifu{ mnsnderatmn, { have decided to modify my complaint to include a request for monetary

titt 'earns a higher wage than | do.” uld be retroactive fo the day in-
Jie dapanm nt manager position and be level ed 1o the present salary | fdmrarﬂfl have decide
w Mquest this based on, rinciple. '

Thank you.:
VIR -

: WW Speclﬂﬁm
Wamm ity Directorole

»m.mms,msasza.m Falls; mmm
mm czmm, ST mu.szs-f&m

5

Muﬂ@mm'mm dsiondBidenisae
 {Please callamail fummmmmmm
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111182009 0945 AW oo
“Subject Modification to my original equity complaint

_ . [

After’ ti'mugmﬁn consideration, | have decided to modify my complaint to include a request for monetary -
restitution in the event thatjjiilf earns a higher wage than | do. This should be retroactive to the day in
which | fook the departrnent manager possﬁon amf be leveled 1o the present salary forward. | have decide
to request this based on principle.

Thank you.

VIR

Mark

SR mmm& isiemridoe.ic.goy
(Pme callmail if o time eriticel meg sent fo SIPRNET)
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29-Mar-10
From: Mr. Mark D, Siciliano

9733 Andeée K Lane.
(Poeazello, D 832{34

-Tou

Department of Energy
Washington, DC 20585

‘Subj: RESPONSE TO BATTELLE ENERGY ALLIANCE, LLC LETTER OF
MARCH 4, 2010 IN RESPONSE TO MY 10CFR708 COMPLAINT CASE NUMBER
TBI-0098

Dear [

In response to | N l<tter to Ms. Ogilvie dated March 4, 2010 I would like to
offer the following observations:

Forced signatures on DOE Form--

BEA employees were FORCED to sign 2 DOE form mdmduai RESPONSIBLE for
security infraction” and were required to do so before mvestlgaﬂons were complete, and
even when they WERE NOT responsible for the infraction. This is tantamount to a
FORCED confession and I believe it wabsohrtely in violation of the law and our civil
~ngh=&s Furthermore, at BEA, if an individual receives a security infraction they are often
given time off without pay so there is c!eaﬂy an element of punishment to this. Itis
mportam to remember that 1 personaﬁy brought up this concemn to my immediate
supervisor in pnvate, then to senior management in private and was told “not to make an
issue / be quiet” about it. I believe for management to ignore employee concerns is
against the law, rules and procedures in and of itself.

‘A confession is:

“The vnhmtaxy declaration to another person by someone who has committed a crime or
misdemeanor in which he admits agency or participation in the same.

When made without bias or improper influence, confessions are admissible in evidence
as the highest and most satisfactory proof because it is fairly presumed that no man
‘would make stich a confession against himself if the facts confessed were not true. But
t’hey are excluded if unfairly obtained.

I brought these concerns up to Sr. Management and they responded with gross
m‘ismanggggggt uf the concemn and. deozdeé tn aftack mc, whzeh is an abuse of

',Fmﬁzermere, thzs ahusé of authenty hzs hada elnllmg aﬁ”eci on empleyees mlimgncss

BT
4





to report concerns. Your mdependent investigation will find this to be true. Finally, as
mentioned in my complaint, they again abused their autherity by investigating me for the
incident, 30 days AFTER the investigation was closed, even though I was not an
emplovee at the time of the incident. I believe I was completing my 5™ combat tour of
duty and culminating a 29 year career as 2 Naval Officer at the time control of the
- SECRET document was lost. BEA employee concerns responded: “Well [ you
didn’t receive an infraction for the incident” and “we do investigate managers from time
to ‘hme” although it had not‘been done before me. ,It‘ ‘noteworthy that once they
ole : he incident, they FAILED to investigate
B was mvesngated, or harassed,
like the fact that I raised my employee’s concerns. Clearly, this is
ent and abuse o uthanty» anci 11' * resultéd in tetahatmn as weII asa

manag‘ement’s ac’aons in dealmg Wﬂh thls issue. To say that “chﬂlano and several of his
staff were overly defensive™ as it relates to this event only drives my point home. Forcing
someone to admit guilt, when real penalties hang in the balance, including career ending
retaliation, is unacceptable. Not taking employee concermns seriously is unacceptable.
Gross mismanagement and abuse of authority in retaliation to raising an employee
corncern is unacceptable.

-Security concern over || s foreign travel—

they came to that op:mon, espemally since I was ranked number 1 out
of agprox. epartment managers in 2008. Iwas officially reassigned in mid-
Decembsr which is well after the security event and reporting took ‘place.

Verbal Exchange with ||| -

I apologized to Mr. -because he took offense to me setting the record straight during
& group meeting in which he abused his authority, showed up 20 minutes late to his own





ing, sian&ered the sm;;l@yee  inmy charge, made false aceusations in a public
d his facts completely wrong and placed me in an untensble situation. I did niot
apolugxze for wﬁat I said and | unsolicited letter confirmis my stand on this.

Security Improvements---

The point I made on the plethora: of sectmty antovement suggestmns 1 prowded in carly
Febmaty 2309 was thaf ma « «

improvements that would have grevenfed severai secufity mfractlons if" i:he"y were
implemented when first brought to senior management’s attention. THEY IGNORED
THEM. After several more IMI’s I asked them why th%r didn’t take these suggestions
seriously and they took offense with me. The fact that they were put in the CAP validates

 their effectiveness; the fact that managemﬁnt waited so long to nnpicmcnt them validates
their neglagence and gross mismanagement. .

In\ tesponse to BEA’s claim that I was niot rétaliated against:

a5 a collateral duty, except that now, after

s of extremely low risk yet critically important
S 0! ture work, and all but ruined our ability to

e,meds of’ tthGCGM ehmi,l am somehow supposed to fix this miess.

believe | has abused his authority and has chosen risk aversion to further his
peigsonai career vs. making logical and informed decisions based on facts in order to
conduet the work our nation needs accomplished. His gross mismanagement of National
and Homeland Security has fostered a chilling culture that doesn’t allow for adequate,
openand honest discussions to take into account the risks facing our nation. I have
observed frrational, mexphcable and explosive behavior, and your investigation will
show that I am not the only individual who has complamed about his abusive
manag&msm style.

t fam warkmg m i both hos‘eﬂe and
js beyond the paie In faact, even

artment in. ordex to remove me from that gas;txon* The new manager is.
ated with my former employees, has never worked in the mteihgence ﬁeld, and





does niot know the client set. I have scammed and attached an email that I received froma
-client that articulates my performance leading this g grm;p of professionals. To keep it
‘onclassified I have mmoved the client’s name, ergamzatmn and The specifics of the
pmgec’t

"r‘4 to what [ have :mw, which isa tarm,shad professmna!

» famation of character, and 2 hostile and oppressive warking environment
where fhave been absolutely minimized. These are tangible negative effects of retaliation
and I will offer plenty of witnesses to testify to this.

In summary, having served nearly thirty years as a Navy SEAL, I know first hand the
challenges facing our great nation and the sacrifice our brave young men and women are
making on our behalf. We are at war on multiple fronts—Irag, Afghmstan, HOA, andin
‘@ global pursuit of terrorists. We are. confronted with an ever increasing threat of
Waapens of. Mass Destrm‘:ﬁon b‘y ons thh the mtenf: ta proixferate WMD as well as

5. The INT. noin o

J have led to-a
S nnsmanagement of secumy

] e threats, and ﬁnally, 1 have been ra‘talzate‘d agams‘t because]
raised mgmf cant employee and security concerns where I believe the law has blatantly
been violated, management abused their authotity and grossly mismanaged security
events and employee concerns.

Very RéSpebtﬁﬂly,

‘Mark D. Siciliano

Ce: Ms. Janice Ogilvie, DOE-ID Employee Concerns. |







Umted States Government | : S Department of Energy

memorandum " T

Date: ~ March lQ, 2010
Subject: 10 CFR Part 708 Whistleblower Complaint (AS—HR—E(ZP-‘I 0-007)
To: |

Office of Hearings and Appeals
DOE-HQ, HG-1/LENF950

- Attached please ﬁnd the file for Mark Szcﬂxano who filed a 10 CFR Part 708 Complaint with
this office on December 11, 2009, Mr. Siciliano is employed by Battelle Energy Alliance,
LLC in Idaho Falls; Idaho, and has alleged retaliation for participating in protecting activities.

‘Iﬁfon*nall'fesoiutmn was not successful; therefore, Mr. Siciliano has requested an investigation
followed by a hearing. As stated, attached i 1s Mr. S:clhano s case information for further
~ processing under 10 CFR Part 708. e

Ifyou have any questions, please contact me at (208) 526-9272.

q G C \C} d Ve

Jan Ogilvie, Employee Concems Program Manager
Idaho Operations Office

Attachment





- UFC: 2000
AS-HR-ECP-10-007

ID DISTRIBUTION: CONCURRENCE:

1.

2.

~Jan Ogilvie (y) o ‘ HR/ECP (Ogilvie) (author/signature)

- RECORD NOTES:

This memo was prepared regarding a 10 CFR Patt 708 j’Whiétle Blower Complaint.
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Department of Energy
Idaho Operations Office

1955 Fremont Avenue
Idaho Falls, ID 83415

March 10,2010

--CDR Mark D. S;cﬂmno USN Ret
'+ 9733 Andee K Lane
“ .- Pocatello, ID 83204

' SUBJECT: 10 CFR Part 708 Whistle Blower Complaint (AS-HR-ECP-10-006)

" Dear Mr. Siciliano:

- On March 9, 2010, I forwarded your 10 CFR Part 708 (Whistleblower) complaint to the
Department of Energy’s Office of Hearings and Appeals where a determination on acceptance or
“~dismissal of your complaint will be made. If your complaint is accepted, the Office of Heanngs
and Appeals will conduct an investigation followed by a hearing as you requested.

I have enclosed a copy of the Response to Mark Siciliano v. Battelle Energy Alliance, LLC, Case
- No.: AS-HR-ECP-10-004, which I received from Battelle Energy Alliance, LLC on March 9,
- 2010.

If you have any questions, please contact me at (208) 526-9272.

: Sincerely,

‘ Q,(_A;V‘}C ‘:;L IM/

Jan Ogilvie, Employee Concerns Manager
Idaho Operations Office

- Enclosure






UFC: 2000
AS-HR-ECP-10-006

ID DISTRIBUTION: CONCURRENCE:

Jan Ogilvie (y) ‘ HR/ECP (Ogilvie) (author/signature)
'RECORD NOTES:

1. This letter was prepared regarding a 10 CFR Paxt 708 Whlsﬂe Blower Complaint.
2. This document was wntten by Jan Ogllwe,
s This letter/memo closesNo Pegasgs item,

4. The attached ‘COffeSandence hasl no relation to ':the‘.Nav;ial ‘Nucle;ar Propulsion Progiam.

IEngl‘vxe (AS/HR/ECP) — 3/10/10, p:\office documents\hrd sensitive letters-
fyl 0\_] eo-ecp-006.doc





v

Department of Energy
Idaho Operations Office
1955 Fremont Avenue
Idaho Falls, ID 83415

March 10,2010

Battelle Energy Alliance, LLC
P.O.Box 1625 = ‘
- Idaho Falls, ID 83415-3899 -

. 'SUBJECT: Mark Siciliano - 10 CFR Part 708 Whistle Blower Complaint (AS-HR-ECP-10-008)
Dea: I

On March 10, 2010, I forwarded a 10 CFR Part 708 (Whistleblower) Complaint filed by
Mark Siciliano to the Department of Energy’s Office of Hearings and Appeals. If his compliant

1s accepted by the Office of Hearmgs and Appeals, he has requested an mvestxgat:on followed
“bya heanng :

" If you have any questions, please contact me at 526-9272.
SR .S'incerély,

’/l L\,’Y\ (-—"vg “ ’\)"v

Jan Ogilvie, Employee Concerns Program Manager
Idaho Operations Office






i a Thls document was written by Jan Ogllwe
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EMPLOYEE CONCERN REVIEW
Battelle Energy Alliance (BEA)
National & Homeland Security

" On October 25™, 2010 the Department Of Energy Idaho Operatlons Office (DOE-ID)
Employee Concerns Program (ECP) Manager received a concern by e-mail from Mark
), a Battelle Energy Alliance (BEA) employee working in Strategy & Program
. 0 was contacted regarding these conce
. ECP Manager met with him on November 2™, 2010. After meeting with
was determined that the DOE-ID ECP office would investigate the following concerns:
1. That BEA did not investigate the removal or use of a classified computer in an
offsite uncleared facility which involved Vista (a BEA subcontractor) in 2008.

2.
, refused to accept work from SOCOM because of the risk.

DOCUMENTS REVIEWED:

DOE O 481.1C Work for Others (Non-Department of Energy Funded Work)

DOE O 484.1 Reimbursable Work for the Department of Homeland Securlty

DEAR 907.5217-1 Work for Others Program

DE-ACO07-05-1D14517 Idaho National Laboratory Contract :
Department of Homeland Security Work for Others (WFO) Decision Package Review &
Approval (BEA form 481.37A)

Work for Others Checklist DHS Only (BEA form 481.17)

Project Risk Identification and Response Plan (BEA form 410.06).

‘Project Risk Management (BEA procedure LWP-7350)

Work for Others Contract Process (BEA procedure LWP-4004)

BEA Work for Others Process Flow

INTERVIEWS:

Concern #1 BEA did not investigate the req_loiral of a classified computer

BACKGROUND:

On July 25" 2008 -set an e-mail to with a cc to Mark
Siciliano. The e-mail stated that was shown a Powershot SD 950 IS camera,
a Dell Precision CPU serial #80045-681-540, 2 veiw sonic LCD display monitors and 2
speakers by . The print label was from with a handwritten
label from . That same day sent an e-mail to-

tating that he would add these to the property inventory being done at the INL.
On October 28" 2010 sent an e-mail to M regarding her

- surprise that was working for USIS.. e-mailed back that he

" was concerned about the removal of the Dell Precision CPU serial #80045-681-540 and






that he had reported the concern to-but he did not belzeve the incident was
investigated.

CONCLUSIONS:
This concern is not substantiated.

N - did conduct an investigation with the following results:

a) All PCs purchased by INL for classified processing for these projects were
accounted for in WCB and had computer security plans with ISSO/ISSM.

b) PCs used outside INL by* staff were confirmed by INL staff
and client as not processing classified materials.

c¢) COTS PC related materials sent to chent- by Newbanks were verified
by client | 2s not being classified.
d) There was unverified speculation as to whethér an unclassified PC at WCB had
ever.left WCB to* home and then returned to WCB. But all
INL PCs accounted for at time of inventory.

e) There was speculation about the location of a classified CD that was created
with client deliverables (to be securely mailed to before

subcontractor's termination, but most all paper/electronic media were
destroyed and it was not found in stray CD inventory. An INL S&S inquiry
official _) was nouﬁed of speculated CD in case any other actions
required. , _

Concern #2 refused to accept work from SOCOM

BACKGROUND:
refused to accept work from SOCOM because of the risk.

CONCLUSIONS:
This concern is not substantlated because BEA procedures allow for not acceptmg Work
for Others.

During interviews w1th_ and- they stated that DOE-ID
approves National and Home Land Security Work for Others proposals when BEA plans
to do the work. DOE-ID, however does not review Work for Others proposals that BEA
National and Homeland Security rejects.

BEA’s authority to reject Work for Others without approval from DOE-ID is outlined in
LWP- 4004 were Work for Others is defined as “The performance of work for non-
Department of Energy (DOE) entities by DOE contractor personnel and/or the utilization
of DOE Facilities that is not directly funded by DOE appropriations. WFO allows others
to take advantage of DOE’s immense and unique research, development and
manufacturing facilities on a fully reimbursable basis.” LWP-4004, however, goes on to
state that the work cannot adversely impact or interfere with INL missions and/or
programs. This LWP and LWP-7350 (Project Risk Management) which requires the
 identification and the process for describing analyzing and addressing project risk were .

| 2





used by_ to determine that the work for SOCOM would be rejected because the
INL could not assume the project risk.





DEPARTMENT OF ENERGY — IDAHO OPERATIONS OFFICE
Employee Concerns Closeout Summary Form

File Number: ECP-11-010 " Date Filed: 11/2/10
: Date Closed: 1/12/11

Date Concern Originator Notified of Resolution:

~ Concern: Substantiated Unsubstantiated X : Partially Sustained
Summafy of In&estigaﬁon

‘Who Conducted the Investigation: DOE-ID ECP |

Conclusions of Investlgatlon
1. That BEA did not investigate the removal or use of a classified computer in an

offsite uncleared facility which involved Vista (a BEA subcontractor) in 2008.
Unsubstantiated

2, —
refused to accept work from SOCOM because of the risk. This concern

is not substantiated because BEA procedures allow for refusing to accept Work
for Others.
Unsubstantzated

Did Anyone Receive a Copy of the Invesugatlon Report
“Yes No X

Follow-up Requirements
Yes ‘ NoX






EMPLOYEE CONCERN REVIEW
Battelle Energy Alliance (BEA)
National & Homeland Security

* On Feburary11™ 2010 the Department Of Energy Idaho Operatlons Ofﬁce (DOE-ID)
. Employee Concerns Program (ECP) Manager r
provided ina 10 CFR 708 complaint filed by )

(BEA) employee working in Strategy & Pro
708 complaint, it was determined that

, a Battelle Energy Alliance
lopment (D001). From the 10 CFR

regarding these concerns; He stated that in addition to filing a 10 CFR 708 complaint with
DOE-ID, he had filed an employee concern with the BEA Employee Concerns Manager
regarding some of these concerns. He said that he wanted the DOE-ID EC
his concerns separate from the BEA investigation. After meeting with M
was determined that the DOE-ID ECP office would investigate the follo
1. National and Homeland Security senior leadershi
suggestions to 1mprove security performance by : , which they failed

~ to take action on in a timely manner resulting in a number of security infractions.
2.

: , misled or lied to DOE-ID personnel when he mlsrepresented the official
status of an Office of Secretary of Defense (OSD) client.
3. Direct reports were required to sign a DOE form indicating that they were
responsible for a security incident before the investigation was completed and
_ ultimately they were not responsible for the incident.
4. There is a chilling effect within National and Homeland Security staff.
5.

, traveled to a sensitive country in the fall of 2009 and did not report hlS
trip before leavmg -

The DOE-ID ECP Manager requested a copy of the BEA employee concerns
investigation report from the BEA ECP Manager. The request was denied because the
report had been turned over to the BEA legal department.

DOCUMENTS REVIEWED:

DOE F 5639.3 Report of Security Inc1dent/Infract10n forms for incident dated December
2008 dealing with an unattended classified document (IMI 2.6) ‘

DOE F 5639.3 Report of Security Incident/Infraction form

MCP-310 Counterintelligence Program

DOE O 551.1C Official Foreign Travel

INL Form 472.17 Notification of Proposed Foreign Travel

INL Gallup Employee Engagement Survey

INL Standards of Conduct and Business Ethics

INTERVIEWS:

- (DOE-ID , National Security)
(DOE-ID o





Concern #1 Suggestions to Improve Security Performsnce

BACKGROUND:
National and Homeland Security senior leadership were provided with suggestzons to

improve security performance by which they failed to take action on in a
timely manner resulting in a number of security infractions.

On Eeb. 17", 2009 M. Siciliano sent an e-mail titled “Security Thoughts” to

The e-mail provided the following suggestions to improve security
performance:
e Professional guard located at the entrance to secure facilities
o Establish shared drives on classified networks
¢ Engineering barrier that picks up cell phones upon entrance to building (detectors,
wands, etc.)
® No cell phones orelectronic devices should be allowed inside buildings, even in
the lobbies. This is especially true for UB2, UB3 (SECURE lab), IWB and SAF.
¢ Establish Semi-Annual Clean-out Day combined with Security refreshers,
training, etc. '
Networked classified scanners
Industrial strength paper shredders located in every major container area.
Completely get rid of "Burn Bags"
SIPRNET in UB2 and IWB
Individual Accountability (both positive and negative) There needs to be effective
and swift measures to deal with infractions to include guidelines and standards.

" Because of security issues the DOE-ID ECP Manager was not able to review the security
infractions for this time period. To determine if Mr. Siciliano’s suggestions would have

~ prevented security infractions,
h reviewed the suggestions and the infractions.

CONCLUSIONS:

This concern is partially substantlated ,

tated, “I have reviewed the security mfractlons related to the BEA National
and Homeland Security organization from the period February 2009 to present. There is
a total of 15 incidents that I reviewed - 13 where the mvestlgatlon is complete and 2






where the investigation is still ongoing. Of the 15 mﬁactlons iti
the incidents would have been prevented if the suggestions of ]
implemented, 3 incidents where the infractions may have been
make a definitive determination, and 8 incidents where I believe the suggestions would
not have prevented the mﬁ'actlons from occurring.”

Concern #2 Misrepresentation of Official Status
BACKGROUND:

misled or lied to DOE-ID personnel when he misrepresenied the official status of an
Oﬁ‘ice of Secretary of Defense (OSD) client. -

From a string of e-mails, it appears that a situation occurred in October 2009 which
caused confusion between officials from DOE-ID, BEA, and employees from the
Department of Defense (DOD). The situation resulted from a request by OSD personnel
to have several machines returned to the DOD that were in the possession of the INL. An
e-mail from a DOD employee, dated October 26™, 2009, alleges that

communicated to DOE-ID personnel that he and others were not federal employees and
not authorized to represent DOD, and that || statements were intentionally
fraudulent. None of the e-mails from the DOD personnel indicated that they heard these

statements directly from [N

were involved with this request by the DOD
- employees. Neither believed that_ or any other
BEA official blatantly misrepresented any information to DOE, however both stated that
there was confusion between the parties because it was difficult to validate the identity of
the DOD employees making the request. This confusion was made greater by the fact that
one of the DOD employees making the request for the information had previously
worked for BEA as an employee and as a contractor. The situation was resolved when

sent an e-mail to one of the DOD employees with instructions on how to
verify his identity and submit a proper request for the property to be transferred.

CONCLUSIONS:

_ This concern was not substantiated.

The investigation returned no evidence of direct misrepresentation or ‘untruthfulness by
to DOE-ID or the employees from DOD. It was reasonable for DOE-ID and

BEA officials to question the authorization of the DOD employees considering the

circumstances. However, BEA officials, including , had access to systems that

were dble to validate the DOD employees’ credentials and should have been used to

.prevent the miscommunication and confusion that followed. :

' Concern #3 Inappropriate _Securig. Investigation Form
BACKGROUND: |





Direct reports were required to sign a DOE form indicating that they were responsible
Jor a security incident before the investigation was completed and ultimately they were
not responsible for the incident.

In December of 2008 an INL employee found an Unattended Classified Document which

resulted in an investigation of a security infraction. During the investigation, four of Mr.

i ’s direct reports were required to fill out the form DOE F 5639.3, “Report of
urity Incident/Infraction”. On the second page of the form labeled “Part II
Notification of Security Incident” the employee completing the form is required to fill in
items numbered 2 and 5 the “Name and title of person responsible for incident:” and the
“Signature of individual responsible for incident”. These 2 items imply guilt on the part
of the individual filling out the form. They also contradict the wording on the cover page:
that accompanies the form that states: “Though the form requires your signature, it does
not constitute an automatic infraction, and no distribution other than to you is made until
your response is received and a determination of outcome is made.” : '

Two DOE F 5639.3, “Report of Security Incident/Infraction” forms were obtained during .
the review. One of the forms was obtained from

. He stated his form was the one in current use and that he had modified the
form so that employees’ social security numbers were not requested on the form. The
second form was obtained from . A comparison of the 2 forms found some
differences. Part I of the two forms is identical. The title’ ' form
-states, “Part IT — Notification of Security Incident” an s form states, “Part
I Report by Office Concerned”. In addition, items numbered 2, 3 and 5 in Part II are
different on the 2 forms and the reporting time varies from 5 days to 15 days. It is unclear
which version of the form should be used. Items2 and 5 on each form, however, do not
clearly state that the person completing the form is not the person responsible for the
infraction.

CONCLUSIONS:

" -This concern was substantiated. o B :
Both DOE F 5639.3 forms contain language that could lead to confusion and a perception
among employees that if they were to sign this form they would be blamed for the
security incident and possibly held accountable. To prevent future probléms the correct
form needs to be determined and items numbered 2 and 5 of Part II on the form, which
require the name and signature of the person responsible for the incident, should be
modified if the form is going to continue to be use as a witness form.

Concérg #4 Chilling Effect

BACKGROUND: |
There is a chilling effect within National and Homeland Security staff.

. During a meeting with e question of whether there was a chilling effect
within the BEA National and Homeland Security staff arose. To determine if this was
true an anonymous paper survey was mailed to 39 BEA employees working in Homeland





Security. The purpose of the survey was to determine if there was a perceived “chilling
effect” that could result in the underreporting of security infractions/incidents, and
performance issues to management. The employees were to complete the survey and
return it through interoffice mail to the DOE-ID ECP Manager. -

Of the 39 surveys mailed out, a total of 23 or 63.8% were completed and returned. Ten or
43.5% of the employees indicated that they do not fear retaliation of some kind by their
supervisors or higher BEA management if they were to self-report or report others for a

_security infraction or incident. Thirteen or 56.5 % of the employees, however, indicated
that they fear retaliation of some kind by their supervisors or higher BEA management if
they were to self-report or report others for a security infraction or incident.

Thirteen employees included comments about the management of BEA National and
Homeland Security, the work environment, or past experiences with incident reportmg
The comments included:

» Four respondents named the ||| ] D 25 being the source of
retaliatory action and the problematic management style.

¢ Six respondents stated that they fear retaliation from management above the1r
immediate supervisor without mentioning a specific individual.

‘e Two respondents mentioned that the work environment had become stressful
lately due to having a high number of “violations™ and that management has
not reacted appropriately.

o Four respondents stated that security rules had become unreasonable. The
number of sign-in logs was mentioned by all 4 as a problem.

e Seven respondents indicated that employees are not encouraged to provide
input of any kind into work processes.

CONCLUSIONS:

From the results of the survey there is an indication of a chilling effect among a segment
- of the employees in the BEA National & Homeland Security organization. To determine
if this belief is prevalent throughout the organization an anonymous survey of all
employees in BEA National & Homeland Security should be conducted. The employees
should be asked if they believe they would be retaliated against by their supervisors or
higher BEA managemient if they were to self-report or report others for a security
infraction or incident.

Concern #5 Failed to Report Travel to a Sensitive Country

BACKGROUND:

traveled to a sensitive country in the fall of 2009 and did not report his trip before
leaving. .

, of the [ s thet
~traveled to a sensmve country on September 25,2009 but he did not report the trip to her
as required by procedure until February 23, 2010.





CONCLUSIONS:
This concern is substantiated.
_ did not follow BEA reportmg procedure for foreign travel by a SCI holder.





DEPARTMENT OF ENERGY ~ IDAHO OPERATIONS OFFICE
Employee Concerns Closeout Summary Form

File Number: ECP-04-010 Date Filed: 2/11/10

Date Closed: 5/3/10

Date Concern Originator Noﬁﬁed of Resolution: 5/17/10

Concern: Substantiated | Unsubstantiated X Partially Sustained

Summary of Investlgatlon

Who Conducted the Investigation: DOE-ID ECP

Conclusions of Investigation:

National and Homeland Security senior leadership were provided with
suggestions to 1mprove security performance by
to take action on in a timely manner resulting in a number of security mfractlons

" Substantiated

" misled or lied to DOE-ID personnel when he misrepresented the official

status of an Office of Secretary of Defense (OSD) client. -
Unsubstantiated

Direct reports were required to sign a DOE form indicating that they were
responsible for a security incident before the investigation was completed and
ultimately they were not responsible for the incident.

Substantiated :

There is a chilling effect within National and Homeland Security staff.
Partially substantiated

- traveled to a sens1t1ve country in the fall of 2009 and did not report h1s

trip before leaving.
Substantiated -

Did Anyone Receive a Copy of the Investigation Report

Yes X

If Yes Who and Why:

No

because of the chilling effect issue.

inform BEA of the conclusions.





o I b<cavse of the issues around DOE F 5639.3 Report of Secunty
Inc1dent/Inﬁ'act10n form.

Follow-up Requirements
YesX . No

If Yes Please Describe:

needs to determine if a survey dealmg with the possible chilling
effect will be conducted and by who.

. - needs to deal with the issues around DOE F 5639.3

Who Is Responsible For Follow-up:







From:

To:
Cc: ‘
Subject: : Report

Thanks, we appreciate your efforts and I apologize if we caused you some confusion concerning the pending
inquiry report. I did leave you a voicemail explaining the rationale for [JJj ¢artier discussion with you. Just
s0 you know, we have had sites tell us that an inquiry has been closed for months and yet HS-80 had not entered

the information into SSIMS for us to review. I am hopeful the existing process of sites entering their own data
in SSIMS that the timeliness issue will be appropriate resolved.

If you have any questions or would like to discuss, please let me know.

Thanks again,

Office of Security Enforcement

--—-Original Message--~--
From:
Sent: Thursday, May 28, 2009 2:42 PM
To:

Subject: Report

-, I will send you an FYI email after the report is received here and we have puf it in the classified mail to
HQ so you know its on the way. ‘

Take Care, [

U. S. Department of Energy - Idaho Operations





From: .
Sent: onday, Ma 2009 3:43 PM
Subject: . : - HS-43 Germantown meeting this week?

Thank you. it is actually a number of Security Incidents we have been interacting with BEA on, not Security
.Enforcement issues. I will let you know if I hear from Steve.

From: ’

Sent: a .2009 2:53 PM
“To:

Cc:

Subject:

I met briefly with , DOE-ID Security Operations, who informed me that he learned today that.
and others from BEA will be in Germantown this week. ) stated that he and- have been
interacting with BEA regarding an INL Security Enforcement issue and are still waiting to receive 1nformat10n
such as the Causal Analysis and the Inquiry Report from BEA. :

ermantown meeting this week?

Please contact |l by email or at [ 2t your eatliest convenience. He and

would like to know if you are planning on meeting with BEA in Germantown to discuss this issue and if BEA
intends to provide copies of these reports to you. T cannot be involved with this issue given my current
clearance level. Thanks for your assistance.

I 955 Fremont Ave, MS 1216
Idaho Falls, ID 83415-1216






From:

Sent: onday, May 138, 2009 2:42 PM
Subject: . Trave

| FYI, informed me that || and [ were going to be meeting with [l
this Wed at HQ. He said wanted to take the IMI 1 Causal Analysis there with him. That is an

attachment to our Inquiry Report and we have not seen it or even received our Report yet so that WE can make
distribution to HQ. Iwent and spoke with ||} DOE-ID and he did not know anything about this
either. He will do some checking with Steve.

From:
Sent: Monday, May 18, 2009 2:19 PM
To:

Subject: FW: Travel
fyi

U.S. Department of Energy
1955 Fremont Ave, M.
Idaho Falls, ID 83415

From:
Sent: Friday, May 15, 2009 10:43 AM

SubJect Travel

I will be unavailable all next week. I will be at the EvenUIncident/Inifestigation workshop on quday and
Tuesday and on travel to Germantown on Wed and Thurs. |||} S i1 be bandling all
regulatory activities. I will have my cell phone in case of emergency. :

Thanks






|
I

_ Sent: onday, May 03, 2010 3:02 PM

To:

Ogilvie, Janice E
Subject: orm 3

] Stoppéd by and said you had asked him about the DOE form uséd for infractions. Please contact me if I
can be of assistance and answer any questions about the form and /or its use.

Thank you '

U. S. Department of Energy - Idaho Operations







From:

Sent:

To:

Subject: 4108 - BEA Reply to the Final Notlce of Violation
Attachments: I Lctter FNOV 4-4-11cc.pdf

Categories: v Important, Enforcement BEA

Sent for |l in electronic format only.

(See attached file: - Letter FNOV 4-4-11cc.pdf)

aho Falls, ID 83415-3405






i ML

May 4, 2011 | _ | CCN 224108

, Office of Enforcement '
Attention: Office of the Docketing Clerk, HS-40
'U.S. Departinent of Energy
19901 Germantown Road
Germantown, MD 20874-1290

SUBJECT:  Contract No. DE-AC07-05ID14517 — Battelle Energy Alliance, LLC Reply to the
. Reference Final Notice of Violation

Reference: [N <= - . s:~-2011-01 (Final Nchce
of Vielation), April 18, 2011, CCN 224081; Closes Action CCN 224081

Dear SN

This letter constitutes the Battellé Energy Alliance, LLC (BEA) reply to the reference Final
Notice of Violation (FNOV) and proposed imposition of a civil penalty. The FNOV resulted
from a Department of Energy (DOE) investigation of an incident of security concern regarding
the introduction of classified information into unapproved information- systems at the Idahko
Nattenal Laboratary (INL).

This repiy meets the requirenents of 10 C.FR. 824.7(¢) and consists of this letter and the
enclosed payment of the proposed civil penalty imposed in the referenced letter from

vr. S Pussvant to 10 C. F.R.824.7(), BEA is waiving any further proceeding on
this matter.

BEA Hhias completed the corrective actions identified in response to this incident. If you have any
further guestions or require additional information, piease contact me at ||| N o

Battelle Energy Alliance, LLC

Enclosure

I ¢ 2525 North Fremont Ave, ¢ ldaho Falls, Idaho 83415 » “ www.inl.gov

Batielle Energy Alliance, LLC





May 4, 2011
CCN 224108

. Page?2

c¢: (wio Enc)






From:
Sent:
To:
Cc:

Subject:
Attachments: OV 4-4-11cc.pdf

Categories: - Important, Enforcement BEA
Attached is a copy of the BEA responsé to the security FNOV SEA-2011-01. It will be placed in overnight
delivery today. Please let me know if you have any questions.

Have a good day.

(See attached file: -Letter FNOV 4-4-11cc.pdf)





From: m

Sent: : ursday, May 05, 2011 11:07 AM

To: W
Subject: esponse.

Attachments: - - [JJl Letter FNOV 4-4-11cc.pdf
Categories: - Important, Enforcement BEA
FYI

From:

Sent: Thursday, May 05, 2011 10:27 AM
To:
Cc:

Subject: FNOV Response

Attached is a copy of the BEA response to the security FNOV SEA-2011-01. It will be placed in overnight
delivery today. Please let me know if you have any questions. o

Have a good day.

(See attached file: | Letter FNOV 4-4-11cc.pdp)






\

From: Ty
Sent:

_ . Iues!a !c!o!er !!, !!!! !!’ !H
" Subject: A - FW: Question

Bumped it up to [ Waiting... -

10/06/2009 01:15 PM.

7o [
cc
Subject RE: FW: Question

For info only though, we don't want them cailing the guy or anything like that. Are they going to provide me
any response to the inquiry? '

From:
Sent: Tuesday, October 06, 2009 1:07 PM
To:
Subject: Re: FW: Question

OK if | give the email to N&HS? thanks






e —

- Sent: uesday, October.06, 2009 12:51 PM
To:

Subject: . Question

-for INL info.

----- --Original Message-----
From
Sent: Tuesday, October 06, 2009 12:43 PM
To:
Ce:
Subject: FW: Question

Please see the below response.

Security Incident & Management Team
Office of Security Assistance (HS-81)

From:
Sent: Tuesday, October 06, 2009 12:45 PM
To:
Cc:
Subject: RE: Question

- Energy and Commerce Committee

From: _
Sent: Tuesday, October 06, 2009 12:04 PM
To:
Cec:
Subject: RE: Question

Good Moming [}

Sending on behalf of - and_ — is out of the ofﬁce today sick. Thought I

might be able to get the answer through you.

See e-mail below from [l Requesting that the contractor asked him where specifically the request
came from in Congress, the specific comm1ttee or staﬁ'er etc. if you know who it was and they asked if the
request was in writing. :

Thanks for any help you can give me.





Have a great day.

~ Office of the Director
Office of Security Technology
‘ istance (HS-80)

—----Original Message-----
From:
Sent: Monday, October 05, 2009 3:47 PM
To:
Cc:

NE-ID); I (NE-1D)

Subject: RE: Question

Our contractor is gathering the information. The contractor asked me where specifically the request came from
in Congress, the specific committee or staffer etc. if you know who it was and they asked if the request was in
writing,

Thank you

-—---Original Message--—-
From:
Sent: Friday, October 02, 2
To:.
Cc:
Subject: Question

Per our télephone conversation - Has any additional disciplinary actions been taken since Inquiry Report? You

stated that you would check with the contractor and get back to us in approx. 2-3 days. I checked with|[JJJJj
and he said that 2-3 days is OK with him. If this changes I will let you know.

009 1:09 PM

Security Incident & Management Team

M Assistance (HS-81)







Department of Energy QQNM! 2/ 95’9 2

Idaho Operations Office : ,
1955 Fremont Avenue ‘ RECEIVE
Idaho Falls, ID 83415 A D

December 22, 2009 JAN -4 2010

Battelle Energy Alliance, LLC
P.O. Box 1625
Idaho Falls, ID 83415-3695

SUBJECT: Mark David Sicilianp10 CFR 708 Whistleblower Complaint (AS-HR-ECP-10-004)
Der |

Enclosed is a 10 CFR 708 Whistleblower Complaint filed by Mark David Siciliano, an employee
of Battelle Energy Alliance. According to 10 CFR 708.16, your management has ten (10) days

from the receipt of this complaint to provide any comments to Jan Ogilvie, Idaho Operations
Office Employee Concerns Program Manager.

If all parties are in agreement, an informal resolution process such as mediation may be used to
resolve the complaint. This informal resolution process is limited to 30 days unless all parties
agree to an extension. If the parties resolve the complaint informally, a written copy of the
settlement agreement must be provided to the DOE-ID Employee Concerns Program Manager.

It you have any questions, please contact me at 526-9272.
Sincerely,

~ Jan Ogilvie, Employee Concerns Program Manager
Idaho Operations Office

Enclosure





10 CFR Part 708 (Whistleblower) Complaint Fﬂmg Instructions

The following information is required to process your complaint. This basic information will be made available to
DOE, the contractor or subcontractor against whom the complaint is filed for purposes of resolving or investigating
the complaint. There is no specific form or format required, but the information requested should be complete,

including elements which may not be applicable (simply state Not applicable). This information needs to be
submitted within 90 days of your being retaliated against.

Al PROCESSING INFORMATION:

1. Complainant. (Include your full name, mailing address to which you want all correspondence
directed, and telephone number.)

2. Complainant Legal Representative (if Applicable). (Iuclude your attoiney’s name, mailing
address, telephone and fax numbers.)

3. - Field Element. (Identify the DOE Field element receiving this complaint and the assigned contact

persen. For INL employees, this is DOE-Idaho Operations Office, and the contact person is Jan
Ogilvie, Employee Concerns Manager.)

4. Contractor Data. (Jdentify the contractor or subcontractor against whom the complaint is filed, and

also the primary management employees or others named in the complaint, noting their posmons
or titles.)

5. Previous Resolution Attempts/Other Actions. (Required by 10 CFR Part 708): Describe the steps
that show that you have exhausted all applicable grievance-arbitration procedures

(&) Did you use your confractor’s internal grievance procedures? Explain, mcludmg dates and
results

(b) Have you sought a state, Federal or other remedy? Explam, specifying the agency, date filed,
and case status.

{c) Have you attempted to resolve your complaint through the DOE Informal Resolution Process
(i.e. with the DOE Employee Concerns Program)? Explain including dates and resulfs.

B. COMPY. INFO TION;

Employee’s Disclosure (“Whistleblowing™ Action) or Refusal. (Describe the specific disclosure or
refusal to act, including circumstances and dates. Indicate whether it: involves health or safety;

involves a violation of a law, rule or regulation; constitutes fraud, waste or abuse, or poses a
danger.) .

2. Retaliatory Action (Reprisal). (Describe the specific actions believed to have been taken against
you, the circumstances, and dates. Explain how you believe the disclosure or refusal led to the
reprisal and any harm experienced.)

3. Remedy So (Describe the action or relief that you desire, if it is found that the above cited
reprisals resulted from a protected disclosure or refusal.)

E] 1 request a hearing through the DOE Office of Hearings and Appeals.
1 request an investigation through the DOE Office of Hearings and Appeals.





December 11, 2009

From: CDR Mark D. Siciliano, USN-Ret.
9733 Andee K Lane
Pocatello, ID 83204
208-360-4367

To:  Ms. Janice Ogilvie, DOE-ID Employee Relations

SUBJECT: 10 CFR PART 708 (WI-]ISTLEBLOWBR) COMPLAINT
‘Dear Ms. Ogilvie,

It is with deep regret that I am filing an official 10 CFR Part 708 Complaint against Bettelle Energy
Alliance for damages incurred as a result of retaliation that has resulted in a reassignment of my
position, reduction in authority, reduction in accountability, a reduction in responsibilities, negative
impact on my professional reputation, negative impact on my ability to promote as well as defamation of
character. I have gone from a department manager where I supervise 79 employees and subcontractors,
manage a [ budget, manage [l iz Business Volume, employ ] FTE’s, have the
authority to approve travel, procurements, and direct the management of a multitude of classified
projects and conduct client interface throughout SOCOM, DOD and the IC, to being a relationship
manager where I supervise no one, have a minimal budget compared to my previous position, and have
little or no approval authority. Furthermore, I have been given a very narrow client sent compared to
other relationship managers. For example: One relationship manager is responsible for the entire DoD
and OSD client set (approx || Dollars) while I am managing a client with less than [ of
that. Finally, due to recent decisions by the ||| G o < divest” fom
what I believe to be very low risk work, the SOCOM client that I am responsible for has virtually pulled
.out of the INL. It appears to me that I am being “set up” for failure.

1. I was informed on the 22nd of September, by my director ||| tat the

considers me “unfit” to be a Department Manager. When 1
asked why, he referenced the following:

A. An email e:ichange between me and_ of DOE-ID thaf;- was furious

about.

B. A verbal ex_chénge T had wrfh- n which- blamed my department in an
open forum for the security shortfalls incurred for the entire NHS Division.

C. Written remarks I made when several of my employees expressed concerns over accusations
of responsibility for a security infraction before an investigation was completed. For my effort, I was
required to fill out a statement of the incident several months later which I gather was to teach me a
lesson. Sadly, I wasn’t even an employee when the incident took place. That’s retaliatory in and of itself.





D. A perception that I do not care about security which is ridiculous, arbitrary and capricious.

Additionally, I believe 1 have been retaliated against because:

- I provided my leadership with numerous suggestions starting twenty months ago to improve our
security posture to include recommendations provided in writing in February of 2009. I received no feed
back from my leadership on these recommendations and BEA leadership did not act in a timely manner
to safeguard our classified information and inaction resulted in several additional infractions.

-- 1 drafted value statements as a result of the Management Self Assessment and Corrective Action Plan
to improve the leadershlp and management in National and Homeland Security which was filtered by
the Directors in National and Homeland Security. (Correspondence attached)

-- After discovering that the traveled to a sensitive
country without following the proper protocol for someone with a TS/SCI clearance I submitted a

memorandum of security concern to the ||| N =< GGG = I 20 required to do

when a security issue arises. (correspondence attached)

-- I commented in writing in my periodic SOCOM business update that SOCOM is divesting from the
INL due in part to the ALD’s decision to turn down low-risk classified work in which we lost 1.8 M in
funding and millions in additional follow-on work. (Correspondence attached). This work is of National
strategic importance and the INL could have played an important role in the security of our nation,
however the NHS leadership appears to be more concerned about receiving a potential IMI than they are
of meeting the real-world challenges facing our country. I understand this is the ALD’s decision,

however as the relationship Manager for SOCOM it reflects negatively on me as well as the Laboratory.
Specifics are classified.

-- I submitted an equity concern because I was misled and when I was hired as a Department Managei‘ 3
in the Special Programs Division. (Correspondence attached).

I also believe there is an element of discrimination due to a disability that I should be reasonably
accommodated for, which does not include being forced out of a department manager position because I
" am direct and to the point. My supervisor is aware of this disability.

As a result of the above, I was reassigned on the 7% of December, 2009 which I consider the date of
retaliation.

Previous Resolution Attempts and Additional Complaint Ix_xformatibn:

It is important to recognize that until the 22™ of September I had no idea there was an issue with my
performance. The only mildly negative feedback I received on my mid-year review was “to be more
careful when interaction with DOE employees and in emails.” Once I was told that I was considered

“unfit” to be a department manager on the 22" of September, I immediately contacted
‘in Diversity to seek a resolution and file a memorandum for the record to document the facts concerning
these issues. [ recommended and T agreed to meet with the Directors and ||| EEGTGTGNGNGE o---

on-one in order to address these concerns. To that end, Mr. [ wanted to set up the meeting






with the ALD and[Jjjjj
meetings with the Directors
already spoken to. indicated that|jl did not want to meet with me (refused) and
said “whatever it is, let| handle it.” The primary purpose of meeting with. was to discuss
the facts in an attempt to clear up any misconceptions concerning my performance as well as discuss my
department’s performance and an equity concern that I had. I did meet with the Directors and felt the
meetings with Mr. | I «<:< roductive. The meeting with [ [ was less
productive and I believe he resents me standing up to his address to my department in which he
wrongfully concluded that “all the security issues stem from this audience and this building” or words to
that affect. You will read in my supporting documentation that personnel in my department have not
received one single infraction in over seventeen months. It is important to note that each Director told
me how “pissed off” was concerning my email exchange with || ] ] -0 DOE-
ID, as well as the comments I made when [l 2ddressed my department, and the concerns that
I brought to the attention of senior management when my employees were very concerned about being
pre-judged and signing a form that indicated they were responsible for a security incident before an
investigation was completed. I explained to them that I had no idea there were any concerns or issues
with my performance and that I cannot self correct when I receive no feedback. Each director told me
“they would bave no problem working with me, however I had virtually no chance of inﬂuencing.
ypinion of me or decision not to consider me for a Department Manager position under the
reorganization” or words to that affect. In short, without the facts, || vsed the reorganization of
National and Homeland Security to remove me from a department manager position. It is very, very
important to note that each director referenced how “pissed off” was concerning my email
exchange With_, because , in the presence of Mr. and I, denied he
ever read it or knew anything about it. Keep in mind this individual holds a TOP SECRET/SCI and
DOE Q clearance and is trusted with extremely sensitive classified information. I gave at
least three opportunities to tell the truth, but in each case he said he didn’t know anything about an email

from Ms. [N +=s present.

At any rate, since the ALD refused to meet with me I saw no other option except to go forward with the
equity complaint. It is important to read this complaint in its entirety as it speaks to the deception and
deceit in which we operate under the leadership of National and Homeland Security. I felt that the

Leadership and Management Team of the Laboratory need to be informed of the situation so I copied
them on the email with the attached complaint.

was aware of that. Between October 2™ and 5% I set up individual
and T had

Once [ s2v the email and that the Laboratory.leadership was now in the loop, he immediately
set up a meeting with me to discuss the equity issue. Due to being misled in the past, I was

uncomfortable meeting with| one-on-one and I requested that._ attend the meeting
with me, All parties agreed. « '

T took the opportunity in the meeting to address the derogatory comments about me and any concerns
might have about my performance. When I began to discuss the email exchange with

he denied knowing anything about it and that “this was the first I’ve heard of this.” I
that I felt like I was being retaliated against without an opportunity to defend
or explain my position. For the record, not only was on the original email string, there were
several other emails to and from [ where he commented on it. Copies of these can be found on
computer and I have read them myself. Furthermore, he instructed [ [l o make

r





sure I was counseled on it during mid—year reviews and finally,

commented in writing on

copy of my mid-year review. To summarize, , the
who holds a TS/SCI/Q clearance willfully and wantonly

lied to his.employee, a member of the FIE, and I can and will prove it. The motivation to lie about this is

to avoid admitting he retaliated against me.

After this event and due to the senior level of the individual involved I have lost confidence in BEA’s
ability to come to a fair and equitable resolution. I have met with Ms. Janice Ogilvie of DOE-ID
Employee Concemns in an attempt to resolve these issues and/or begin the 10CFR Part 708 process.

Additional information to include a Memorandum for the Record and other correspondence is attached.

Remedy Sought:

1.

I am concerned about the ethical conduct of i as it relates to his senior position and I

question his judgment and character as it relates to security. Therefore, the immediate
suspension ofh security clearance pending a full investigation of his ethical

conduct and behavior as it pertains to his ability to maintain a security clearance is in order. This .

investigation should be done by DOE IN, or the appropriate authority, and I would like his
record as the ALD of National and Homeland Security at the INL reviewed as it pertains to
security performance as well as his ethical conduct.

Immediate reinstatement as a Department Manager in Special Materials and Processes with my
previous collateral duties as the strategic relationship manager for USSOCOM included.

I would like the equity complaint reviewed and adjudicated along with a leveling in pay and

grade between myself and and reimbursement of back pay from the time I
became a department manager until [ am leveled.

I would like a full investigation conducted by DOE to determine if Dr. KP Ananth lied or misled

* me as it relates to the information provided in this complaint or uncovered during an

investigation. I would ask that this information be provided to the Laboratory Director to

determine! suitability to perform his assigned duties and responsibilities in a
position of national trust,

I request that I am not retaliated against for filing this complaint or security concerns. And I want

anyone who misrepresents the truth to be held accountable during the adjudication of this
complaint.

Complaint Legal Representative: Not retained at the moment

Idaho Falls, ID
Phone:






DOE Field Element is DOE-Idaho Operations Office, and the contact person is Jan Ogilvie.

(208)-526-9272

Contractor Data: Battelle Energy Allianc

In the conduct of an investigation, I requesfat a minimum the following personnel be interviewed:

1o include his files and computer
a5 3 witess 1o e meeting vic [N

Email fo
records on the incident, Mr.

address to my department:

Concerns of 'mi emiloiees during a security investigation: ||| | NG

Security Proactiveness: Anyone in my former department.

Being lied to or misled by [ - i-cIu bis

documentation.

Very Respectively,

Al A foloi>

MARK D. SICILIANO






COMPLAINANT’S AFFIRMATION
(Required by 10 CFR Part 708.12 (d) and 708.13)

I Mﬁ’/ZK L2AVID SIC.; /ﬁ‘r\}(\ affirm that:
. (Full Name)

a. Ihave notpursued a femedy available under State or other applicable law;

b. " All facts contained in this complaint are true and correct to the best of my knowledge and belief; and

c. Withregard to the Company Grievance Procedure: (Mark all that apply.)
X

(1) All attempts at resolution through applicable grievance — arbitration
procedures have been exhausted. Provide the date on which the grievance —

arbitration pr%(i% and the Tgason io'r/t;c;n}zn:}'glgn‘g omThic .
2)A ¢ was filed under applicable grievance — arbitration procedures, but

more than 150 days has passed and a final decision has not been issued.
Provide the date that you filed your grievance.

(3) The company has no grievance — arbitration procedure.

(4) The company has a grievance procedure but you are not required to
participate and you choose not to.

Ifyou do not provide the above information your complaint may be dismissed for lack'of jurisdiction.

Complainant: /%/l// éZﬁﬁé %ZMQ .

(Signature)

Date: [/ _Decembes  ZooT

Please attach this required affirmation to your complaint along with the requested information regarding
use of the company grievance procedures.)





Department of Energy
Washington, DC 20585

‘Mark D. Siciliano APR - 7 201(} (
9733 Andee K Lane
Pocatello, 1D 83204

Battelle Enexgy Alliance, LLC

2525 North Fremont Avenue
Idaho Falls, ID 83415

Seattle, WA 98104

Re: Case No. TBI-0098

Dear Mr. Siciliano and Ms. -

‘This letter concerns Ms. Siciliano’s Part 708 Complaint against
Battelle Energy Alliance, LLC (BEA) . This letter discusses the
issues and the scope of the investigation. '

I. Background
~A. The DOE Contractor Employee Protection Program

The DOE Contractor Employee Protection Program prohibits a DOE
contractor from retaliating against an employee for disclosing
information that the employee reasonably believes reveals (i) a
substantial violation of law, rule, or regulation, (ii) a
gubstantial and specific danger to employees or public health or
safety, or (iii) £fraud, gross mismanagement, gross waste of
funds, or abuse of authority. 10 C.F.R. § 708.5(a). Available
- relief includes reinstatement, back pay, transfer preference,
and such other relief as may be appropriate. Id. § 708.36.

The Program establishes a DOE process for requesting relief from
retaliation. The DOE process begins when the employee files a
complaint. 10 C.F.R. Part 708, Subpart B. If the complaint is
not informally resolved, the complainant may regquest that the





complaint be forwarded to OHA for an investigation and hearing.
Id. § 708.21. In general, the purpose of an investigation is to
help focus the issues £for the hearing by identifying the .
relevant, disputed factual issues and gathering information on
those issues. '

B. Procedural History

Mr. Siciliano is an employee of Battelle Energy Alliance (BEA)
at the Department of Energy (DOE) Idaho National Laboratory
{INL)) . In December 2009, Mr. Siciliano filed a Complaint. of
Retaliation (the Complaint) at the DOE Idaho Operations Office.
In the Complaint, Mr. Siciliano contends that he made protected
disclosures and that BEA retaliated against him by reassigning
him to another position. BEA filed a response, contending that
the Complaint lacks merit on its face. The parties did not
informally . resolve the Complaint, and Mr. Siciliano requested
that it be forwarded to the DOE Office of Hearings and Appeals
(oHA) for an investigation  and hearing. On March 15, 2010, OHA
received the Complaint, and the OHA Director appointed me to
serve as the Investigator. On March 29, 2010, Mr. Siciliano
submitted a reply to the BEA response. Mr. Siciliano
subsequently submitted several documents. : : :

C. The Complaint ' .

In his Complaint, Mr. Siciliano alleges that, during 2008 and
2009, he served as a BEA department manager and made a number of
protected disclosures. Mr. Siciliano further alleges that, in a
meeting on September 22, 2009, Mr. Siciliano’s supervisor,

; told him that upper management would not consider him
for a BEA department manager ©position in the upcoming
reorganization. Cplt. at 2, 45. After that meeting, Mr.
Siciliano sought meetings with various higher level managers,
some of whom met with him. Id. at 3.

On October 1, 2009, Mr. Siciliano submitted an “equity concern”
to the BEA diversity office, in which he objected to (i) not
being considered for a department manager position in the
upcoming reorganization and (ii) the setting of his pay 1level
when he acquired his current position in 2007. In addition, he
.alleges discrimination baséd on a disability. Cplt. at 2, 39-
46, 53-55. ' Twelve days later, on October 13, 2009, Mr. Sicilano
sent a memorandum to his superiors, stating that a higher level
manager had not complied with a regquirement to report travel to
a foreign country. Id. at 2, 53-55. :





On December 7, 2009,  BEA implemented the reorganization and
reassigned Mr. Siciliano from his “department manager” position
to a “relationship manager” position. Id. at 2. Mr. Siciliano
maintains that. the reassignwment was retaliatory. He seeks
reinstatement, adjudication of his equity concern, and various
actions with respect to a higher level manager. Cplt. at 4.

As noted above, BEA' contends:  that the Complaint lacks merit on-
its face. BEA contends, inter alia, that Mr. Siciliano did not
make a protected disclosure and that his reassignment carmnot be
considered adverse, or sufficiently adverse, to constitute a
“retaliation.”

II. Discussion
_A. Whether Mr. Siciliano Made a Protected Disclosure

A . complainant  has the burden of demonstrating, by a
preponderance . of the evidence, that he wmwade a protected
disclosure. A protected disclosure concerns information that an
employee reasonably believes reveals the following:

(1) A substantial violation of a law, rule, or
regulation;

(2) A substanﬁial and specific danger to employees or
 to public health or safety; or

{(3) Fraud; gross. mismanagement, gross waste of funds,
or abuse of authorityi{.] :

10 C.F.R. § 708. 5(a) If a disclosure does not fall within one
of these categorles, it cannot give rise to Part 708 relief.

Mr. Siciliano alleges that he wmade the follow1ng ten protected
disclosures:

(1) In January 2008, Mr. Siciliano told his management that
employees objected to being required to designate
themselves as “responsible” for a security infraction
when, in fact, they were not responsible. Cplt. at 1,
39-41; Reply -at 1.

(2)- During 2008 and 2009, Mr. Siciliano provided
. “suggestions” to “improve [his division’s] security
posture,” including a February 2009 memorandum to. his
leadership. Cplt. at 2, 7-10 (February 2009 email).





(3) In June 2009, Mr. Siciliano told a DOE official that a
DOE security requirement was overly restrictive. Cplt.
at 1, 11-21.

(4) 1In July 2009, Mr. Siciliano “drafted value statements” to
improve 1eadersh1p and management” of his division.
Cplt. at 2, 25-32.

(5) In August 2009, Mr. Siciliano had a “verbal exchange”
with a higher-level BEA manager who “blamed [Mr.
Siciliano’s department] in an open forum for the security
shortfalls” that incurred in the entire division. Cplt.
at 1, at 33-38.

(6) On October 1, 2009, Mr. Siciliano “submitted an equity
concern because [hel was misled when [he]l was hired as a
Department Manager 3.” (plt. at 2, 39-46, 53-55,

(7) In an October 13, 2009, memorandum to his superiors, Mr.
Sicilano stated that a higher level manager had not met a
security reportlng requlrement with respect to travel to
a foreign country.

(8) In November 2009, Mr. Siciliano objected to the BEA

decision to divest itself from certain work. Cplt. at 2, .
46-49. . :

(8} BEA management has a perception that Mr. SlClllano does
*not care about security.” Cplt. at 2.

(10) Mr., Siciliano has a disability. Cplt. at 2.

As discussed below, 1t appears to ‘me that only two of these
alleged protected disclosures warrant further consideration.

Item 1 'may‘ constitute a protected dlsclosure Dlrecting
*employees to admlt an infraction that they did not commit would
‘appear to const;tute an “abuse of authority.” 10 C.F.R.
§708.5(a) (3). BEA’s response, however, argues -that this

communication is an objection to the completion of a DOE form.
I plan to inquire into the nature and timing of the
-communication. ' ' v

Item 7 (Mr. Siciliano!’ & October 13, 2009 memorandum concerning
nonecompllance with a securlty reporting requirement) appears to
constitute a protected disclosure. Although BEA contends that





the =~ memorandum reflects ' a de minimis wiolation, that
characterization is not supported by OHA precedent. See AMPRO
Protective Services, Inc., VWA-0015 {1997) (disclosure of
failure to file an incident report concerning an unlocked
class1fled safe was a protected disclosure).

Items 2 through 6, and 8 do not appear to be protected
disclosures. Instead, they are communications, most of ‘which
Mr. Siciliano characterizes as remarks, suggestions, exchanges,
or -an “equity concern.” Given Mr. Siciliano’s description of
these communications, it is difficult to see how they would fall
into one of the three categories of protected disclosure listed
above.

Similarly, Items 9 and 10 dJ not appear to be protected
disclosures. Item 9 is a management perception that Mr.

Siciliano does not care about security, and Item 10 is a
disability. Neither is a communication and,. therefore, is not a
disclosure, let alone a* “protected disclosure.” Moreover, Item
10 - discrimination based on - a disability - is an equal
employment opportunity matter outside the scope of Part 708.

See 10 C.F.R.. Part 708.4(a) (excluding claims based on ‘“race,
color, religion, sex, age, national origin, or other sgimilar
bagis”); 65 Fed. Reg. 6314 (2000) (“EEO wviolations are not
covered” by Part 708). .

B. Whether Ttems 1 and 7 were Contributing Factors to Mr.
Siciliano’s Reassignment :

A complainant has the ‘burden of demonstrating, ~ by a
preponderance of the evidence, that a protected disclosure was a -
contributing factor to an alleged retaliation.- 10 C.F.R.
§ 708.29. Complainants - typically meet "this burden by
demonstrating that (i) the person taking the adverse action had
actual or constructive notice of the protected disclosure and
(ii) the retaliation occurred sufficiently soon after the -
protected disclosure to permit a reasonable inference that the
disclosure was a contributing factor to the retallatlon See
generally Dean P. Dennis, TBA-0072 at 4 (2009). '

Whether Items 1 and 7 werxre contributing factors to- the
reassignment is unclear at this point. Item 1 - the January
2008 communication - occurred (i) over one and one-half years
before the September 22, 2009 meeting in which Mr. Siciliano was
informed that he would not be considered for a department
manager position and (ii) almost two vyears before the
December 7, 2009 reassignment. Item 2 - the October 13, 2009





- communication - occurred after the September 22, 2009 meeting

and, therefore, could not have contributed to the management
view conveyed in that meeting. I will inguire’ into these

matters to determine ~if  there is additional, <relevant
~informatiomn. :

C. Whether the Remedies Sought are Available Undexr Part 708

As noted above, Mr. Siciliano  seeks reinstatement.
Reinstatement is a Part 708 remedy. See 10 C.F.R. .§ 708.36.
Mr. Siciliano’s “equity concern” relates to the determination of
his pay level over two years ago, prior to any alleged protected
disclosure. Accordingly, the establishment of that pay level
cannot constitute a retaliation giving rise to Part 708 relief..
Finally, to the extent that K Mr. Siciliano requests actions
against the manager who allegedly retaliated against him, Mr.
Siciliano reqgquests remedies not available under Part 708. See
57 Ped. Reg. 7533 (1992). ' ‘ ‘

D. The Scope of Investigation

Based on the foregoing, it my preliminary assessment that the
investigation will focus on the following: o

(1) Mr. Siciliano’s Januery 2008 communication to
higher management;

(2) Mr. Siciliano'’'s September 22, 2009 meeting with Wayne
Austad; and : '

(3) BEA'S re0rganiéétionjand;Mr. Siciliano’s reassignment.

I do not believe  that sensitive or 013581f1ed programmatic
details or securlty issues are relevant to the investigation.
Accordingly, I will conduct interviews under unclassified-
procedures and, therefore, no classified information should be
discussed. In addition, 1f the parties wish  to discuss
sensitive matters, they are required to advise me in advance so
that I can decide whether they are relevant to the investigation
and, 1if se, insure that security  procedures .are properly
followed. The parties should not submit documentary evidence
unless I request it.

It the parties have any gquestions, théy should contact me at
Office of Hearings and ' Appeals, L‘Enfant Plaza Bldg./HG-4,
Department of Energy Washington, DC 20585-1615,





(celephone) ; [N B o) or ——

(é-mail).

Sincerely,

Investigator
Office of Hearlngs and Appeals _






!!; !epo!

I placed the Inquiry Report in the classified mail to [ today.

From: F

Sent: uesday, June 16, 2009 2:39 PM
To:

Cc: ,

Subject.

From:
Sent: Thursday, May 28, 2009 12:59 PM
To:
Cc:
Subject: RE: Report

Thanks, we appreciate your efforts and [ apologize if we caused you some confusion concerning the pending
inquiry report. I did leave you a voicemail explaining the rationale for- earlier discussion with you. Just
so you know, we have had sites tell us that an inquiry has been closed for months and yet HS-80 had not entered
the information into SSIMS for us to review. I am hopeful the existing process of sites entering their own data

. in SSIMS that the timeliness issue will be appropriate resolved. '

If you have any questions or would like to discuss, please let me know.

Thanks again,

Office of 'Security Enforcement

From:
Sent: Thursday, May 28,
To:

Subject: Report

2009 2:42 PM

HQ so you know its on the way.

Take Care, -





U. S. Department of Energy - Idaho Operations
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Ogilvie, Janice E

From: Ogilvie, Janice E
Sent:  Thursday, February 25, 2010 7:08 AM

To: Siciliano, Mark David
Subject: RE: 708
Mark:

As soon as I receive the rebuttal from BEA I will send the 708 complaint on to DOE office of
Hearings and Appeals. ,

Jan

From: Mark.Siciliano@inl.gov [mailto:Mark.Siciliano@inl.gov]
Sent: Wednesday, February 24, 2010 6:20 PM

To: Qgilvie, Janice E

Subject: 708

Janice,

Mediation was unsuccessful. Please file my 708. —-

represent me from here on out.
Thanks

Mark

2/25/2010
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, nglwe, Janice E
FMM' mi;ano {Mamsmkano@mf gov}
Sent:  Thursday, February 18, 2010 8:27 AM

To:
ce I
Subject: Re: BEA REPRESENTATIVE AT MEDIATION (QUO-CUY)

T replied t‘o!- the day I received her email which was forwarded to me from
Additionally; I completed my portion of the questions and emailed them to her last mig
left work. I'will follow up with a phone call to[JJjjjto confirm receipt.

'E;efare 1

Some of the questions in [ request deal with suitability to hold  clearance. That
information will be shared with DOE-ID because 1 asked them to look into the security issue
independently from the 708 which actually falls under 710. As a member of the Intelligence
Community and TS/SCI holder I have a duty to report these things to the appropriate authority,

and will continue to fulfill my obligation with whomeveﬂ see fit, mciudmg DOE and the
Inspector General.

I will talk to- independently regarding you choice of BEA representation.

Kark Siciliano, Department Manager, Special Programs
Hational & Homelana Security Directorale *
‘1daho National Leboratory
P.0. Box 1625, Mi5.3526, idaho Falls, B 834153520
Q2 208-528-4464, C: m-m-s:m', KYE: 2042204488
Emails mmc.ﬁcmam@hi
: sicifirnd Cidalo.dos 5 00v.00%, 10 idginmili Sk, m.,uw
{Piease Mmaifam«ﬁcal msgsent to SPRHE‘T)

Siciliano/SICIMD/CCO I/INEE

ezzz;mom 0730 AM )
‘SmhanofSICINﬁ}iCCOI/INEEUUS@i
© "Janice E Ogilvie”
<OGILVL ID.DOE.GOV>, Toni

SubjectRe: BEA REPRESENTATIVE AT
MEDIATION (OUO-CUT)

2/19/2010
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S e g

CU})E X: Maik O Stmlraﬂ

‘Mark, I valuef experience, too -- that is why I recommended heras one of the choices 10 act as
the mediator. But, the fact is the language you hxghhghted is standard language she includes inall such letters
she sends out to parties who engage heras a mediator; it was NOT a judgment/réﬂectmn of her thoughts on

e terday mammg, she ;mﬂmated that you hadn't acknowledged
s a séries of questions that she wants you and BEA to
ers prepared and ‘transmitted to her by Friday.
| JUST 1o her) your answers to the questions she
ectly to'the mediazor and are not shared between the parties.

fmedzatxon is mwmng undar:ihe ADR process ccntamcd in our Etx ployee Handbeok, itis compietely

separate from the 708 case. Billie Garde can speak to this as well, but the proceedings of the mediation should
‘NOT be brought into the 708 case - assuming the mediation does not resolve all issues. That is the purpose of
the confidentiality provision. If you have any questions about the réach of the conﬁdenna:my provision; [

strongly encourage you to confer with

‘Mark D Siciliano/SICIMD/CCO1/INEEL/US

MarkD N
Sieiliano/SICEMD/CCOI/INEEL/US

REFLAIRM Or2 P "anice E Ogilvie’ <OGILYLIE@ID DOE.GOV>,
‘D Sictliano/SICIMDICCOVINEELIUS
SubjectRe REPRESENTATIVE AT MEDIATION

(OUO-Contains CUT:

mdependent assessmem without any input from me and she came
tha!;l did. I believe 1-am on the record as’ nd}catmg ﬂn& was a concern; I didn't
[ neede , ' is named in my comp e s:cc advice.
Ifyou don't want to take th ’iv'me of your own highly professional medxaiaor, that 's completel up to you. If
you wish to proceed with i that's up to you as well. I was simly pointing out that this isn't just my
concer.

[ am sorry that you apparently have taken offense to me raising the issue, buweucr it does appear that[JJjj
‘has the same reservation that I do.

As fa:  mediation, I am going out of great respect for [ 2nd trying not fo tarnish the INL's
) fyou want to cancel it that’s oampktﬁ yoil, I agreed to this in good faith and I intend to

. are not. Perhaps you should

have the: dxscnssmn ‘with her, tiot me, Whether 1 agrec with who you choose is mote. My position is dley

noted.

Kind Regards,

201972010
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(OUOQ-Contains CUI)

Ma‘k Sic:liam, Bazmmm Specsal Programes

P mtsés,usm fdahio Falls, WY 83495-3520
‘&M&@%emmmmw FOREZEES

ma*mmsm@w@
SIPR: siclisriatahosdonsgon.gov, 15 iiskniiSiioe innoy
(Please. m!.umif ifaixne wrifical iy sent to SIPRNET)

ToMark D Siciliano/SICIMD/CCO/INEEL/US@INEL

02/17/2010 09110 AM

SubjectRe: BEA REPRESENTATIVE AT MEDIATION
(ouo-cun

You've had this discussion (objecting to [ being BEA's represenfanve at the mediation) with myself,
 and all three of s have given you valid reasons for [ being BEA's
representative, which you haven't rebutted, Yet, you won't let the issue go (1 might add that you, yourself, are
covered by the language from letter that you've quoted below). There are MUCH bigger issues to
resolve at the mediation; and if we can't get over the much simipler issue of who BEA's representative is going

to be, I-question the utility of going forward ‘with the mediation, partzcu!arly given the expense associated
with this mediation.

1 have met personally with -Land Lam satisfied that he can bring to the med:atmn the requisite level of
) ivity at 10 ;zand,mceBEAxspaymg IOG%Gfthe

How would you like to proceed?
,,

“MarkDSicifiafnofsmcholianELfUS :

Mark D , o
‘Siciliano/SICIMD/CCO1/INEEL/US

coMark D Siciliano/SICIMD/CCOLINEEL/US
02/16/2010 03:48 PM SubjectBEA REPRESENTATIVE AT MEDIATION
\ {ouo-cun

2/19/2010
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‘OUO-- Contains CUI
Please take note fom [N

| ~’*3}*Iﬁeﬁﬁffy; the representative(s) who will be participating in the mediation:

For BEA please identify the company representative who will be attcndmg the mediation process,
and whether that individual will have full authority to resolve the claim. (Please do not bring
soneone whao is pérsonally involved in the substance of the disputes, as it makes it virtually

- impossible ta resolve. )

2/19/2010

‘Note; If the representative does not have full authority to resolve the claim, 1denufy
the process that has to ocour to obtain authorization for final resolution. (Phone calls
to someone with authority m?ar;ably delay resolution, and undermine the point of
the mediation as that person is not aware of the discussions or issues being
.addressed.) "

*#* As previously pointed out, this is a concern and I recommend as does
that m: one invalyed in my complaint should be representing BEA. This would
and all the Directors since they are involved. Again, I suggest

who has the authority to make decisions.

Thanks!

Klr;d Regards, ,
-

OUO-- Contains CUI

e ] Mark Siciliano, | Department Mamer Special Programs

; ) Mationiat & Homeland Searity Directordte
1 " idaho Hational Laborstony
; B P,O: Box 1525, MS-3520, Idaha Falls; 1D §3415-3520
0% 208-526-4464; C: 208-360.-4367, £TE: 2032464884

Hatichd Lakk Email: Mark Siciflanc@inl.gov
Tdaho Ratiohd Labiaratory SIPR: sicilmd@idaho.doe 200v.00%, JC7 ddinniiihooein oy
(Please calliemail if atime critical msg sent to SIPRNET)
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Ogilvie, Janice E _
From: - I
© Sent: Thursday, February 18, 2010 7:31 AM
Tot ‘Sicifiano, Mark David

Subject: Re: BEA REPRESENT ATIVE AT MEDIATION (OUO-{:UE)

. 1 vaive IR <p<ricnce, to00 — that is why I recommended her as one of the
ché'cesta aﬁt fche medtatﬂr But ﬁxeh fact is the- Ianguage you highlighted is standard language
sk i : to parties wiw engage her asa meéaateg it was NOT

hi 1 "ﬁes a series ofquesuans
BLY ter her) ‘We'will have our-answers
au'll be abic ta prepare and transmxt to

completely separate from the 7(’38 case. | can speak 1o thzs as well, but the
proceedings of the mediation should NOT be brought into the 708 case -- assuming the

mediation does not resolve all issues. That is the purpose of the confidentiality provision. If you
have any questions about the reach of the confidentiality provision, I strongly encourage you to

confer with

. Mark D Siciliano/SICIMD/CCO1/INEEL/US

MarkD
: ”Siclﬁa’nﬁisfmb’IﬁfCCﬁmeEWS'
0217120100127 PM.
*Janice E Ogilvie”
<OGILVUE@ID.DOE.GOV>, Mark
Siciliano/SICIMD/CCO1/INEEL/US
SubjectRe: BEA REPRESENTATIVE AT
, MEDIATION {(OUo-cund
(OUO-Contains CUI)
Dear
I'sent this to you because it's independent assessment without any input from me

and she came up with the same conclusion that 1 did. I believe ] am on the record as indicating

this was a concern; I didn't realize I needed to officially rebut. is named In my

complaint and T value |sage advice. If you don't want to take the advice of your own
~highly professional mediator, that's completely up to you. If you wish to proceed with

that's up to you as well. I was simply pointing out that this isn't just my concern.

21812010
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itly have taken offense to me: ralsmg the issue, however it does appear that i}
tion that I do.

. and trying not to tarnish the INL's
. 1agreed to this in good faith and T intend fo

s ; ;you appamntly are not. Perhaps you should
net me. Wheﬁmﬂ agree with who you choose is mote. My position is duly

Kind Regards,

;(W@-Contﬁmﬁtﬁ)

Ham ﬁaﬁdnﬁ ?Laborahry

MW ifatime u‘irealmsemm samuenk

(e .

_ - ToMark D Siciliano/SICIMD/CCOINEEL/US@INEL
IINEELIUS

02/17/2010 09:10 AM

SubjectRe: BEA REPRESENTATIVE AT MEDIATION
(oUo-cUnd

You've had this discussion (objecting to | being BEA's representative at the mediation) with myself,
« ; and all three of us have gwen you vahd reasons for.- bemg BEA‘
P ] . ‘4 Y 1, s

rsonally with [ and X am satisfied that he can bring to the mediation the requisite level of
s itmeces ; Gnahle salu%m d, since BEA is pa}ﬂng 100% of the

2/18/2010
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How would you like to proceed?

~ Mark D Siciliano/SICIMD/CCO1

Mark D
chiixanufsmmmlmeiﬂh?ﬁfs}uﬁs
ccMark D Siciliano/SICIMD/CCOV/INEEL/AUS
: 9%1&201093:4&?2&{5‘ SubjectBE  REPRESENTATIVE AT MEDIATION
o T L ) ' {ouoCun
OQUO-- Contains CUI

Dear Jill n
Please take note from || N
- "3) Identify the representative(s) who will be participating in the mediation:

For BEA please identify the company representative who will be attending the mediation process,
and whether that individual will have full authority to resolve the claim. (Please do not bring
someone who is personally involved in the substance of the disputes, as it makes it Virtually
impossible to resolve.)
Note: If the representative ﬂoes not have full authority to resolve the claim, 1dent!fy
the process that has to occur to obtain authorization for final resolution. (Phone calls
to someone with authority mvanably delay resolation, and undermine the point of
the mediation as that person is not aware of ‘the discussions or issues being
addressed.) "

*+% A5 previously pointed out, this is a concern and I recommend as does
thatnp one involved in my complaint should be representing BEA. This would

id all the Directors since they are involved. Again, I suggest
someone senior to [ who has the authority to make decisions.

Kind Regards,
_

OUO-- Contains CUI

2/18/2010
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Mark Sicilisno, Departrment Manager, Special Programs
National & Homeland Security Directorate

tdaho HationaiLa ‘ ,

P.0. Box 1625, MS-3520, Idaho Falis, 1D 83415-3520

0: 208-526-4464, C: 208-360-4367, STE: 2088284984

SIPR: stclimd@idaho.doe 200v.000, 10 oo idoeit o

{Please callienrail if atime critical meg sent to SIPRNET)
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Ogilvie, Janice E

From: Mark D Siciliano [Mark.Siciliano@inl.gov]
Sent: Tuesday, February 09, 2010 2:18 PM
To: QOgilvie, Janice E -

Subject: Re: Security issues

Attachments: Document4.doc

Jan,

| marked this up and deleted a couple of items as well. | hope it helps.

Thanks for meeting with me today. After consideration, | would like to keep DOE and INL efforts segregated on this
matter.

Please let me know if you need anything else.
. Thanks,

Mark

Mark Siciliano, Department Manager, Special Programs
Hational & Homeland Security Directorate
Idaho Natiomsl Laboratory
P.0. Box 1625, MS-3520, [daho Falle, 1D 8§3415-3520

= O 208-526-4464, C: 208-360-4367, 7 225528483
ldaho Nationd Lsborstory £k Markc Sicilieno@nl.goy o
SIPR: sicilimd@idabo.doesgov.goy, (O sipndddoe.te.goy
{Pleate calliemnail if atime critical msg:sent to SIPRNET)

"Ogilvie, Janice E” <ogilvije@id.doe.gov> TO wgiciliano, Mark David" <mark. siciliano@inl.gov>

cc

02/09/2010 01:24 PM Subject Security issues

<<Document4.doc>>

Mark:

- Above is the document with the security issues. Please mark it up and send it back to me.

THANX
Jan

2/9/2010





OUO- Contains CUI

Alleged Security Issues:

National and Homeland Security senior leadership (Directors and above) were provided witha %\\V{\ﬂ
plethora of suggestions to improve security performance beginning 20 months ago, to include X ‘399
written suggestions in early February of 2009, and failed to take action on these in a timely 09 o \9? QA&
manner, ultimately resulting in a number of security mﬁ'acuons that could have been mitigated /0 ;) oF \
with appropnate and timely action. v"(’ \)

lied when he denied knowing of an e-mail exchange between Mark Siciliano and
holds a Q TS/SCI clearance). Additionally, he allegedly misled or lied
to DOE-ID person:nel when he misrepresented the official status of an OSD client stating that
“DOE didn’t have to listen to them because they were just contractors and not Federal
Employees” or words to that affect. They are in fact senior Federal Employees including an SES
2.

Direct reports were required to sign DOE form indicating that they were responsible for a
security incident before the investigation was completed and ultimately they were not
responsible for the incident. Additionally, Mark Siciliano was required to fill out and sign this
form a moth after an investigation was already completed in which he was not an INL employee
at the time control of the document was lost.

Chilling effect — Mark Siciliano brought concerns of his employees to the attention of his

Director and senior staff about signing forms that emphatically imply guilt and no action was
taken to address his employee’s concerns.

OUO- Contains CUI





Alleged Security Issues:

lied when he denied knowing of an e-mail exchange between Mark Siciliano and
. holds a Q clearance). :

Direct reports were required to sign document indicating that they were responsible for a security
incident before the investigation was completed.

There are differences between DOE security regulations/reporting requirements and the
requirements of other intelligence agencies.

Sign-in sheets for security containers has led to more security incidents.

DOE form that is filled out after a security incident has a “signature for individual responsible
for the incident that is part of the initial fact finding before the investigation is completed.
Employees believe this may imply guilt.

Chilling effect — After office clean up of _ work area spoke with direct reports
regarding investigation and was told not address employee’s concerns.





From:
Sent:
To:
Cc:

Subject: cknowledgement Letter to Battelle Energy 7
Attachments: BEA - Acknowledgement of FNOV Reply. pdf

Categories: - Enforcement BEA

Please find attached the Office of Health, Safety and Security's Office of Enforcement and Overs1ght letter
acknowledging receipt of the Battelle Energy Alhance LLC reply and payment of civil penalty for Final Notice
of Violation SEA-201 1-01.

Hard copies to follow via U.S. Mail for:

If you have ani iuestions, ilease contact- Office of Security Enforcement, at

S
Post I\“‘te\ephone me

Office of Enforéement and Oversight
Office of Health, Safety and Security

U.S. Deiartment of Energy

Operator —_—





Department of Energy
Washington, DC 20585

May 16, 2011

Idaho National Laboratory
, Battelle Energy Alliance, LLC

Idaho Falls, Idaho 83415-3695
SEA-2011-01
e S

The Office of Health, Safety and Security’s Office of Enforcement and Oversight is
issuing this letter to acknowledge receipt of the May 4, 2011, reply filed by Battelle
Energy Alliance, LLC, and the associated civil pena]ty payment of $425,000 for Final
Notice of Violation (FNOV) SEA-2011-01.

Your reply, which waived the right to corntest any aspect of the FNOV, éomp-lies with the
requirements of 10 C.F.R. § 824.He). The FNOV now constitutes a Final Order, and no
additional enforcement activity 'will be taken in this case.

Sincerely,

Office of Enforcement and Oversight
Office of Health, Safety and Security

cc: , NE-ID '
, Battelle Energy Alliance, LLC
' , Baitelle Energy Alliance, LLC

Q:} Printsd widh sty ink an recyciod papier






DOE £5639.3

(1289 . Privacy Act Information/Official Use Only oome
{Formerly DOE F 5630.13) .
Al Otter Edftons Are Obsalete "U.S DEPARTMENT OF ENERGY
REPORT OF SECURITY INCIDENTANFRACTION RECEIVED
(When completed this form contains privacy act information) MAR 3 0 2009

| PERSONNEL SECURITY
Partl - NOTIFICATION OF SECURITY INCIDENT 1

Part I. To be completed by' the Security office conducting the preliminary inquiry.
1. Organization in which incident occurred

, 2. Datg of Incident:
National & Homeland Security Directorate (D620) ' - | December 2008

3. Nature of incident: »
Unattended Classified Document (Ml 2.6)

4. Classiication level of information involved: | 5. Category of Information involved: B. Identify other caveats of
o . information involved: '
Confidential ™l Restricted Data K
Secret vV . Formerly Restricted Data r NA
Top Secret. r National Security Information W

7. Details of incident

During December 2008, an INL Employee fourid a Secret/NS! document in discarded file folders that were
taken to an INL Excess Property Warehouse. The box of file folders was traced back to the National &
Homeland Security Directorate organization. The box of files was excessed in October 2007. The
.document was traced back to legacy program files belonging to a specific INL Employee.

Further investigation indicated the specific INL employee retired in May 2007 and Special Programs

.- Personnel initiated a clean-up of the former employee’s files and office area in preparation for an audit.

© Various legacy documents were targeted for destruction. Various documents were removed from hanging -

. file folders in the safe(s) and placed in burm boxes or shredded. Initially, some empty hanging file folders

- were left in the safe(s) and other hanging files were destroyed. Soon thereafter, an additional INL Special
Programs Employee excessed approximately six safes. During the process of excessing the safe(s),

hanging file folders were removed and boxed up. These boxes of hanging file folders were then given to

Administrative Staff for future use by other persons and/or to be sent to INL excess.

No Security Infraction is charged in this incident due to inconclusive evidence available during the
Inquiry. '

10. Date:

3”‘?' 0%

8. Name, title, and organization of the individual 9. - Signaturg;
reporting the security incident:

, Org. J331
Security Investigator

Distribution: :

Privacy Act Information/Official Use Only

May be exempt from public release under the Freedom of Information Act (5 U.S.C. 552), exemption number and category:

2. circumvention of statute and 6, privacy act information _Department of Energy review required before public release
NamelOrg: S&S Program Management Date: 3/03/09 Guidance (if applicable): CG-8S-4





DOE F 5639.3

LA : Privacy Act Information/Official Use Only. ork i
{Formerly DOE F 5630,13) .
All Other Editions Are Obsolete

U.S DEPARTMENT OF ENERGY |
REPORT OF SECURITY INCIDENT/INFRACTION

{(When completed this form contains privacy act'informaﬁon)

Partll - NOTIFICATION OF SECURITY INCIDENT

To be completed by the Office in which incident occurred/originated and return within
5 days fo the Cognizant-Security Office of the individual receiving infraction.
1. Reason or cause for incident:

Tt e Laoledoe of the taceded othe, +han whet T

was told €vomn the rwesl[":)""/”-"_ I IJ‘J nu‘l' EXCeSS oW,
Q([es,n(ﬂf ;ci}: artake 4 the cleom—uf) o0& Lhe“Lyrmer emp/oyee s Lolog”

Furltheymore, T vov guat o Hhis vaul® 2 he"""“""‘f 207, +hree amd one half mou‘fhsj b)fg“"‘(?

2. Name and title of person responsible for 3. NEID Clearance Number: 4. Number of infractions (-e-L
incident: Daniel J. Prentice, S#105714, BEA | AB 23543 _ : incurred in the last 12 Voingn
Staff, MS 3520 : months: :

5.  Signature of individual responsible for incident: 6. Daté:

T was not rosponsibleCorthe moidont
7. Comective action taken, to include disciplinasy action, if applicable.

T po pPoT Be\tf;v-e.- 1§ Respowssible for _'Tb‘is NG RGN
’I‘\o,re,(-af-c, T will poT P)rju—c AN7 Dls‘c.phuﬁfa_ﬁ-c'rlo“. fovtha- Moﬂ-’ o
fhe 1mFormimien T have CJAYDng This 1NGseT; Ttere Afpears o Le
B lack of Objechive prot 04T would noicese [ A5 SO Le
fon—Fhiz—rrrcToErF. Emplogee Aas verbdlizeo his coveerns fo re
Ao B coveseleo hin on his opfams Throvgh Emploges Cowcerss S
prp The HRR Grevienwce process, T Do NoT— rrecomasnsd - receqve
AN Prached, S FaT A5 Correchue Achens W havt Ccrwwd-'-é
—f'{‘ﬂfu://;v_s on S‘.CC({/(JB,_ isse<S 1?2 snvclupe Djﬂosp—L, f:afejv’avo:.n "
pda b deo jfmn ¢ A ndl A5 comoucheld cl«.:&vgaJrs D F UNpeces
Clprst Frew padendC 1o welupe chcks ¢ paligrces of T Desdradia
of [MForwgriorr | : : ‘
fitle of Office Director:

3/9/09

9. Signature:

pPeo

Privacy Act Information/Official Use Only
May be exempt from public release under the Freedom of Information Act (5 U.S.C. §52), exemption number and category:

. 2, circumvention of statute and 6, privacy act information Department of Energy review required before public release
NameIOrg:—i S&S PEram Manaaement Date: 3/03/09 Guidance (if applicable): CG-SS-4
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From: [
Sent: Monday, July 26, 2010 4:16 PM

o

Subject: Last Week's Meeting

T

Thanks for taking time last week to discus s concerns with us. So that we can

- ensure that BEA takes adequate corrective actions, where necessary, we just wanted to confirm
our discussion from July 22, 2010, relating to yo investigation report dated
May 17, 2010. Your report covered the issues 08 complaint that were not
looked into by the Office of Hearings and Appeals.

» Relative to the concern that you substantiated tha s had made security
recommendations that were not adopted, this portion of your investigation was
referred to DOE-ID subject matter expert“ for review. Her finding
was that had some of 0’s recommendations been unplcmented in a more
timely manner, they ve potentially averted some of the security 1n01deuts
that had occurred. She also reported back to you that many of i
recommendations have since been implemented. No additional action by BEA is
needed.

e Concerning Mr. Siciliano’s concern regarding BEA ||| EEGEGEE
‘ h lying or misrepresenting DOE-ID personnel,
your conclusion was that there was significant confusion among all the players,
including DOE, BEA, and the customer, regarding the status of the person in

question. Since this concern was unsubstantiated, no corrective action is required by
BEA.

s direct reports were required to
sign as being respon31ble for a securi then they in actuality were not, you
stated that your focus is to work with the DOE and that you have no specific

' corrective actions that you are looking for from BEA. However, we noted the same
concern and have made suggestions to BEA Security to consider revising and re-
numbering the form.

o Regarding the chilling effect concern that you partially substantiated, the subsequent
broader survey of all National and Homeland Security staff led to a 12 percent
response rate indicating that people would be afraid to raise security issues because
they feel that they would be retaliated against. This was much lower than the rate
you encountered when you surveyed onl s staff. You mentioned that
you are working with DOE-ID and are not expecting any corrective action from
BEA at this time.

¢ Finally, regarding the substantlated forelgn travel reporting issue, we dlscussed that

ﬁ investigation showed that the failure to report travel to a sensitive -
country was systemic and not limited to the one individual. |l described the
corrective actions that have been put in place to ensure that future travel plans are
reported to all the correct groups. You are not expec‘ang any additional corrective
actions from BEA at this time. :

You also said that you had discussed your corrective action approach with_

71272010 | S
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previous week so that he has no expectation that BEA owes you or him any corrective action response.

Again, thank you for affordlng us the t:lme and the m51ght We will keep you informed about our
progtess with Security. -

7/27/2010
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From: -

Sent: " Monday, April 19, 2010 2:58 PM
To: g =

Subject: FW: CONTRACT DISPUTE OVER THE STATUS OF REAL TIME DIGITAL SIMULATOR
: ASSEMBLIES

From:
Sent: Monday, April 19, 2010 2:16 PM
To: Ogilvie, Janice E;
Subject: FW: CONTRACT DISPUTE OVER THE STATUS OF REAL TIME DIGITAL SIMULATOR
ASSEMBLIES

fyi

Department of Energy, ldaho Operations Office

From:
Sent: Saturday, October 24, 2009 8:08 PM
To:
Cc:

Subject: CONTRACT DISPUTE OVER THE STATUS OF REAL TIME DIGITAL SIMULATOR ASSEMBLIES

Good Evening_;

I am contacting you at the request of _in' regard to
some difficulty that my office is experiencing with INL over the
disposition of some Real Time Digital Simulator (RTDS) assemblies that
_had been using in support of his project as well as
the AURORA project. The source of the controversy is over the final
custodianship of the RTDS assemblies between Battelle Energy Alliance
iBEAii-DOE and DoD. Until recently four of these assemblies were in

custody, but INL has demanded them back following the
successful conclusion of the AURORA project.

It is my under‘Sta'nding based on the language in the conthact that DoD
owns ALL of these devices and I as theDoD representative for the

4/20/2010
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- projects on which they were being used am requesting that they be returned.
Please let me know if you have any questions or need any additional

information from me. Thanks much for your attention and cooperation in this
matter. '

Sincerely,

I

N

Defense Critical Infrastructure Ofﬁce_
I
I /rlinston, VA 22202
s |l
I

"Some problems are so complex that you have to be highly intelligent and well informed just to be undecided about them"

- Laurence J. Petér

- 4/20/2010






DOE F 5639.3

(12-83) ' Privacy Act Information/Official Use Only oo operel No.
(Formerly DOE F 5630.13)
Al Other Editions Are 0bsolel§

"U.S DEPARTMENT OF ENERGY

REPORT OF SECURITY INCIDENT/INFRACTION ~ RECEIVELD:
(When completed this form contains privacy act information) MAR 30 2009.
, - | PERSONNEL SECURIT:
Part1 - NOTIFICATION OF SECURITY INCIDENT .

Part . To be completed by the Security office conducting the preliminary inquiry.
1. -Organization in which incident occurred

National & Homeland Security Directorate (D620)

2. Date of Incident:

December 2008
3. Nature of incident:
Unattended Classified Document (IMl 2.6)
4. Classification level of information involved: | 5. Category of Information involved: 6. Identify other baveats of
information involved:
Confidential i " | Restricted Data ' K]
Secret v Formerly Restricted Data r NA
Top Secret r National Security Information ™

7. Details of incident:

During December 2008, an INL Employee found a Secret/NSI document in discarded file folders that were
" taken to an INL Excess Property Warehouse. The box of file folders was traced back to the National &
Homeland Security Directorate organization. The box of files was excessed in October 2007. The
document was traced back to legacy program files belonging to a specific INL Employee.

Further investigation indicated the specific INL employee retired in May 2007 and Special Programs

Personnel initiated a clean-up of the former employee’s files and office area in preparation for an audit.

- Various legacy documents were targeted for destruction. Various documents were removed from hanging

~ file folders in the safe(s) and placed in burn boxes or shredded. Initially, some empty hanging file folders
-were left in the safe(s) and other hanging files were destroyed. Soon thereafter, an additional INL Special
Programs Employee excessed approximately six safes. During the process of excessing the safe(s),

-hanging file folders were removed and boxed up. These boxes of hanging file folders were then given to
Administrative Staff for future use by other persons and/or to be sent to INL excess.

No Security Infraction is charged in this incident due to inconclusive evidence available during the
"~ Inquiry.

10. Date:

3/19/o%

8. Name, title, and organization of the individual 9. Signaturgy
reporting the security incident: .

, Org. J331
Security Investigator

Distribution:

Privacy Act Information/Official Use Only

May be exempt from public release under the Freedom of Information Act (5 U.S.C. 552), exemption number and category:

2. circumvention of statute and 6, privacy act information Department of Energy review required before public release

NamelOrg:_, S&S Program Management Date: 3/03/03 Guidance (if applicable): CG-SS4





" DOEF 56393

toen ' Privacy Act Information/Official Use Only Om Cona o
(Formerly DOE F 5630.13) .
Alt Other Editions Are Obsolete .

: U.S DEPARTMENT OF ENERGY

REPORT OF SECURITY INCIDENT/INFRACTION

(When completed this form contains privacy act information)

Part il - NOTIFICATION OF SECURITY INCIDENT

To be completed by the Office in which incident occurred/originated and retum within
5 days to the Cognizant Security Office of the individual receiving infraction.
1. Reason or cause for incident: o

See GTMCI’\CO{,

2. 3. NE ID Clearance Number: 4. Number of infractions
1D 062254 incurred in the last 12
months:
— & — - Erpr— - 5 Dae:
5 I\ff;:ﬁffzf |nc2\;1|iua :;eys‘pcolps t'I"e” 1:?_’1'_ lnmdfent Per attech eo() T was not . ate
, - 3-10-07

7. Corrective action taken, to Include disciplinary action, if applicable.
- e have Compvetto RODhowtl SEcoRiTy Tr A g ArD fAre Covrenfly
UNOER A Hishierel Awirencss of ovr Securihy Respenssi; [ihes
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- Process. 70 Then, ‘ - y
~ T, Probably mece THir’ 47y ot prnees; fold py FES Bceoonrfod
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8. Name and title of Office Director: [ 9. Signature: 10. Date: '

m Sre, Lgro D20 Dr %aééé é - ?/ZC/Zmﬂly

Privacy Act Information/Official Use Only

May be exempt from public release under the Freedom of Information Act (5 U.S.C. 552), exemption number and category:

2. circumvention of statute and 6, privacy act information Department of Energy review required before public release
o Name/Org: Michael Colson, S&S Program Management Date: 3/03/09 Guidance (if applicable): CG-SS4 .
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09-03-10

An individual at some point carried a box containing the hanging folders out of an open
storage room that had 15+ people on the door. As was discussed during interviews and
shown to the interviewer, two remaining boxes still being stored from my involvement in
processing documents to be shredded, all tabs were being removed from all hanging
folders if they were going to be kept and all documents removed from within the hanging
folders. Folder label tabs and documents were placed into plastic bags which were then
placed into boxes. At the time during clean out activities with my involvement, there was
a second person helping during this process to ensure proper handlirig and disposition of
classified materials. Iam positive that of the 15+ people that had access to the container
from which the box was taken out, it could not have been me that carried the sensitive
material out of the container and placed it into the excess processing system.

. 3“/0—07
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DOEF 5639.3
{12-83)

Privacy Act Information/Official Use Only

Omb Contro} No.
{Fomerly DOE F 5630.13) 15109800
All Other Editions Are Obsolete .
U.S DEPARTMENT OF ENERGY
~ REPORT OF SECURITY INCIDENT/INFRACTION ~ RECEIVED
(When completed this form contains privacy act information) MAR 3 02009
- | PERSONNEL SECURIT
Partl - NOTIFICATION OF SECURITY INCIDENT '

Partl. To be completed by the Security office conducfing the preliminary inquiry.

1. Organization in which incident occurred

National & Homeland Security Directorate (D620)

3. Nature of incident:

2. Date of Incident:
December 2008

Unattended Classified Document (iMl 2.6)

4. Classification level of information involved:

.6.  Category of information invelved:

6. ldentify other caveats of
information involved:

- Confidential 17 Restricted Data 1
Secret WV Formerly Restricted Data - NA
Top Secret r I

National Security Information

7. - Details of incident:

During December 2008, an INL Employee found a Secret/NS1 document in discarded file folders that were
taken to an INL Excess Property Warehouse. The box of file folders was traced back to the National &
Homeland Security Directorate organization. The box of files was excessed in October 2007. The
document was traced back to legacy program files belonging to a specific INL Employee.

Further investigation indicated the specific INL employee retired in May 2007 and Special Programs

.- Personnel initiated a clean-up of the former employee’s files and office area in preparation for an audit.

t Various legacy documents were targeted for destruction. Various documents were removed from hanging -

. file folders in the safe(s) and placed in bum boxes or shredded. Initially, some empty hanging file folders

- were left in the safe(s) and other hanging files were destroyed. Soon thereafter, an additional INL Special
Programs Employee excessed approximately six safes. During the process of excessing the safe(s),

- hanging file folders were removed and boxed up. These boxes of hanging file folders were then given to

- Administrative Staff for future use by other persons and/or to be sent to INL excess.

'No Security Infraction is charged in this incident due to inconclusive evidence available during the
. Inquiry. '

8. Name, title, and organization of the individual
reporting the security incident:

, Org. J331

Security Investigator

~ Distribution:

Privacy Act Information/Official Use Only

May be exempt from public release under the Freedom of information Act (5 U.S.C. 552), exemption number and category:

2. circumvention of statute and 6, privacy act inforrnation Department of Energy review required before public release
Name/Org: Michael Colson, S&S Program Management Date: 3/03/03 Guidance (if applicable): CG-SS4






DOE F 56393

25%) ' Privavy Act Information/Official Use Only Omb Contrl No.
{Formarly DOE F 5630.13)
_All Other Editions Are Obsolele .

U.S DEPARTMENT OF ENERGY _
REPORT QF SECURITY INCIDENT/INFRACTION

(When completed this form contains privacy act information)

Part.ll - NOTIFICATION OF SECURITY INCIDENT

To be completed by the Office in which incident occurred/originated and return within

5 days to the Cognizant Security Office of the individual receiving infraction.
1. Reason or cause for incident:

Please <ee atiacined dotument.

2. Name and title of person responsible for 3. NE ID Clearance Number: 1 4. Number of infractions
incident: ., BEA 11D 061888 : incurred in the last 12
Staff, ' o months:

5. Signature of individual fesponsible forincident  >as Ot buﬁpcn'bik}_h_ 6. Date: .
e, ¢ | 31009
' 7.. Corrective action taken, to include disciplinary action.ifappli'cable. B .
- W2 Iave Compucien AP howkl SBCURL TRATKILG AND ARL Coffenflqoperthny
UNDER A HeightereD STATE OF fAvdvercss Comncerriry Secur: respoms s ditiec

- We have conovero - clesn ovT oF U N Rcasto CIRSE LD 1 MPorrntrar & PISPrsE
of IT Bceosduy, T© Esrabl.shen Proceeves,

%W'o)'cé_ IS Conveerren AbouT Laek. dF EuinEnsck 7T wovld rescit v Av rNF"AdI;M)
~There v ll be po Dt.:c.;PhM&*’"l IMvh pfee 31 HE, ,
T Z ExflEwmEP ThET Tlere io A reutfte. Pricess 1F Guvenr M 17 BaoN
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EMF,OY"’CI Do ﬂw)(—/h';:?) M’lfa“’g. —2‘h5"‘— {(_-‘_0. 22450~441-1 Pros £

8. Name and tile of Office Director: 9. Signature: 1 10. Date:

WL Sic.ligno DCZO'DM-M S , ‘20 WC.@/7

Privacy Act Information/Official Use Only

May be exempt from public release under the Freedom of Information Act (5 U.S.C. 552), exemption number and category:

' 2, circumvention of statute and 6. privacy act information Department of Energy review required before public release
: NamelOrg:_: S&S Prg_glam Manaaement Date: 3/03/09 Guidance (if applicable): CG-SS4 :






March 20, 2009

| do not accept responsibility for this incident. The portion of this incident that |
was involved in did not cause the loss of this document. As | said in the
interview, 1 did not take the sensitive material out of room 117. The only
involvement | had was when | and another individual cleaned out a safe. We had
two people there to ensure the classified material was properly handled and
disposed of. That two person rule was not a DOE requirement so we went above
and beyond any DOE procedure to ensure proper handling. Any documents we
went through were either shredded in that room or placed in an appropriately
marked box for destruction. The two boxes that remained in the building for
destruction were still stored in a vault type room at the correct classification level.

Any files in any of the safes in that room were appropriately stored as room 117

is approved for classified _sforage. I'was in no way the one who took those file
folders out of room 117 and placed them into the excess processing system.

OFFICIAL USE ONLY
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From: [N
Sent:  Wednesday, April 21, 2010 12:54 PM
To:

Subject: Dates

The trip in question was taken 25 Sep 2009, and reported to me 23, Feb 2010. .

Thanks,

N \

4/21/2010






United States Government ’ Department of Energy

mem OI’ an dum Idahé Operations Office

Date: November 24, 2008

Subject: Failure to Properly Secure Combination Lock into Security Area
To: XXX KXXXXX

Enclosed you will find DOE F 5639.3, “Report of Security Incident/Infraction”. Due to the space
available, you may find it easier to attach your responses on a separate sheet of paper.

Please ensure that prior to typing your response on your computer or sending it through the
mail, your response is discussed/reviewed with an Authorized Derivative Classifier if there is
any possibility that your response may contain classified information.

Be advised that this form is your opportunity to explain your version of the incident. Though the
form requires your signature, it does not constitute an automatic infraction, and no distribution

other than to you is made until your response is received and a determination of outcome is
made. :

After you and your Director or Team Lead have completed Part II items 1,5,6,7,8,9, and 10 of

the form, please return to ||| ] . Ple2sc retun within 5 working days of your
receipt.

Thank you.





DOE ¥ 5639.3

(12:83) Privacy Act Information Omb Gontrol No.
(Formerly DOE F 5630.13) :
All Other Editions Are Obsolete
} U.S DEPARTMENT OF ENERGY
REPORT OF SECURITY INCIDENT/INFRACTION
(When completed this form contains privacy act information)
Partl - NOTIFICATION OF SECURITY INCIDENT
Part |. To be completed by the Security office conducting the preliminary inquiry.
1. Organization in which incident occurred 2. Date of Incident:
3. Nature of incident:
4. - Classification level of information involved: | 5. Category.of Information involved: 6. Identify other caveats of
information involved:
Confidential r Restricted Data =
Secret - Formerly Restricted Data N NA
Top Secret In! National Security Information [
7. Detail_s of incident:
é. Name, title, and organization of the individual 9. Signature: 10. Date:

reporting the secunity incident:
DgE-ID lncndents of !ecurit Concern
Distribution:

Incident/Infraction File

OFFICIAL USE ONLY





OE'F 5639.3 . . _
Pl Privacy Act Information e S ongoiNo
(Formerly DOE F 5630.13)

All Other Editions Are Obsolete

U.S DEPARTMENT OF ENERGY
REPORT OF SECURITY INCIDENT/INFRACTION

(When completed this form contains privacy act information)

Part Il - NOTIFICATION OF SECURITY INCIDENT

To be completed by the Office in which incident occurred/onglnated and return within -
5 days to the Co jnlzant Security Office of the individual receiving infraction.

1. Reason or cause for incident;

- 2. Name and title of person responsible for 3. NEID Clearance Number: 4. Number of infractions
incident: incurred in the last 12
. months:
5. Signature of individual responsible for incident: 6. Date:

7. Corrective action taken, to include disciplinary action, if applicable.

8. Name and title of Office Director: 9. Signature: 10. Date:

OFFICIAL USE ONLY







- From:

Sent: 2010 11:24 AM
To: ' Jgl

Subject: : Page 2

Attachménts: Page 2.pdf

11 would be ok with changing the second f)age of the DOE Form 5639.3 as indicated in the attached and

Page 2.pdf (159
_ KB
highlighted. Would that help with the concern you had? Thanks )

U. S. Department of Energy - Idaho Operations

i

"Learn as if you were going to live forever. Live as if you were going to die tomorrow." - Mahatma Gandhi





. ‘DgEF56393

boes, Privacy Act Information o0
(Formerly DOE F $630.13) .
A}l Other Editions. Ase"Obsolete .

' U.S DEPARTMENT OF ENERGY

REPORT OF SECURITY INCIDENTANFRACTION

When completed this form contains privacy act information) .

Partll - NOTIFICATION OF SECURITY INCIDENT
To be completed by the Office in whxch incident ocourred/originiated and return within
5 days to the Cognizant Security Office of the individual receiving infraction. '
1., -Reason or cause for incident: )
2. Name and titte of individual.completing-#1 3. NE ID Clearance Number: 4, Number of infractions
" above: Incurred in the tast 12
. : months:
5. Signature of individual completing %1 above: ' . , 6. Date:
. 7. Correclive action taken, to include disciplinery action, if applicable. -
8. Name and title of Office Director: - 9. Signature: . . ' 10. Date:

OFFICIAL USE ONLY







Message ‘ ' - _ Page 1 of 4

From:

Sent:  Thursday, March 04,2010 7:56 AM
To: ‘

ce: (N

Subject: Employee Concerns

Here is the string of e-mails that we discussed. There is one more DoD e-mail from another
related project that expresses concerns with BEA conduct but it contains some sensitive
information so I don't feel comfortable sending'it. You are welcome to come to my office and
read a hard copy if you Would 11ke

Thavea call mto- to s;t down and discuss the issue with him so that he can refresh
my memory on some of the detalls Once that has happened, I will give you a call and we can
meet again to discuss. : :

Sorry thls has taken so long. It has been a crazy week!

From.
Sent: Monday, October 26, 2009 2 12 PM

Subject: RE: US Government Bon

‘ Thanksl Trip cancelled

'l work with - -at DoD Critical Infrastructure Office, on the letter for you.

e

——Qriginal Message—--
From:
Sent: Monday, October 26, 2009 3:37 PM
To:
Cc:
Subject: RE: US Government Bona Fides

It is not necessary for you to travel out here to meet in person to validate your identity.

On the issue of ownership of the equipment, we need to get something in writing that can
be placed in the project file. With this being a contractual issue involving equipment, we
just need to make sure that everything is formally documented. Please send a short

. i
3/4/2010

MUJ’

22 o
mo"‘/





Message Page 2 of 4

lett_er_- to our Contracting Officer , info below) from a DOD individual with the
requisite authority, noting DOD ownership of the property and where it is to be sent, and I'm
confident that we can resolve this issue quickly.

Thanks,

U.S. Department of Energy .
Idaho Operations Office
1955 Fremont Avenue

Idaho Falls, ID 83415-1240

From:
Sent: Monday, October

To: ' .

- : SN o
Subject: US Government Bona Fides N \§° Cn
Importance: High g \ 0)40} .

A had &q,wnwm‘(" RO X %60 R J\y” ,
Department of Energy (DoE) government managers, 2) QSQP [‘& _ .\p\f‘ 0 .
It has come to my attention that , @ manager for Battelle Energy Associates (BAE)/Idaho

National Laboratory (INL), under contract to the DoE, has communicated to you that | am not a legitimate
US Government (USG) representative. And, he has informed you that other Department of Defense (DoD)
personnel, including Mr. _ and Mr. I 2re not legitimate USG representatives.

& — statement is, and | intend this, .....FRAUDULENT. F has access fo the security -
0@) clearance sent from my Navy security office at Dahigren, VA cl cating that |, aF,- are

early indi
o  legitimate USG employees. also invited, via * myself and to dinner,
at which | refused his offer of payment for the meal, as he was a contracior and |, a USG representative of
-the DoD. ' : , : .

- As the legitimate USG representative for the DoD on contracis being worked by BAE/ i.NL, this action by
: ﬁ is unacceptable. Bothi and BAE/INL management and personnel have all the ]
information they need to know that we are what we say we are; to whit, legitimate USG representatives of N
. : ') .

X the DoD.
<&

’ b | ask that you-investigate” actions in this matter to determine if the FAR requirements for \)“'a\d“’)

:\){@\6 S "removal with cause" from the contract are met.in this case. - | MG e

] can provide any additional proof you find necessary for this issue and regret the necessity for this action.

(s\ If this message is sufficient to prove my status, and | am not required to present this to you in person on
@§ Wednesday, please let me know as soon as possible today.

. h Ao
K ? .v Strafegic & Technology Integration \(‘(‘: o

Y

3/4/2010





Message ' , . » - Page 3 of 4

. Mission Assurance DIVISIOH (Z30)
NSWC Dahlgren
Dahlgren VA -

OFFICIAL USE ONLY: PRIVACY SENSITIVE - - Any misuse or unauthonzed disclosure may result in both
civil and criminal penalties. .

(This email and any attachments may contain confidential and privileged mfon'natlon which is not subject to
public disclosure. If you are not the intended recipient, please notify the sender immediately by return
email and delete this email. Any dissemination or use of this information by a person other than the
intended recipient is unauthorized and may be illegal.)

—---Original Message-----
From:
Sent: Friday, October 23, 2009 4:20 PM
To:
Cc:
Subject: RE: Digital Introduction OASD & DOE-ID

Please send an email (unclaésiﬁed & unencrypted) to our contracting officer stating that you believe that you own the
RTDS devices in question and that you would like them returned to your office for future DoD use. Please also copy
" myself and the following Department of Energy, Idaho Operations Office managers on your email.

U.S. Department of Energy

Idaho ﬁrations Office

Sub_]ect RE: Digital Introduction OASD & D!
Importance: High

Good Afternoon [}

I'm following up on a phone message that I left with you tc ou know that it is my understanding that you mlght
have received some incorrect information from elther- regarding the RTDS issue,

in that the representatives from DoD who are working this 1ssue are contractors and thus are not entitled to ownership
of the devices as outlined in original contract paperwork. Please let me reassure you that I am a bona fide government

eniployee as is my Prograni Manager for this matter,% In fact, is in the process of setting
up an appointment to personally meet with you, show you his DoD credentials, an ly clear up any further
mlsunderstandmg on this issue.

Ma - - Q-

3/4/2010
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I'hope I've answered your concerns. Please feel free to contact me at your convenience if you have any additional
questions or need anything further from us. Thanks much for your assistance and cooperation in this matter.

3/4/2010











Page 1 of 5

From: Sk id
Sent:  Monday, August 02, 2010 5:57 PM . . :

T
Subject: Re: Written Summary, ECP Case EC10-039

Thank you very much for looking into this, I am glad to hear that the form is being modified to
alleviate some of my former employees' concerns. However, | must advise you on the record that
1 dissent.on some of your conclusions:

T agree that BEA had the authority to make "minor” changes to the DOE from and/or use a "form
comparable in content.” However, as I already explained to you in our meeting, I do not believe
that BEA has the right to make major changes to the form, which is exactly what has happened.
The PURPOSE of page 2 of the official DOE Form, which is in large bold font and surrounded
by a square border for emphasis, is a "Report by Office Concerned” (as depicted below).

Minor changes could be, as you pointed out, replacing the SSN with the S-number of the
individual that is required to sign the form. The PURPOQSE of page 2 on the BEA modified form
is "PART II - NOTIFICATION OF SECURITY INCIDENT" therefore, the entire PURPOSE of
the form has been changed. That's not a minor change, John. Just to drive the point home as to
how incredibly ridiculous this is-—- Part I on the BEA modified form states "NOTIFICATION OF
SECURITY INCIDENT" and Part IT on the BEA Form also states "NOTIFICATION OF
SECURITY INCIDENT" huh??

Apain, as I discussed with you in our meeting; it's not as simple as the form being screwed up (it
truly makes no sense). The fundamental problem still resides in the procedure in which inquiries
are being conducted. In every organization that I have knowledge of, FBI, police, DoD, etc.,

there are 3 basic elements of an investigation/inquiry:

1. An initial report of the incident (Part I of the official DOE Form)
2. A fact finding/evidence gathering investigation/inquiry
3. Conclusions / report (Part I of the official DOE Form)'

Frankly, there would be less fear of reprisal (chilling affect) if we simply asked for statements of
those with potential knowledge instead of requiring them to sign the form taking responsibility
for the incident which was exactly what was happening. Again, I believed then and believe now,
that forcing an employee to sign a form as the "individual responsible for the incident” was
wrong and as I documented, against the fundamentatl rights of due process, i.e. against the law.
We don't even do that to detainees in Gitmo! It is what separates us from the barbarians. { would
also point out that the cover letters didn't exist when I had to fill out my own form which was my
punishment for speaking my mind and bringing up significant employee concerns. So much for
maintaining a questioning attitude!

[continued below]

8/4/2010
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DOE £ 583%8.3

1263} b
{Formedly DOE F 5630.13) . . b
AR Other Ediions Are Oboolete ] . _ _ %

PART !l - REPORT BY OFFICE CONCERNED
To be completed by the Office in which incident occumed/originated and retum within
15daysbtfecogrlzam89mmy0ﬁceofﬂelndvﬁaalmewmmm

1. Roason or cause for incident:

R

o\
LS

%

;
24

4. &nberdmmhihe

As far as me being investigated for the sccurity incident that occurred BEFORE I was an employee and_ response to me:

Hnever provided me with a written summary of his conclusions. He told me manager's get mvestlgawd from time to time for their role in events like
ese.” His response to me was never adequate. The facts remain unchanged .

My employees were correct in bringing their concerns to my attention andI beheve I am required by law to act on their concerns. As you stated and I quote "I
wouldn't sign that form either.”

1 brought their concerns to my senior managers' (plaural) attention VERBALLY, one-on-one and in small mectings.
Senior management not only did nothing about it, they told me to accept the status quo. (That doesn’t work for me)
I documented my employees' concerns in the form.
I o< !ty accused me of encouraging my employees to file HR complaints— that NEVER happencd.
w;ongfully accused me of "not taking security seriously” which is contrary to my performance. In fact, if the leadership in N&HS implemented
my input in the Fall of 2008 and Feb of 2009 our infractions would have been significantly reduced (independently verified by DOE-ID). The guard in UB2
alone has prevented 60 prohibited items from entering the-SCIF in this cy alone. Which begs the question— are we really doing better?
I cportcd the above directly to-:in the late March / early April time frame (before the re-organization was discussed).

mand.ildn't like my comments and I was subsequently investigated for this incident which put me in a state of apprehension, intimidation,
uress, an a negative lmpact on my career and health,

I was investigated for the incident and required by [ to fil! out the form 30 days after the official investigation was closed.
This was my punishment for ﬁmking the written comments in the form,

According to BEA's position,_ did nothing wrong.

I contend it was abuse of authority (or does BEA think it's OK to use investigations to keep employees in check?) -
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_was the actual manager at the time of the incident, yet he was never "asked” what his role was in this.

do you realize how wrong this is? Seriously, is it really "OK" for BEA to conduct inquiries on employees just because they don't like their point of view?
ouldn't it have béen better to sit down with me way back then and discuss these issues? POL 11 is such a great tool; it's unfortunate that we do not actually
follow it. You would think a manager Iike$ would pick up the phone or meet with me directly if he had such an issue with my comments (which
were actually my employees' comments). ermore, you would think the ALD of N&HS who 1 had a direct reporting relationship with in my RM role would
take 5 minutes to discuss this with me (in March of 2009) directly instead of making dis comments about me to his directors. Frankly I think it's sad and
embarrassing that I had to take this to DOE-ID in order to achieve results and I applaud ! for her unbiased and diligent efforts to affect needed change.

Again, [ want to thank you for looking into this concern. Even though we don't agree on the finer points, at least we do agree that some changes needed to be
‘made. There's nothing wrong with having different perspectives and I truly appreclate you takmg the time to compile a summary, I wish that was done
previously with reference toH investigation of me.

BREAK

LMT:

In keeping with POL 111 (open and honest communications).. This may be my fight, but it is not my problem. This information is provided to you to deal withas
you see fit. I want the same thing you want— a world class laboratory.

- .ToMark D SiciﬁmlSICIMD/COOIIINEEUUS@ﬁ

SubjectWritten Summary, ECP Case EC10-039
08/02/2010 12:11 PM .
THE FOLLOWING MESSAGE CONTAINS INFORMATION THAT IS OFFICIAL USE ONLY

On April 29, you raised the following concerns wrth— for Audits. Your issues were transferred to the Employee Concerns
Program for investigation and resolution.

I believe that modifying an official government form and implementing it, especially when it requires employees to sign it and admit guilt even when they are
not the responsible person is an illegal act and an abuse of authority. I believe an investigation is warranted and I would like to know:

Why is BEA not using the official form that they are supposed to be using?

Do they have the- authomy to modify an official government form and use it?

Who specifically is responsible for modifying the form and what is the corrective action (if warranted)?

Why wasn't this discovered months ago when BEA supposedly did their own internal investigation?

‘What purpose did it serve to use a modified DOE form and use procedures that forced personnel who were investigated for security mudents 10 sign
it as "mdividual responsible for incident" before investigations were complete?

This issue was raised a year ago and to this date, nothing has been done except an apparent validation of the status quo. Who is the responsible BEA
manager for this and what is their position?

DR BN

o

There has been significant impact to me personally and professionally as a result of this event, not to mention the other employees who also have been negatively
impacted. I have personally been investigated (harassmenv/initimidation) for bringing up employee concerns about this specific issue, despite the fact that I was

not an employee at the time of the security incident. To this date, there has been no accountability that I am aware of for this action and I still have no answer as
to wh# investigated me, but did not investigate the actual manager at the txmeh I betieve events like this have led to a collapse
inah y reporiing security and employee concern culture. As always, I will give BEA first opportunty to fix this before pursuing other avenues. I look
forward to your feedback. )
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‘Your harassment/intimidation concern is the subject of an ongoing Part 708 complaint, so we cannot pursue that portion of your concern at
this time — it will be resolved through the Part 708 investigation and adjudication process. We have investigated the security incident inquiry
process and, specifically, the use or misuse of the form you cite in your first paragraph. Qur answers to your specific six questions are
‘provided below along with an overall conclusion. R

To investigate the issues that you raised related to the security forms, we compared the current version being used by Security to the official
form obtained from DOE. This was done to determine the extent of the changes. We then interviewed BEA and DOE staff to determine the

 history behind the changes and whether those making the changes had the authority to do so. We also reviewed the nature of the changes to
determine what impact, positive or negative, the changes would make to the process, and we reviewed pertinent sections of the DOE guidance
documentation that governs security investigations (DOE N 471.3). In addition, we discussed the legality of modifying DOE forms with our
Legal department. ’

In general, we identified that the DOE documentation governing security investigations does not require the contractor to use the official DOE
form, but rather allows use of a form “comparable in content.” Also, per our discussion with DOE and BEA security personnel, when BEA’s
investigators perform inquiries into security incidents, they do so under the direction of the DOE and as an arm of DOE Security. We talked to
the DOE Security office and identified that the DOE provides continuous surveillance of BEA’s performance of security incident inquiries.
DOE further indicated that the work being done by the Security Investigators meets their expectation and that the process they use is approved
and supported by the DOE. : - 4 ,

Based on the DOE Notice and our discussions with DOE personnel, the changes to the form are clearly acceptable. We agree, however, that
the wording of the current form may cause some people to interpret that filling out the form is requiring them to admit guilt. We also can see
how confusion might exist over whether the form is the official DOE form or a contractor form “comparable in content.” We have addressed
these issues and our suggestions below.

Specifically in response to your questions 1 through 6 above, we provide the following:
Question 1 — Why is BEA not using the official form that they are supposed to be using?

BEA is using a revised version of the form because of perceived shortcomings in the official DOE version. You have already raised part of
these shortcomings with the DOE Employee Concerns Program Manager — that the form requires people to sign as the “person responsible
for...” Based on our review of Part II of the form, we identified three:substantive deviations between the official DOE form and the revision
being used by BEA Security. The changes that were made to the BEA version are improvements to the form and tend to reduce its harshness.
These changes should help alleviate some of the objections to the DOE form and Security’s inquiry process in general. The changes include:

_ Part 11, Block 2, the word “infraction” has been changed'tc'a “i;léident” to indicaté that the person filling out the form is not being charged
with an infraction until the inquiry is completed and only if it is determined that there is an infraction. This is consistent with the cover
letter that is distributed with the form that in part reads:

Please be advised that this form is your opportunity to explain your version of the incident. It also provides you the
opportunity to explain your roles and responsibilities as it (sic) relates to this incident. Please feel free to explain what
actions you took or alternatively did not take that may or may not have contributed to this incident. Though the form
requires your signature, it does not constitute an automatic infraction at this point in time, and no distribution other than
to you is made until your response is received and 2 determination of whether an infraction is charged is made.
Part II, Block §, in the signature block, the word “infraction” has also been changed to “incident™ for the reason described in #1 above.
Part I1, Block 3, the use of the Social Security number (SSN) has been discontinued. The revised form asks for the employee’s ID
number. This is a positive chanige because it prevents an employee’s SSN from being distributed to people who don’t have a need to
know. It also eliminates the need for classifying the forms as.containing personally identifiable information (PII).

Qﬁésiion 2 — Do they have the authority to modiﬁ} an official .goveﬁlfnenf form and-use it?

The DOE document governing the performance of security inquiriés, DOE N 471.3 Reporting Incidents of Security Concern, specifically
allows contractor personnel to use forms with content that are similar to, but not the same as, the official DOE form. (See Attachment 1,
Contractor Requirement Document, Section 2.¢(3)(e)) Tlie Notice reads as follows:

...a copy of any DOE F 5639.3, Report of Security Incident/Infraction,or a form comparable in éontent, issued as a result of the
inquiry, must also be submitted once it is completed. (bold type face added)

Based on this, it appears that the contractor has the option of devia;_ting from the ofﬁéiai DOE form. However, to alleviate confusion, we are
suggesting to Security that they consider renaming, if possible, the revised form using a BEA. name and numbering convention rather than
continuing to call the form a DOE F 5639.3. e v o .

Question 3 — Who specifically is responsible for modifying the form ‘and what is the corrective action (if warranted)?

The people responsible for modifying the form and creating the version currently in use were former contractor employees (BEA or Bechtel),
and the modifications were done before the current BEA security staff was in place. The former employee who made the modifications to
blocks 2, 3, and 5 discussed in the answer to your first question now works for the DOE, and he is currently the person who oversees the BEA
Security investigation organization. When I discussed the use of the revised form with him, he indicated that he supports using the form as it
currently exists, and he had previously indicated in writing to Security that he is supportive of the revisions to the form.

Question 4 - Why wasn't this discovered months ago when BEA supposedly did their own internal investigation?
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Your fourth question implies “why didn’t Internal Audit previously catch the change in the form?” When Internal Audit did its review, it was
looking at the issues you raised in your 708 complaint, and the differences ini the forms were not brought up by you until after its review was
completed. The forms being used were determined by Internal Audit to be the standard form in use by the BEA security investigators, and
they were consistent between each of the employees sampled. Even if someone had noted that there were a few minor changes between the
‘official DOE form and the one being used by BEA Security, because the changes were positive and to the benefit of the employee being
interviewed, as noted above, there is little likelihood that anyone would have called attention to it absent a law that prohibits modification of
official government forms,

Qliestion § - What purpose did it serve to use a'modified DOE form and use procedures that forced personnel who were investigated for
security incidents to sign it as "individual responsible for inciden " before investigations were complete?

As discussed above under the answer to Question 1, why the official version of the form is not being used, the original form implies that the
person being required to sign the form is admitting to responsibility for an infraction, which is much stronger language than being responsible
for an incident. An incident merely reflects-that something adverse has occurred while an infraction implies culpability and the need for
disciplinary action. Also, as stated above, the instructions in the cover letfer were meant to clarify that filling out the form is a fact-finding
endeavor, and no infraction is implied until the inquiry is complete and a final determination has been made. In the case of your staff, an
incident had occurred. As a result of the inquiry into the incident, it was determined that there had not been an infraction, and no disciplinary
actions were taken, ' : ' '

However, we also understand your contention that the current format of both the official DOE form and the comparable version being used by
BEA might be perceived by those filling out the forms as assigning blame and responsibility even thougli they are merely witnesses providing
information. We are suggesting to Security that they further modify their instructions and Section I of the form, Blocks 2 and 5, to indicate
that the person might be signing only as a witness and not someone necessarily responsible for causing the incident.

Question 6 — This issue was raised a year ago and to this date, nothing has been done except an apparent validation of the status quo. Who is
the responsible BEA manager for this and what is their position? 4 .

Relative to taking corrective actions, there are several managers who share responsibility. Evaluation and implementation of recommendations
generally belongs to the business unit management. We understand from| , DOE.Emp that many
of your security recommendations have now been implemented. As a result of your reporting the foreign travel incident, corrective actions in
the foreign travel authorization process were identified and have been implemented.. As discussed above, we arc suggesting some changes in
the security incident inquiry process that hopefully would further alleviate concerns about the fairness and objectivity of the process. Other
corrective actions deemed appropriate are being taken by management.

Conclusion

We found no laws or regulations prohibiting revision of the form, which rules out any question of the changes to the form being illegal or a
crime, Absent a law against an action, there can be no substantjation of illegality. To the contrary, the regulations allow for the contractor to
use a form that deviates from the official DOE form. Based on this, we are unable to substantiate that using the modified form is an illegal act.
Our review of the inquiry process, the forms, and the cover letter-inisttuctions supports management’s-assertion that the changes to the form
improve the process, 5o we cannot substantiate that the use of the Torins ‘i an abuse of authority. However, as identified above, we have
suggested some opportunities for Security to further improve the forms and its inquiry process.

Relative to your statement that you “still have no answer as to whyH investigated me, but did not investigate the actual manager
at the ,timem,;l spoke with* who stated that you were informed that Director of Security and
Emergency Services, the one to initiate the investigation and that he had done so because he was concemed about the attitude
towards security and the message to your staff portrayed by the management responses on the security incident reporting forms submitted by
your staff. This, coupled with the high number of security incidents in National and Homeland Security, were his reasons for having you
‘complete the form. I confirmed assertion by reviewing the record of the discussion maintained in the files and also by speaking
with who was present at the debriefing that Intérnal Audit had with you at the end of its review, I found all three sources to be
consistent. : . . .

Please feel free to contact me if you need further information.

I
.
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12 October 2009

o -

Idaho National Laboratory

To: - , Idaho National Laboratory
, Idaho National Laboratory

Subj: SECURITY CONCERN REGARDING FOREIGN TRAVEL

Deer

It has come to my attention that
, at Idaho National Laboratory recently traveled

to a “sensitive” foreign country. The name of this county is being withheld in order to
keep this document at the unclassified level.

During an unrelated discussion with our I mentioned that[Jjjjj
I :<ccntly returned from foreign travel. This in turn led to a short discussion on the
reporting requirements associated with foreign travel by members of the Intelligence
Community, specifically those with an SCI, as outlined in DCID 6/4 annex E; NISPOM
pg. ii, table 2 and Section 3; DNI Policy Memorandum number 2007-700-3 (DNI
FOREIGN TRAVEL REPORTING FORM); as well as our Annual Refresher Briefing
for SCI holders dated 3 December, 2008. According to the SSO, she did not have prior
notification of Foreign Travel and I do not know i completed the required
briefings prior to or after his foreign travel. This is important as it pertains to an SCI,
which requires more rigor than a “Q”.. '

Due to | senior position, T am extremely reticent to report this as I fear
reprisal, however as an SCI holder myself, I have a clear obligation to report security

concerns. Hopefully, I am wrong and the proper procedures were followed, but I have no
way of knowing.

I consider it an honor and a privilege to perform my duties as a department manager at
the INL and look forward to continuing my career here. I am familiar with the content of
the 10CFR.708 and hope that this matter can be resolved without reprisal for raising an
issue. Thave an obligation to report this matter, and I have fulfilled that obligation.

Very Respectfu]ly,

(signed)
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'FW: Infractions

From: - m :

Sent: londay, Mar 010 10:46 AM

Thiew Do

I have reviewed the security infractions related to the BEA National and Homeland Security organization from
the period February 2009 to present. There is a total of 15 incidents that I reviewed - 13 where the investigation
is complete and 2 where the investigation is still ongoing. Of the 15 infractions, it is my opinion that 4 of the
incidents would have been prevented if the suggestions of had been implemented, 3 incidents
where the infractions may have been prevented but I can not make a definitive determination, and 8 incidents
where I believe the suggestions would not have prevented the infractions from occurring.

I hope this is what you are looking for.. If you need anything further from me, please let me know.
Thanks,






